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ABSTRACT

PrivHab is a georouting protocol that improves multiagent
systems itinerary decision-making. PrivHab learns the mo-
bility habits of the nodes of the network by building a model
of the habitat of every node. Then, it uses this information
to select an itinerary for each agent carrying a piece of data
to reach its destination. PrivHab makes use of cryptographic
techniques from secure multi-party computation to make the
decisions while preserving nodes’ privacy.

1. INTRODUCTION

In 2003, the Food and Agriculture Organization of the
United Nations (FAO') implemented a strategic Programme
entitled “Bridging the Rural Digital Divide”. The programme
highlighted innovative approaches to knowledge exchange
that were taking advantage of new digital technologies.

Thenceforth, many initiatives have been implemented in
fields as e-health, e-government, e-education, e-commerce
and e-agriculture. Concretely, e-agriculture applications,
usually targeting rural areas, are very likely to deal with
challenges due to the lack of data communication networks.
It happens that regions where the communication networks
are unavailable or spotty, are usually the ones where these
e-agriculture services would be more needed and valuable.
Unfortunately, this situation is not likely to change because
the low-population density and low-income level make eco-
nomically infeasible or uninteresting to extend the operators’
networks into these regions.

We propose to use PrivHab to reduce the digital divide
in developing countries by distributing podcast radio pro-
grams among local radio stations using Mobile Agent based
Delay Tolerant Networking [2]. MADTN uses mobile agents
to perform a store-carry-and-forward strategy, and it is de-
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signed to operate in scenarios where there are no simulta-
neous end-to-end paths. We use PrivHab to improve the
itinerary decision-making of the agents carrying the data.

2. SYSTEM DESCRIPTION: THE HABITAT

The cornerstone of our novel georouting routing protocol
is the habitat. We define the concept as the area where a
node is more likely to be found.

2.1 Meaning of the habitat

The movements of every node will be strongly related to
their carrier. A static node will remain immobile. A node
carried by a person will probably spend much time in the
vicinity of the carrier’s home or workplace. A node placed
in a vehicle will often pass by the same points, or it will
be inside a particular area. In any case, to know the places
where a node has been in the past is useful to infer if a node
will visit these places again in the future. PrivHab lets the
agents carrying data use this information to select the best
itinerary to reach their destination. This is an assumption
also made by social-based routing protocols.
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Figure 1: Heatmap of a node, the usually visited
areas are depicted in dark red, and the most visited
one is depicted as a intense yellow spot.

The heatmap is an extremely accurate habitat represen-
tation. However, creating and maintaining this data is a
resource consuming task that does not fit with the small de-
vices deployed by an e-agriculture application. Therefore,
we propose to model each nodes’ habitat using simple geo-
metric shapes: as the circle, the ellipse or the rectangle.

2.2 Calculation of the habitat

We model an habitat using a simple geometric shape. Ev-
ery node’s habitat is updated periodically in order to cap-
ture the trend of the node’s mobility pattern. The update
process of a habitat consists in obtaining the location of a
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node and averaging it with his habitat’s model. Location-
aware nodes use the Global Positioning System (GPS) to
obtain their location and the Exponentially Weighted Mov-
ing Average (EWMA) to update their previous version of
the habitat with a frequency of w updates/hour. Due to the
page limit, we do not explain here the details about how to
apply EWMA to each one of the shapes that can be used to
model a habitat.

3. SYSTEM DESCRIPTION: PRIVHAB

The PrivHab routing algorithm compares two nodes and
decides who is the best choice to carry the data towards its
destination. The algorithm chooses the nodes whose habi-
tat’s border is closer to the destination, prioritizing those
nodes whose habitat encloses it. If a destination is con-
tained inside two different habitats, then the routing algo-
rithm chooses the node with the smallest one. Figure 2
show the different situations that can be faced. In (a) and
(b) node A is chosen as the best option, because the desti-
nation D is closer to Ha or inside it. In (c) the best choice
is B, because both habitats contain D, but Hp is smaller
than H4.
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Figure 2: The three possible routing situations.

3.1 A privacy-respectful protocol

At [1], the authors recognize that privacy is an important
issue in a routing protocol. Nodes need PrivHab to do not
reveal information about their habitats to the other parts.

Concretely, PrivHab uses the Paillier [3] cryptosystem.
This cryptosystem is an additive homomorphic one, meaning
that, given two encrypted operands E(a) and E(b), E(a+b)
can be computed without separately decrypting each one.
PrivHab benefits from this and applies techniques of secure
multi-party computation to operate the habitats and the
destination and compare the results while the operands are
cryptographically protected in order to avoid revealing this
private information to the other parts.

4. DEMONSTRATION

In a mobile average, each time a location is used to up-
date the habitat, previous locations lose weight. Concretely,
using EWMA with using a = ﬁ, the last Tw locations
weight the 86% of the total, while previous locations weight
the remaining 14%. Figure 3 shows two examples.

The proposed demonstration contains two parts®>. The
first one is a simulation of nodes with different movement
patterns. This simulation show the evolution of the habitats
when the time passes and the locations are used to update
them. The second one consists in an interactive software
that allows the user to customize the parameters involved in
the calculation of the habitat, the geometric model used, and

2 See the video teaser: https://vimeo.com/116552609.

1944

the last Tw locations. Using this software, the user is en-
couraged to experiment with different configurations to see
how well our habitat models a historic of visited locations.
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Figure 3: Examples of circular habitats (dotted) cal-
culated with Tw = 12, black bubbles depict the last
12 locations, sized according their relative weights.
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The habitat models node’s whereabouts.

CONCLUSIONS

It is useful to

compare nodes to decide who is a better choice to carry the
data towards its destination. PrivHab is a secure geograph-
ical routing protocol for Mobile Agent based DTN that uses
the habitats to make path-finding decisions and makes use
of homomorphic cryptography to preserve nodes’ privacy.

As future lines of research, we plan to improve the model

of habitat using a more complex representation, and to de-
velop an enhanced version of PrivHab that compares simul-
taneously three or more habitats. We also plan to study the
performance of PrivHab in different scenarios based on real
applications that could benefit from a geographic routing
approach.
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