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ABSTRACT

Denial of Service (DoS) attacks will destroy the communication
channels between agents. How to reduce the impact of DoS attacks
on system consensus of nonlinear multi-agent systems (MASs) with
semi-Markov switching (SMS) is an important problem that has
appeared in many applications. Existing work on consensus of non-
linear MAS with switching under DoS attacks can be divided into
two categories: Markov switching (MS) and Semi-Markov Switch-
ing (SMS). There are many studies on MS, but very few on SMS.
This is because the dwell time of the SMS obeys a more general
probability distribution, which will bring new challenges to analy-
sis. This paper proposes a novel approach that adopts a dynamic
event-triggered strategy to reduce the frequency of control signals
to complete the consensus on nonlinear MASs with SMS under DoS
attacks. We use multiple Lyapunov functions established by sto-
chastic techniques, and obtain sufficient conditions for MAS mean
square consensus under aperiodic DoS attacks. The effectiveness
of our strategy is verified by simulation results.
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1 INTRODUCTION

Multi-agent systems (MASs) composed of multiple subsystems have
been widely used in Unmanned Aerial Vehicle (UAV) formation [9],

@ This work is licensed under a Creative Commons Attribution
By, International 4.0 License.

Proc. of the 23rd International Conference on Autonomous Agents and Multiagent Systems
(AAMAS 2024), N. Alechina, V. Dignum, M. Dastani, J.S. Sichman (eds.), May 6 — 10, 2024,
Auckland, New Zealand. © 2024 International Foundation for Autonomous Agents and
Multiagent Systems (www.ifaamas.org).

2516

Hong Shen
School of Engineering and Technology,
Central Queensland University, Australia
Faculty of Applied Sci., Macao Polytechnic Univ., China
h.shen@cqu.edu.au

Hui Tian
School of Information and Communication Technology,
Griffith University
Gold Coast, Australia
hui.tian@griffith.edu.au

small satellite groups [13], web services [12], alignment of satellites
[7], and so on. Consensus is the most common phenomenon in
those systems, and designing a control strategy is a fundamental
research [8]. Some scholars addressed the Markov Switching (MS)
by simulating the process of topologically random-switching of a
network. Due to the interference of the external environment, the
communication network of a MAS could change dynamically, so
the consensus on MASs with MS has great practical significance.

How to use less control resources to make MASs under DoS
attack converge to a stable state as quickly as possible has attracted
significant research efforts [1, 2, 6]. Event-triggered strategies have
been used as the main research method in the existing work: [11]
designed an event-triggered function to reduce the use of com-
munication resources and stabilize the entire system as quickly as
possible after the attack disappears. [5] adopted a secure adaptive
event-triggered strategy to study the consensus in systems with
input constraints and hybrid network attacks. They used event-
triggered strategies to achieve consensus on the system by saving
limited communication resources. However, this kind of stability
analysis of fixed topology have many limitations in real life. When
the system is attacked, changes in topology may cause some ran-
domness problems in connection loss. Therefore, equipping MASs
with an ideal capability of random topology switching to minimize
the connection loss under attacks is of particular importance.

For MASs equipped with switching systems, we focus on MASs
with semi-Markov switching (SMS) because SMS possesses a greater
capability of simulating random processes than the popular Markov
switching (MS) deployed in MASs. As the result of extending from
an MS to SMS [1, 2], the SMS state dwell time is subject to more
general probability distribution and has a broader application space.
However, during the switching process of this subsystem model,
if there is an interference from external factors, the structure of
the entire system will be damaged and the stability of the system
will collapse. In response to this problem, [10] studied MASs with
MS under attacks and gave a theoretical analysis and proof process.
[4, 14] used event-triggered strategies for MASs with SMS under
DoS attacks. However, they did not provide detailed explanations
of the attack frequency and attack intensity.
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2 OUR WORK
2.1 Problem Formulation

We consider how to build event-triggered strategies that enable
agents to reduce information exchanges to reach convergence states
in which the interference of DoS attacks in SMS is minimized.
We use state errors to build event-triggered functions to reduce
the use of communication resources under DoS attacks to achieve
consensus on SMS. The leader-follower MASs in this paper has 1
leader and N followers. For preliminary knowledge of SMS, please
refer to the paper [2]. The leader agent can be written as follows
[10]:

%o () = Axo (1) + Cf (xo(£),£),i=1,2,3,4...,N. (1)

where x((t) € R" represents the state of the leader. The notation
f (xo(t)) : R™ X [0,+c0) — R" is a continuous nonlinear function,
which satisfies the Lipschitz condition. The ith follower agent is as
follows: The dynamic model for follower i can be described by [10]
as

xi (1) = Ax; (t) + Bu; (t) + Cf (x;i(t)),i=1,2,3,4...,N. (2)

where x;(t) € R" is the state of the ith agent and u;(¢) € R" repre-
sents the control input of the ith agent. The notation f(t, x;(t)) =

(2, x1(D), fo(t, x2(D)), ..., fv (8, x:(1))]T € R" is a continuous
nonlinear function.

Definition 2.1. [1]. The control objective of consensus is to use
an event-triggered protocol such that nonlinear MASs with SMS
satisfy the following equation under DoS attacks.

E{lI6: (017} < wE {115 (0)[|1*} ™", Ve > 0, ®)

where w > 0,0 > 0 represent two positive constants, respectively.

2.2 Main Results

We design an event-triggered controller to achieve consensus in
nonlinear MASs with SMS in the presence of DoS attacks. For the
DoS attack process described in paper [3], our controller is de-

signed as: u; (t) = { Ky ()0 (tl)’t € [Tk—l’tk)

s ,where 0;(t) =
0,t € [tg, Ty)

N .
'21 aijr(t) (xJ-(t) - xi (1)) + bio,r(r) (xo(t) — xi(t)) . Here, t]’< is the
j=

triggering instant of agent i, a; Jor(e) is the coupling weight value
between agent i and agent j, bio ,(;) is the coupling weight value be-
tween agent i and the leader, and K, (;) is the feedback gain matrix
of different subsystems.

We define the event-trigger error as: e; (¢) = 6; (t;c) —-0;(t),te

[t,i, t]i+1), and express the event-trigger instant sequence of the
agent as: tlic-+1 = inf {t|t > t;'c' (Li(t) = 0} . In order to exclude

Zeno behavior, we adopt the method proposed in [3]. We improve
the event-triggered strategy in [11] and apply it to nonlinear MASs
with SMS. We define the event-trigger function is defined as: I () =

e;i (V)| - 0; (t)|| ,where B = i) ,
e (811 = B 110: (1) | where fy = g s
0 <y < 1. Based on our event-triggered control strategy, the status
information will be sent only after the state measurement error
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of the agent reaches a predetermined threshold to avoid frequent
updates of the controller.

For given positive scalars ﬁ > 0,a1 > 0,0 < 3 < a,az >
0,p > 0, and y > 0, the mean square consensus can achieve in
leader-following MASs under the triggering condition. If there are
matrices Qr > 0, Q > 0,C > 0 with appropriate dimensions, the
following matrix inequalities hold:

O, 'AT + AQ,~1 - 24,.BBT + CCT + fIy

S
+ Zl ”rq(h) (IN ® Qq) Qr_1 <0, (4
n=
* -p 72y
—14T -1 T _ -1 -1
07 1AT + A0 1+ CCT — 0 N 6
* —p°IN
ay — d
T (to,t) < , 6
(to. 1) Iny+ (a1 + a2)Ax s a1+ az ©)

where r = 1,2,3...5. T (ty,t) and ¢ respectively represent the
attack length and attack intensity. Their definitions can be found
in the paper [3].

The proof is omitted due to the space limit.

3 CONCLUSIONS

This paper studied the consensus of nonlinear multi-agent systems
(MASs) with semi-Markov switching (SMS) under DoS attacks. Dif-
ferent from existing research [10], we used an event-triggering
strategy to reduce the communication between agents. We provide
an upper limit of attacks on the system to ensure that the proposed
event triggering strategy can be effectively implemented. We veri-
fied the effectiveness of our algorithm through experimental results.
We will further study the consensus issue of MASs with SMS and
other types of switching systems under external interferences.
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Figure 1: State error of MASs.

ACKNOWLEDGMENTS

This work is supported by the Science and Technology Development
Fund of Macao (FDCT) #0015/2023/RIA1 and Macao Polytechnic
University Research Grant RP/FCA-14/2022. The corresponding
author is Hong Shen.



Extended Abstract

REFERENCES

(1]

[2

[

Jiangtao Dai and Ge Guo. 2017. Exponential consensus of non-linear multi-
agent systems with semi-Markov switching topologies. IET Control Theory &
Applications 11, 18 (2017), 3363-3371.

Jiangtao Dai and Ge Guo. 2018. Event-triggered leader-following consensus
for multi-agent systems with semi-Markov switching topologies. Information
Sciences 459 (2018), 290-301.

Tao Dong and Yanlin Gong. 2020. Leader-following secure consensus for second-
order multi-agent systems with nonlinear dynamics and event-triggered control
strategy under DoS attack. Neurocomputing 416 (2020), 95-102.

Meng-Jie Hu, Ju H Park, Jun Cheng, and Lifei Xie. 2023. Security Fuzzy Control
of Nonlinear Semi-Markov Switching Systems With Event-Based Mechanism
and Hybrid Cyber-Attacks. IEEE Transactions on Systems, Man, and Cybernetics:
Systems (2023).

Jinliang Liu, Yuda Wang, Jinde Cao, Dong Yue, and Xiangpeng Xie. 2020. Secure
adaptive-event-triggered filter design with input constraint and hybrid cyber
attack. IEEE Transactions on Cybernetics 51, 8 (2020), 4000-4010.

Chao Ma and Erlong Kang. 2019. Distributed consensus of networked markov
jump multi-agent systems with mode-dependent event-triggered communica-
tions and switching topologies. Peer-to-Peer Networking and Applications 12
(2019), 1753-1760.

Mingwei Sheng, Yuan Fan, Chengxiao Zhang, and Cheng Song. 2017. Dynamical
Event-Triggered Consensus Control for Second-Order Multi-Agent Systems. In

2518

AAMAS 2024, May 6-10, 2024, Auckland, New Zealand

the 2017 International Conference.

[8] Jiaqi Wang, Wei Xing Zheng, Andong Sheng, and Jiafan He. 2021. Cooperative

[12

[13

[14

global robust practical output regulation of nonlinear lower triangular multiagent
systems via event-triggered control. IEEE Transactions on Cybernetics 52, 7 (2021),
5708-5719.

Ling Wang and Zhihai Wu. 2021. Distributed Secure Consensus for Second-
Order Multi-Agent Systems under Replay Attacks. In ICMLC 2021: 2021 13th
International Conference on Machine Learning and Computing.

Xin Wang, Huilan Yang, and Shouming Zhong. 2021. Improved results on con-
sensus of nonlinear MASs with nonhomogeneous Markov switching topologies
and DoS cyber attacks. Journal of the Franklin Institute 358, 14 (2021), 7237-7253.
Yong Xu, Mei Fang, Peng Shi, and Zheng-Guang Wu. 2019. Event-based se-
cure consensus of mutiagent systems against DoS attacks. IEEE transactions on
cybernetics 50, 8 (2019), 3468-3476.

Junyu Zhang, Amrit Singh Bedi, Mengdi Wang, and Alec Koppel. 2022. Multi-
agent reinforcement learning with general utilities via decentralized shadow
reward actor-critic. In Proceedings of the AAAI Conference on Artificial Intelligence,
Vol. 36. 9031-9039.

Xianfeng Zhao and Xiaozheng Jin. 2019. Adaptive FTC Consensus Control for
Nonlinear Multi-agent Systems Based on Neural Networks. In RCAE 2019: 2019
The 2nd International Conference on Robotics, Control and Automation Engineering.
Li Zhou, Xiaoming Chen, and Haixi Wen. 2023. Event-triggered H consensus for
nonlinear multi-agent systems with semi-Markov switching topologies under
DoS attacks. Franklin Open 2 (2023), 100006.



	Abstract
	1 Introduction
	2 Our work
	2.1 Problem Formulation
	2.2 Main Results

	3 CONCLUSIONS
	Acknowledgments
	References



