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ABSTRACT
Traditional CAPTCHAs are increasingly vulnerable to deep learning-
based solvers that decode text and imageswith high accuracy. In this
work, we propose methods to strengthen adversarial CAPTCHAs
without compromising human usability. First, we introduce a Pre-
cise Gradient Method (PGM) that preserves gradient magnitude
(rather than discarding it via a sign operator), producing adversarial
perturbations with significantly lower perceptual noise. Second, we
develop intelligent target class selection, using either dataset-level
confusion structure (Class Relations Network) or image-specific
softmax probabilities (Distance-Based Target), to steer adversarial
perturbations more efficiently. Across multiple modern architec-
tures (MobileNets, EfficientNets, ResNet, and Vision Transformer),
our framework achieves faster convergence (fewer iterations), re-
duced visual distortion, and notably greater robustness under iter-
ative adversarial retraining. Experiments show that our methods
consistently reduce iteration counts and perceptual distortion while
significantly increasing the difficulty for automated attacks. Our
results offer a practical, scalable path toward the next generation of
CAPTCHA systems and contribute new insights to the adversarial
machine learning landscape focused on security and usability.
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1 INTRODUCTION
With the continuing expansion of online services, securing sensi-
tive information is more critical than ever. Passwords remain the
most widely used authentication mechanism, but they are increas-
ingly vulnerable to brute-force attempts, phishing, and sophisti-
cated automated attacks. To address these risks and differentiate
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between human users and malicious bots, websites commonly em-
ploy CAPTCHA (Completely Automated Public Turing test to tell
Computers and Humans Apart) [57].

CAPTCHAs add an additional security layer by presenting chal-
lenges that are easily solvable for humans but highly resistant to au-
tomated algorithms. Over time, a wide range of CAPTCHA formats
has been developed, including distorted text [57], perturbed im-
ages [11, 18, 21, 27], synthetically generated examples [2], and even
audio tasks that require users to transcribe distorted speech [15].
Regardless of their modality, these mechanisms share a common
design principle, producing samples that remain interpretable to
human vision or hearing while posing substantial difficulty for auto-
mated systems. In adversarial ML terminology, these challenges can
be viewed as adversarial examples intentionally crafted to exploit
the asymmetry between human and machine perception.

However, designing effective CAPTCHA introduces a unique
tension. In classical adversarial ML, adversarial examples are opti-
mized solely to mislead machine learning (ML) models. CAPTCHA
design, on the other hand, must satisfy an additional constraint,
human readability. This tradeoff makes CAPTCHA generation a
distinct and challenging problem in the adversarial ML landscape.

The scientific community has approached adversarial examples
from two complementary perspectives. On one side, researchers
attempt to defend ML networks by improving robustness [6, 48], en-
hancing their ability to correctly classify perturbed samples [35], or
detecting adversarial inputs before misclassification occurs [37, 64].
On the other side, adversarial methods are leveraged to strengthen
security mechanisms, such as CAPTCHA, by generating adver-
sarial examples that humans can easily solve but ML algorithms
cannot [7, 43].

Despite continuous innovations, the arms race betweenCAPTCHA
designers and attackers has intensified. Well-known deep learning
(DL) models [51] have become highly efficient image classifiers,
enabling attackers to solve CAPTCHA at scale [4, 19, 55, 60]. Earlier
adversarial CAPTCHA generation techniques each carried signif-
icant limitations: optimization-based approaches [54] were accu-
rate but computationally expensive, while gradient-based methods
such as the Fast Gradient Sign Method (FGSM) [20] were fast but
fragile, often bypassable via simple preprocessing filters. Deep-
CAPTCHA [43] represented an important step forward by blending
optimization strategies with efficient gradient methods, enabling
real-time generation of adversarial CAPTCHAs that confused DL
models while remaining legible to humans.

Yet challenges remain. As DL models become more robust year
after year, generating effective adversarial CAPTCHA requires
stronger perturbations. This not only increases execution time
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but also risks producing images that are noisy or unpleasant from
the human user’s perspective. Addressing this trade-off—designing
CAPTCHAs that remain both usable by humans and difficult for
machines—is the problem that motivates this study.

2 OUR CONTRIBUTION
This paper makes the following key contributions to the design of
secure and human-friendly adversarial CAPTCHAs:

(1) Precise Gradient Method (PGM). We introduce a novel
adversarial perturbation technique that preserves gradient
magnitude information rather than discarding it via the sign
operator, as in FGSM. By distributing perturbations via a
noise-spreading mechanism, PGM produces cleaner adver-
sarial CAPTCHAs that significantly reduce perceptual dis-
tortion while maintaining human solvability.

(2) Intelligent Target Class Selection. To overcome the inef-
ficiency of random target selection in prior work, we propose
two complementary strategies:
• Class Relations Network (CRN): A dataset-level struc-
ture that encodes frequent class confusions, enabling effi-
cient adversarial generation by restricting deceiving classes
to plausible alternatives.
• Distance-Based Target (DBT): An image-specific ap-
proach that adaptively selects target classes from the clas-
sifier’s probability distribution. By tuning the target dis-
tance, DBT steers perturbations toward classes that bal-
ance efficiency and imperceptibility.

(3) Comprehensive Empirical Evaluation.We conduct large-
scale experiments on multiple modern architectures (Mo-
bileNetV2, MobileNetV3-Large, EfficientNet-B4, EfficientNet-
B7, ResNet50, and ViT-B/16), covering both lightweight and
heavyweight models. Our results show that PGM combined
with CRN or DBT consistently reduces the number of re-
quired iterations and themagnitude of added noise compared
to FGSM and random baselines.

(4) Analysis of Robustness under Hardening.We evaluate
the resilience of the proposed strategies under adversarial
retraining scenarios. The results demonstrate that intelligent
target selection, particularly DBT, remains effective even as
classifiers are hardened, underscoring the security relevance
of the methods beyond naïve settings.

Both CRN and DBT minimize visible noise, thereby preserving
human solvability while deceiving automated systems. We vali-
date these methods on the large-scale ILSVRC dataset [49], which
contains 1,000 object classes. Our findings confirm that the pro-
posed framework enables rapid adversarial CAPTCHA generation
suitable for modern, high-volume deployments, while maintaining
strong robustness against automated attacks.

3 RELATEDWORK
CAPTCHA [57] was introduced in 2003 as an automated test that
humans can pass, but current computer programs can’t. In the early
stages, Text CAPTCHA was widely used, but according to more
recent works [4, 19, 43], they are now almost useless or will become
obsolete with advances in ML and especially DL. The breakthrough
came in 2014 when Google’s neural network outperformed humans

at recognizing distorted text, originally designed as a purely human
task. This led to a rapid transition from text-based to image-based
CAPTCHA systems. For example, Atri et al. [3] achieved an average
of 92% accuracy in detecting CAPTCHA text schemes.

Contemporary image CAPTCHAs, particularly reCAPTCHAv2,
have also succumbed to advanced AI techniques. Studies from ETH
Zurich show that AI using YOLO models can now solve 100% of
reCAPTCHAv2 challenges, surpassing previous success rates of
68–71% [47]. This shift means AI bots now require roughly the
same number of challenges as humans to pass CAPTCHA tests,
undermining the premise of these security tests.

Later, audio and image CAPTCHAs were developed, where audio
CAPTCHAs remain more challenging to solve than visual methods
(texts, images) [5], and are typically reserved for visually impaired
users [15, 17]. Image CAPTCHAs are often categorized as context-
based and adversarial example-based. Context-based CAPTCHAs
(such as CORTCHA [65] or [1]) present puzzles that require reason-
ing, whereas adversarial image CAPTCHAs rely on subtle pertur-
bations unnoticeable to humans but that confuse ML algorithms.

Distinguishability measure [16] expresses how difficult it is for
an ML model to classify an image. This concept explains common
model failures with adversarial input [10]. Early classifiers (linear,
quadratic) were limited in robustness; higher-capacity, non-linear
models show more resilience but still face adversarial challenges.

Modern DL architectures learn highly non-linear functions but
remain vulnerable. Adversarial examples usually transfer between
models [44, 53], and transferability can be further enhanced [28, 34].

Several adversarial example creation techniques have emerged:
Evolution Algorithms (EAs) [41] produce patterns that DNNs mis-
classify confidently; optimization techniques [20, 54] and localized
distortion [44], or manipulation of internal representations [50].

Several noteworthy innovations concern universal adversarial
perturbations (UAPs). DeepFool [38] introduced efficient compu-
tation of perturbations. Data-independent methods, such as those
by [39], generate image-agnostic perturbations but tend to be more
noticeable and less effective. Universal attacks on image spam [46],
segmentation [25], and universal adversarial networks [24] demon-
strate wide applicability [8, 40]. Recent advances include UAP
generation via minimum-distance attacks on deep model decision
boundaries [33], and Doubly-Universal Adversarial Perturbations
(Doubly-UAP) for Vision-Language Models, which simultaneously
target image and text inputs at attention layers [29]. Transferability
remains central, with new frameworks operating data-agnostically
and extensive comparative surveys [22].

Training networks on adversarial examples can improve general-
ization but remains insufficient for full robustness [16, 20]. Knowl-
edge distillation [26], particularly defensive distillation [45], has
shown some promise but is largely circumvented by modern at-
tacks—defensive distillation offers limited protection and is vulner-
able to parameter modifications [52]. Adversarial training is con-
sidered a leading defense [63]. Recent surveys categorize advance-
ments in data augmentation, network design, and training config-
urations. Synthesized data [62] and sparse teacher methods [61]
open new directions in balancing robustness and generalization.
Autoencoder recovery [23] is also explored, but autoencoder+ML
architectures may be vulnerable to bespoke attacks.
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Work on adversarial CAPTCHAs continues to evolve. Deep-
CAPTCHA [43] aims to efficiently generate adversarial examples.
New techniques seek to balance human/AI recognizability, creat-
ing either too-easy or too-difficult samples. Content Feature Al-
teration methods [58] aim to boost transferability of adversarial
CAPTCHAs. The D-CAPTCHA system for deepfake defense em-
ploys adversarial training for increased robustness, reducing attack
success rates [59]. Following this work, Nguyen-Le et al. [42] intro-
duce a more robust version, D-CAPTCHA++, to defend against fake
calls. Innovations include IllusionCAPTCHA [12], which exploits
human perception of visual illusions unsolved by AI, and bi-phase
adversarial frameworks [14], which blend multi-stage verification
to maximize security.

4 ADVERSARIAL METHODS FOR CAPTCHA
GENERATION

Fighting against DL algorithms that can reliably classify CAPTCHA
images has become an active area of research in recent years [20, 54].
Image-based CAPTCHA generation typically relies on adversarial
example generation techniques. Below, we review three represen-
tative approaches that form the foundation for modern adversarial
CAPTCHA systems.

I. Optimization-Based Method [54]
This approach formulates adversarial example generation as a con-
strained optimization problem:

argmin
Δ𝐼

| |Δ𝐼 | |2 s.t. 𝑁𝑒𝑡 (𝐼 + Δ𝐼 ) = 𝐶𝑑 , (1)

where 𝐼 is the original image, Δ𝐼 is the perturbation, 𝑁𝑒𝑡 (·) is the
DL classifier, and 𝐶𝑑 ≠ 𝐶𝑖 is the target deceiving class (different
from the true class 𝐶𝑖 ).

The objective is to find the smallest perturbation Δ𝐼 (in the ℓ2
norm sense) that forces the classifier to mislabel the image. This
method is highly effective and produces robust adversarial exam-
ples. However, since the optimization requires iterative search and
the perturbations are not directionally guided, the process is com-
putationally expensive and slow in practice.

II. Fast Gradient Sign Method (FGSM) [20]
The FGSM provides a more efficient alternative by generating per-
turbations in a single gradient step:

Δ𝐼 = 𝜖 · sign
(
∇𝐼 𝐽 (𝑊, 𝐼,𝐶𝑖 )

)
, (2)

where 𝐽 (𝑊, 𝐼,𝐶𝑖 ) is the loss function of the network parameter-
ized by weights𝑊 , evaluated on input 𝐼 with true class 𝐶𝑖 . The
perturbation magnitude is controlled by the hyperparameter 𝜖 .

Unlike the optimization method, FGSM does not require spec-
ifying a target class. Instead, the perturbed image is likely to be
misclassified into some incorrect class. The method is computation-
ally efficient and widely used for generating adversarial examples
at scale. Nevertheless, it is less robust and less effective than the
optimization-based approach.

An extension of FGSM is the Iterative FGSM (IFGSM) [30], in
which Equation 2 is applied repeatedly in small steps. After each
iteration, the adversarial example is re-evaluated by the classifier,

and the process continues until misclassification occurs. IFGSM typ-
ically yields stronger adversarial examples at the cost of additional
computation.

III. Immutable Adversarial Noise (IAN) [43]
IAN, introduced as part of the DeepCAPTCHA framework, inte-
grates the principles of FGSM and IFGSM while explicitly targeting
a deceiving class. The update rule is:

𝐼𝑡+1 = 𝐼𝑡 − 𝜖 · sign
(
∇𝐼 𝐽 (𝑊, 𝐼𝑡 ,𝐶𝑑 )

)
, (3)

where 𝐼𝑡 is the adversarial image at iteration 𝑡 and 𝐶𝑑 is the des-
ignated deceiving class. By using 𝐶𝑑 instead of 𝐶𝑖 , the method
enforces targeted misclassification. The subtraction sign reflects
the optimization direction toward aligning the input with the fea-
tures of 𝐶𝑑 .

To enhance robustness against filtering attacks, a median filter
(typically 5× 5) is applied to each generated adversarial example. If
the filtered image is reclassified correctly as 𝐶𝑖 , the perturbation
magnitude 𝜖 is incremented (𝜖 ← 𝜖 + increment) and the process
is repeated. Larger 𝜖 values correspond to stronger perturbations
applied at each iteration.

While IAN improves resistance to filtering, its effectiveness de-
pends on the DL model. For some modern architectures, adversarial
examples targeting random deceiving classes may require many
iterations before the classifier is successfully “convinced” to mis-
classify the input (see Figure 1). In our work, we adopt IAN as
a baseline framework and propose updated core components to
address these limitations.

IV. Fast Gradient Non-sign Method (FGNM) [9]
FGNM was proposed to mitigate the shortcomings of FGSM by
addressing the directional bias introduced by the sign operator. The
update rule is defined as:

𝐼𝑡+1 = 𝐼𝑡 − 𝜖 · ∇𝐼 𝐽 (𝑊, 𝐼𝑡 ,𝐶𝑑 )
∥∇𝐼 𝐽 (𝑊, 𝐼𝑡 ,𝐶𝑑 )∥

, (4)

where the raw gradient is normalized by its norm before being
applied. Unlike FGSM, which discards gradient magnitudes by tak-
ing only their signs, FGNM preserves this information, thereby
achieving more precise perturbations.

Empirical evaluations [9] show that FGNM outperforms FGSM
and several of its derivatives, such as DI-FGSM, MI-FGSM [13], and
SI-FGSM [32]. While FGNMwas designed to address the directional
bias of FGSM by normalizing the raw gradients, our initial evalu-
ations indicate that it performs worse than our proposed method
when assessed under the 𝐿∞ constraint. Therefore, we focus our
analysis on FGSM and PGM, leaving FGNM for future research.

V. Precise Gradient Method (PGM)
FGSM generates noise that modifies nearly every pixel, since the
sign operator does not distinguish between large and small gra-
dient values. By contrast, optimization-based methods [54] tend
to concentrate perturbations in salient regions of the image (see
Figure 5 in [54]), but they are slow due to their iterative and often
stochastic nature.

We propose the Precise Gradient Method (PGM), combining
FGSM’s efficiency with optimization approaches’ precision, while
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(a) Original images (b) Perturbed images (FGSM) (c) FGSM perturbations (d) Perturbed images (PGM) (e) PGM perturbations

Figure 1: Visual comparison of FGSM and PGM on MobileNetV3. Column (a) shows originals. Columns (b) and (c) show FGSM
perturbed images and their noise maps. Columns (d) and (e) show PGM perturbed images and their noise maps. PGM localizes
noise to essential regions, producing cleaner, less perceptible adversarial samples.

preserving human readability. The key idea is to retain gradient
magnitude information, which provides a finer control over the
perturbation strength applied to each pixel. To prevent very small
gradients from being neglected, we normalize them as follows:

𝑁𝑃 =
∇𝐼 𝐽 (𝑊, 𝐼,𝐶𝑑 )

max
(
|∇𝐼 𝐽 (𝑊, 𝐼,𝐶𝑑 ) |

) , (5)

where 𝑁𝑃 denotes the normalized noise pattern.
The adversarial examples generated using only 𝑁𝑃 are visually

cleaner, but they exhibit susceptibility to median filtering (e.g., 5×5
filters). This vulnerability is reflected in a higher Filter Success
Rate (FSR) of 14.07, compared to 3.97 for FGSM. To address this
vulnerability, we introduce a Noise Spread (NS) component that
redistributes perturbations more evenly over the image:

𝑁𝑆 = sign(𝑁𝑃) − 𝑁𝑃. (6)

When combined with 𝑁𝑃 , the NS term significantly reduces the
FSR, with average values dropping to 3.07.

The final adversarial perturbation is obtained as:

𝐼𝑝 = 𝐼 −
(
𝜖 · 𝑁𝑃 + 𝜖𝑠 · 𝑁𝑆

)
, (7)

where 𝐼 is the original image, 𝐼𝑝 is the perturbed image, 𝜖 con-
trols the magnitude of the normalized noise, and 𝜖𝑠 controls the
contribution of the noise spread.

Unlike previous approaches that often overwhelm the image
with excessive noise, PGM strategically introduces perturbations in
specific regions while preserving the CAPTCHA’s natural appear-
ance. This balance between precision and efficiency makes PGM
particularly suitable for practical adversarial CAPTCHA generation
(see Figure 1 for a comparative visualization).

5 METHODS
Advances in image classification models pose a serious challenge
to the effectiveness of traditional CAPTCHAs. Recent work, such
as the Image Adversarial Network (IAN) [43], attempts to gener-
ate adversarial CAPTCHAs that deceive state-of-the-art (SOTA)
classifiers. However, IAN-generated CAPTCHAs frequently suffer

from a critical drawback: the perturbations required to achieve
misclassification are often visually noticeable to human users. This
compromises the practical usability of the CAPTCHA, since its pur-
pose is to remain solvable for humans while resisting automated
attacks.

Figure 2 illustrates this limitation. When perturbing an image of
a Shetland Shepherd with the goal of having it misclassified as a sea
lion, a substantial amount of noise must be introduced (𝜖 = 0.145).
The resulting adversarial CAPTCHA is strongly manipulated, with
distortions that are easily perceptible to human observers.

(a) Perturbed (sea lion).
𝜖 = 0.145, 175 iterations

(b) Original image. 𝜖 = 0 (c) Perturbed (hognose).
𝜖 = 0.025, 76 iterations

Figure 2: Effect of target class selection on noise levels. Large
visible noise when targeting “sea lion” (𝜖 = 0.145). The orig-
inal, unperturbed image. A cleaner perturbation when tar-
geting “hognose snake”, requiring fewer iterations (76) and
introducing less noise (𝜖 = 0.025).

By contrast, selecting a more compatible deceiving class reduces
the required perturbation. For instance, targeting the class hognose
snake produces a successful misclassification after 76 iterations
with significantly less noise (𝜖 = 0.025). This example highlights
the strong dependence of adversarial CAPTCHA generation on the
choice of target class: inappropriate targets lead to excessive noise,
while more suitable targets yield cleaner adversarial examples.

The presence of visible noise in IAN-generated CAPTCHAs not
only hampers their effectiveness by making image classification
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more challenging for humans, but also risks producing false pos-
itives where legitimate users are misclassified as automated bots.
Furthermore, adversaries can exploit these noise patterns by ap-
plying simple filtering techniques, such as median filters, to sup-
press the perturbations and bypass the CAPTCHA altogether. These
limitations underscore the need for adversarial CAPTCHA tech-
niques that minimize perceptible noise, ensuring that generated
CAPTCHAs remain indistinguishable from the original images to
human observers.

In this paper, we propose two key improvements to the IAN
methodology. First, we introduce the Precise Gradient Method
(PGM) as a replacement for the Fast Gradient Sign Method (FGSM).
By leveraging full gradient information rather than only their signs,
PGM produces cleaner and more effective adversarial examples,
significantly reducing visible perturbations. Second, we propose an
intelligent target class selection strategy that replaces random
target assignment with a principled, classifier-informed approach.
This strategy improves both the speed of adversarial example gen-
eration and the perceptual quality of the resulting CAPTCHAs. By
explicitly incorporating the perceptibility factor into the genera-
tion process, our approach strikes a balance between deceiving the
classifier and preserving visual integrity for human users.

A central element of our approach is the development of an in-
telligent strategy for selecting target classes. Instead of choosing
the deceiving class 𝐶𝑑 randomly, we exploit the probability vector
produced by multiple pre-trained classifiers. Without loss of gen-
erality, in our work, each classifier is trained on the ILSVRC2012
validation dataset. When aiming to choose the deciving calls, it
takes an input image and produces a probability distribution over
the 1,000 classes introduced in this dataset. This distribution can
be represented as:

𝐶 ∈ R1000, 𝐶𝑖 = 𝑃 (class 𝑖 | 𝐼 ),

where𝐶𝑖 denotes the predicted probability that the image 𝐼 belongs
to class 𝑖 . Typically, the correct class 𝐶𝑡𝑟𝑢𝑒 will have the highest
predicted probability.

To formalize target selection, we sort the probability vector in
ascending order:

𝐶𝑠 = sort(𝐶),
where 𝐶𝑠

0 corresponds to the least likely class and 𝐶𝑠
999 to the most

probable class (usually the correct label). For example, if𝐶𝑠
999 has the

highest probability, it almost certainly corresponds to the ground-
truth class. By contrast, 𝐶𝑠

998 and 𝐶
𝑠
997 represent classes with pro-

gressively lower probabilities, indicating that they are less likely to
be the correct class. Finally, 𝐶𝑠

0 is the least likely class according to
the classifier.

This probability-based ranking enables us to design selection
strategies that avoid random guessing. For instance, by choosing
deceiving classes from among low- to mid-probability candidates
(rather than the extremes), we can identify targets that simultane-
ously require less noise to achieve misclassification and maintain
higher visual fidelity of the CAPTCHA.

5.1 Class Relations Network (CRN)
To further accelerate and improve the adversarial CAPTCHA gener-
ation process, we introduce the Class Relations Network (CRN). The

CRN captures structured co-occurrence patterns between classes,
derived from the predictions of a large-scale image classifier.

Using ILSVRC2012 validation set [49], which contains 50 images
for each of 1,000 classes, we constructed a 1000×1000 co-occurrence
matrix by recording the top-5 predicted classes for each image and
then extracting, for every class, the 20 most frequently co-occurring
alternatives. This yields a compact structure in which each class
is associated with its most likely “confusion partners”, reflecting
relationships in the learned feature space (see Table 1).

Table 1: Class relations Network for the first ten classes. The
rows represent the classes (0-999), while the columns repre-
sent each prediction’s closeness to that class’s images.

Class Prediction

1 2 3 4 5 6 7 8 9 10

0 0 389 391 955 758 1 395 394 997 29
1 1 393 29 0 27 392 108 115 397 973
2 2 3 4 148 394 147 389 149 5 6
3 3 2 4 149 394 6 5 983 148 150
4 4 3 2 394 6 983 33 150 148 5
5 5 6 397 390 33 4 109 110 115 329
...
994 994 947 997 992 995 993 991 63 114 124
995 995 994 997 991 947 988 993 996 992 990
996 996 991 947 993 994 995 997 953 825 961
997 997 947 992 995 994 996 993 990 988 666
998 998 987 954 398 955 122 599 939 943 953
999 999 700 434 876 896 281 435 591 606 617

For example, for images belonging to class 0, the class itself
naturally appeared most frequently among the top-5 predictions. In
addition, class 391 was predicted more often than class 955, yet less
frequently than class 389. This ranking reflects how closely related
these classes appear in the feature space learned by the classifier.

Rather than assigning deceiving classes randomly, CRN restricts
the target class to one of these plausible alternatives. This design
ensures that perturbations push the classifier toward a class that
is already semantically or visually related to the true label, which
reduces the number of required iterations and the magnitude of
noise. At the same time, if the chosen class is too close to the
original label (e.g., among the top-5 confusions), the perturbations
may become trivial or uninformative, while overly distant classes
reintroduce high distortion.

To balance efficiency and perceptual quality, we therefore eval-
uate CRN using target classes ranked at the 10th most frequent
co-occurrences. These mid-ranked classes are sufficiently distinct
from the original label to produce meaningful adversarial shifts,
while still close enough to allow efficient generation with mini-
mal visible distortion. In Section VI, we empirically confirm this
trade-off by comparing results at the 10th and 20th ranks.

5.2 Distance-based Target (DBT)
The Distance-Based Target (DBT) method selects a deceiving class
directly from the probability distribution produced by the classi-
fier for each input image. Instead of randomly choosing a target
class, DBT leverages the classifier’s uncertainty: it sorts the out-
put probabilities and then selects one of the alternative classes as
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the perturbation target. This adaptive choice makes DBT image-
specific, ensuring that the perturbation exploits local ambiguities
in the classifier’s decision space.

An important design decision is which rank in the sorted prob-
ability vector to use. Selecting a class that is too close to the true
label (e.g., the second most probable class, “distance 1”) often results
in trivial perturbations. These small changes can successfully fool
the model but are visually confusing or unstable, making them less
suitable for CAPTCHAs. Conversely, choosing a class that is too
far from the true label (e.g., a distance of 100 or more) requires
large perturbations, which produce noticeable visual distortion and
degrade human usability.

To strike a balance, we evaluate DBT across multiple distances,
ranging from 1 to 100. Distances in the near-to-mid range (e.g.,
5–20) are expected to provide the best trade-off: sufficiently distinct
from the true label to generate meaningful adversarial shifts, yet
not so distant that perturbations become excessive. In the follow-
ing section, we empirically test this design choice by comparing
iteration counts and perturbation magnitudes across distances 1, 5,
10, 20, 50, and 100.

6 EXPERIMENTAL RESULTS
We evaluate six architectures (i.e., MobileNetV2, MobileNetV3-
Large, ResNet50, EfficientNet-B4, EfficientNet-B7, and ViT-B/16) on
the ImageNet validation set, using FGSM and PGM attacks under
a shared perturbation schedule (𝜖 = 0.005, incremented by 0.005
per iteration). Metrics include the mean number of iterations to
success and L2 distortion. The experiments were conducted on
a workstation equipped with an AMD Ryzen Threadripper PRO
5955WX processor. The system was configured with 64 GB of DDR4
RAM and an NVIDIA RTX A5000 GPU with 4 GB of GDDR6 video
memory, providing sufficient computational resources for training
and evaluating deep learning models in our study.

CRN effectiveness. Our first experiment evaluates the effec-
tiveness of CRN by comparing it with random selection as a baseline.
Table 2 reports the iteration counts across multiple architectures
under both FGSM and PGM attacks. The results consistently favor
CRN across all tested models, as CRN converges faster than random
selection. For example, EfficientNet-B7 with FGSM requires on aver-
age 4.81 iterations under random selection, but only 2.85 with CRN,
corresponding to a ≈ 41% reduction. Similar improvements are ob-
served across lightweight models such as MobileNetV2 and deeper
architectures such as EfficientNet-B4, confirming the robustness
of this effect. These findings highlight CRN’s role as an effective
dataset-level heuristic that accelerates adversarial generation in a
structured and reliable manner.

DBT distance trade-offs.We next examined the effect of vary-
ing DBT distance ranks on iteration counts for FGSM across dis-
tances from 1 to 100. For convolutional models, all results fol-
low a consistent monotonic pattern: the smallest distances (ranks
1–5) yield the fastest adversarial convergence, mid-range distances
(10–20) balance efficiency with perceptual plausibility, and very
large distances (50–100) result in slower convergence, often ap-
proaching random baselines. Interestingly, the Vision Transformer
(ViT) diverges from this trend, showing less sensitivity to distance

Table 2: Comparison of average iterations required for suc-
cessful adversarial example generation using Class Rela-
tions Network (CRN) versus random target selection across
several architectures. Values show mean and standard devi-
ation over all test samples.

Model (Attack) Random CRN (10th)

MobileNetV2 (FGSM) 3.18 (0.61) 1.79 (0.29)
MobileNetV2 (PGM) 2.64 (0.25) 1.55 (0.21)
MobileNetV3-L (FGSM) 4.02 (0.55) 2.41 (0.37)
MobileNetV3-L (PGM) 3.33 (0.41) 2.09 (0.33)
ResNet50 (FGSM) 3.61 (0.72) 2.26 (0.42)
ResNet50 (PGM) 2.95 (0.51) 1.84 (0.33)
EfficientNet-B4 (FGSM) 6.61 (0.88) 4.12 (0.66)
EfficientNet-B4 (PGM) 5.38 (0.72) 3.27 (0.53)
EfficientNet-B7 (FGSM) 4.81 (0.67) 2.85 (0.45)
EfficientNet-B7 (PGM) 3.92 (0.56) 2.29 (0.39)
ViT-B/16 (FGSM) 4.59 (2.42) 2.50 (0.97)
ViT-B/16 (PGM) 4.50 (1.36) 2.47 (0.99)

rank and weaker monotonicity. This suggests that ViTs may dis-
tribute decision boundaries differently from convolutional architec-
tures, making the DBT parameter less effective as a fine-grained
control knob. These findings highlight that while DBT distance is a
powerful and tunable parameter for CNN-based models, its utility
may be reduced when targeting transformer-based architectures.

PGM versus FGSM. To comprehensively evaluate the relative
efficiency and subtlety of FGSM and PGM attack methods, Table 3
reports their iteration counts under different selector strategies.
Across all architectures, PGM converges faster than FGSM, with
the gap widening when more informed selectors, such as CRN-10
and DBT-10, are used. For example, on MobileNetV2 with DBT-10,
PGM reduces the mean number of iterations from 2.11 with FGSM
to 1.64. This systematic improvement highlights PGM’s superior
convergence efficiency, confirming that gradient normalization
combined with spread adjustment enables quicker andmore reliable
adversarial generation.

Supporting these findings, Table 4 shows that PGM consistently
generates adversarial perturbations with lower L2 distortion, often
reducing noise by 20–40% across models and selectors. For exam-
ple, under random selection on EfficientNet-B4, PGM achieves an
average L2 norm of 47.17 compared to 67.70 for FGSM. Similar
reductions are observed on MobileNet, ResNet, and ViT, confirming
that PGM achieves a better trade-off between convergence speed
and imperceptibility across architectures.

Although absolute iteration counts vary by architecture, with
EfficientNets typically requiring more iterations than MobileNets,
the relative ordering of methods is stable. Across our evaluations,
both CRN and DBT consistently outperform random baselines, and
PPGM reliably outperforms FGSM in convergence speed and per-
ceptual noise reduction. We note an important caveat, ViT-B/16
exhibits different sensitivity to DBT distance ranks than convolu-
tional models, indicating that target selection strategies may need
to be adapted for transformer architectures.
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Figure 3: Effect of varying Distance-Based Target (DBT) rank distance on iterations required to generate successful adversarial
examples using FGSM. Bars represent mean iterations for each convolutional or transformer architecture evaluated across
distance ranks 1, 5, 10, 20, 50, and 100.

Table 3: Comparison of average iterations to success be-
tween PGM and FGSM across different target selection
strategies (Random, CRN-10th, DBT-10). Results are shown
for multiple architectures, with values as mean (std.).

Model Selector FGSM PGM

MobileNetV2 Random 3.18 (0.61) 2.64 (0.25)
CRN-10th 1.79 (0.29) 1.55 (0.21)
DBT-10 2.11 (0.26) 1.64 (0.22)

MobileNetV3-L Random 4.02 (0.55) 3.33 (0.41)
CRN-10th 2.41 (0.37) 2.09 (0.33)
DBT-10 2.44 (0.32) 1.98 (0.28)

ResNet50 Random 3.61 (0.72) 2.95 (0.51)
CRN-10th 2.26 (0.42) 1.84 (0.33)
DBT-10 2.55 (0.36) 2.04 (0.31)

EfficientNet-B4 Random 6.61 (0.88) 5.38 (0.72)
CRN-10th 4.12 (0.66) 3.27 (0.53)
DBT-10 3.21 (0.44) 2.48 (0.38)

EfficientNet-B7 Random 4.81 (0.67) 3.92 (0.56)
CRN-10th 2.85 (0.45) 2.29 (0.39)
DBT-10 3.44 (0.47) 2.71 (0.41)

ViT-B/16 Random 5.10 (0.72) 4.08 (0.61)
CRN-10th 3.27 (0.48) 2.65 (0.42)
DBT-10 3.62 (0.53) 2.89 (0.47)

7 EVALUATING ROBUSTNESS AGAINST
ADVERSARIAL RETRAINING

Adversarial retraining has emerged as one of the most widely stud-
ied defenses, where the classifier is incrementally exposed to ad-
versarial examples in order to improve robustness [31, 36, 56]. We
simulated five phases of such retraining on a MobileNetV2 classifier

Table 4: Mean L2 distortion norms (with standard deviation)
of adversarial perturbations generated by FGSM and PGM
under various target selection methods across multiple ar-
chitectures.

Model Selector FGSM PGM

MobileNetV2 Random 24.05 (3.91) 16.96 (2.17)
CRN-10th 18.32 (3.44) 12.44 (1.98)
DBT-10 20.45 (3.67) 14.07 (2.06)

MobileNetV3-L Random 35.47 (4.21) 23.73 (2.85)
CRN-10th 26.18 (3.89) 17.93 (2.44)
DBT-10 28.09 (4.02) 19.54 (2.56)

ResNet50 Random 32.88 (4.08) 21.63 (2.71)
CRN-10th 26.32 (3.77) 17.08 (2.39)
DBT-10 28.74 (3.95) 18.92 (2.51)

EfficientNet-B4 Random 67.70 (5.31) 47.17 (4.94)
CRN-10th 54.62 (5.02) 35.44 (4.38)
DBT-10 58.21 (5.13) 39.02 (4.65)

EfficientNet-B7 Random 48.35 (4.89) 36.24 (4.12)
CRN-10th 36.12 (4.42) 26.98 (3.84)
DBT-10 39.81 (4.56) 29.62 (3.97)

ViT-B/16 Random 42.71 (4.66) 31.54 (3.87)
CRN-10th 33.28 (4.12) 24.79 (3.51)
DBT-10 36.02 (4.28) 26.91 (3.65)

by adding 10,000 newly perturbed images per phase. This process
broadens the training distribution to include adversarial samples,
but also risks biasing the classifier toward perturbed inputs at the
expense of clean-image performance. Figure 4 shows the average
number of iterations required to generate successful adversarial
examples across retraining phases. Three clear patterns emerge:
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ial retraining.

(1) The random baseline, using IAN-style random target selec-
tion, becomes significantly harder to fool as iteration counts
steadily increase across phases.

(2) The Class Relations Network exhibits much greater re-
silience: while its iteration counts fluctuate, the increases
are marginal compared to the random baseline.

(3) The Distance-Based Target remains remarkably stable,
with iteration requirements essentially flat across all five
phases. This highlights DBT’s capacity to preserve efficiency
even against hardened classifiers.

To quantify the trade-off with clean inputs, Table 5 reports AUC
values on unperturbed ILSVRC2012 validation images. Across all
strategies, retraining introduces a steady decline in clean-image
AUC, confirming that greater robustness against adversarial pertur-
bations comes at the cost of reduced natural accuracy. This effect is
especially visible for random selection, which suffers the sharpest
drop, whereas CRN and DBT experience smaller degradations.

Table 5: Clean-image classification AUC of MobileNetV2
across adversarial retraining phases.

Method 0 (initial) 1 2 3 4 5

Random 0.971 0.961 0.956 0.953 0.950 0.945
CRN 0.971 0.965 0.961 0.955 0.951 0.947
DB 0.971 0.962 0.957 0.955 0.951 0.950

These findings emphasize two key insights. From the attacker’s
perspective, informed target selection strategies such as CRN and
DBT substantially mitigate the impact of adversarial retraining,
ensuring stable attack efficiency even as defenses evolve. From the
defender’s perspective, adversarial retraining cannot be applied
indiscriminately, as its benefits against perturbed inputs are offset

by weakened performance on clean data. This trade-off underscores
the adversarial “arms race” dynamic: while retraining raises the
computational bar for naïve attacks, structured strategies like DBT
retain their effectiveness, highlighting the need for defenders to
combine retraining with complementary defenses such as clean-
sample reinforcement or hybrid detection systems.

8 DISCUSSION AND CONCLUSIONS
This research set out to address a fundamental question: how can
adversarial CAPTCHA generation balance security, usability, and
scalability in an era where machine learning–based solvers are
increasingly capable? Traditional CAPTCHAs either impose ex-
cessive cognitive burden on users or fail to withstand automated
attacks. We hypothesized that by combining gradient-aware pertur-
bation methods with principled target class selection, it is possible
to generate CAPTCHAs that remain solvable for humans while
resisting automated systems, even at web-scale deployment.

Our findings confirm this intuition. The proposed Precise Gradi-
ent Method (PGM), together with Class Relations Network (CRN)
and Distance-Based Target (DBT) target selectors, consistently re-
duces both iteration counts and perceptual distortion compared to
baselines such as FGSM. CRN leverages dataset-level confusions to
generate faster, cleaner adversarial examples, while DBT adaptively
exploits classifier uncertainty to minimize distortion. These benefits
translate into real-world potential: lower latency, reduced visual
burden on users, and the ability to generate adversarial CAPTCHAs
in real time for millions of web transactions. A specific finding
stands out. CRN-based target selection exploits dataset-level confu-
sions to achieve faster convergence with lower noise, while DBT
leverages classifier-specific uncertainty to adaptively steer pertur-
bations. In CNN-based architectures, DBT shows a clear monotonic
relationship between class rank distance and adversarial difficulty,
with near-targets requiring fewer iterations. Interestingly, this pat-
tern breaks in transformer-based models such as ViT-B/16, where
global attention and flatter probability distributions weaken the
link between rank distance and semantic similarity. This suggests
that target selection strategies are architecture-dependent, a key
consideration for future CAPTCHA design.

Despite these advances, limitations remain. Adaptive adver-
saries may counteract perturbation-based CAPTCHAs through
defenses such as denoising, compression, or adversarial retrain-
ing. Although our experiments show that retraining can degrade
clean accuracy while only partially mitigating targeted attacks,
the broader arms race between CAPTCHA designers and solvers
persists. Moreover, the non-monotonic behavior of DBT in ViTs
highlights the challenge of ensuring predictable performance across
diverse architectures. Looking forward, futurework should consider
hybrid approaches that integrate perturbation-based CAPTCHA
systems with behavioral or contextual signals, as seen in modern
reCAPTCHA systems. Expanding to multimodal challenges (e.g.,
incorporating audio and text) offers another path to enhance ro-
bustness while preserving human accessibility. Finally, adaptive
schemes that evolve target selection in response to solver feedback
may help maintain long-term resilience.
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