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ABSTRACT
Large language model-based (LLM-based) agents have become com-

mon in settings that include non-cooperative parties. In such set-

tings, agents need to conceal information from their adversaries,

reveal information to their cooperators, and infer information to

identify the other agents’ characteristics. To investigate whether

LLMs have these information control and decision-making capabili-

ties, we make LLM agents play the language-based hidden-identity

game, The Chameleon. In this game, a group of non-chameleon

agents who do not know each other aim to identify the chameleon

agent without revealing a secret. The game requires the aforemen-

tioned information control capabilities both as a chameleon and

as a non-chameleon. We begin with a theoretical analysis for a

spectrum of strategies, from concealing to revealing, and provide

bounds on the non-chameleons’ winning probability. The empirical

results with GPT-5, GPT-4.1, GPT-4o, Gemini 2.5 Pro, Llama 3.1,

and Qwen3 models show that while non-chameleon LLM agents

identify the chameleon, they fail to conceal the secret from the

chameleon, and their winning probability is far from the levels of

even trivial strategies. Based on these empirical results and our

theoretical analysis, we deduce that LLM-based agents may reveal

excessive information to agents of unknown identities.
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1 INTRODUCTION
LLM-based agents have become common in domains including,

education [2, 15], healthcare [7, 12], finance [14, 17], and software

development [5, 8]. These agents need to operate in the presence

of other autonomous agents and humans where the interactions

are not necessarily cooperative, such as negotiation scenarios [1, 3].

In these interactions, LLMs need to strategically strike a balance
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between potentially conflicting objectives of concealing information

from their adversaries, revealing information to their potential

cooperators, and inferring the characteristics of others.

To investigate whether LLMs have such information control and

decision-making capabilities, we use an 𝑁 -player, language-based,

hidden-identity board game, The Chameleon [13]. We theoretically

analyze the strategies for the game and investigate the performance

of existing models, GPT-5 [11], GPT-4.1 [10], GPT-4o [9], Gemini

2.5 Pro [4], Llama 3.1 70B [6], and Qwen3 32B [16].

Our theoretical and empirical results for The Chameleon show

that LLMs reveal excessive information to agents of unknown iden-

tities, making them unsuitable for strategic interactions. In the

game, the goal of the non-chameleons is to hide a secret word from

a chameleon player while identifying the chameleon. Concealing

strategies for the non-chameleons share similar response distribu-

tions for each pair of secret words. We show that such strategies

have a win rate of O(1/𝑁 ) for the non-chameleons. At the other ex-

treme, revealing strategies have distinct output responses for each

pair of secret words. We show that such strategies have a win rate

of O(exp(−𝑁 )). While the non-chameleons identify the chameleon

with high probability in our experiments with LLM players, results

show that the empirical win ratio of non-chameleons is far below

the trivially achievable level of O(1/𝑁 ). For example, in games with

4-players, the win ratios range between 0% and 6%, while a strat-

egy that outputs the same response for each secret achieves 23%.

Combined with the theoretical analysis of revealing strategies, we

deduce that non-chameleon LLMs reveal excessive information as

they lose the game despite identifying the chameleon.

Extended results. For additional discussion, results, and proofs,

please refer to our technical report https://arxiv.org/abs/2501.19398.

2 THE CHAMELEON GAME AND
THEORETICAL ANALYSIS FOR THE
NON-CHAMELEON STRATEGIES

The Chameleon [13] is an 𝑁 -player hidden-identity board game.

Without loss of generality, we assume 𝑁 ≥ 3. The game is played

between a chameleon and 𝑁 − 1 non-chameleons. In this section,

we consider that the players can design and share strategies before

the game and play the strategy during the gameplay. We consider

different strategies and give bounds on the winning probabilities.

The Chameleon consists of five stages: (i) Category decision: The

players choose a category 𝐶 . Each category 𝐶 contains 𝐾 words

denoted with𝑊 . Every player knows the category𝐶 and the words

𝑊 . (ii) Identity assignment: One of the players is uniformly ran-

domly chosen as the chameleon. The chameleon knows itself, but

Extended Abstracts  AAMAS 2026, May 25–29, 2026, Paphos, Cyprus

3555

https://doi.org/10.65109/AHJH3784
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.65109/AHJH3784
https://arxiv.org/abs/2501.19398


the others do not know who the chameleon is. One of the words is

chosen to be the secret word 𝑤∗
uniformly randomly from𝑊 . Each

non-chameleon knows the secret word, but the chameleon does

not know the secret word. (iii) Responses: At turn 𝑖 , player 𝑖 says a

response word 𝑟𝑖 that can be chosen from a (potentially infinite) set

of words that is denoted by 𝑅. Player 𝑖 knows 𝑟1, . . . , 𝑟𝑖−1, before
saying 𝑟𝑖 . (iv) Voting: The players vote to identify the chameleon.

The player with the highest vote is identified as the chameleon.

(v) Second chance: If the non-chameleons correctly identify the

chameleon, the chameleon has a second chance to identify the se-

cret word 𝑤∗
with a single response. The chameleon knows the

category𝐶 , the potential secret words𝑊 , and all spoken responses

𝑟1, . . . , 𝑟𝑁 , before responding.

The non-chameleons win the game if and only if the players

correctly identify the chameleon, and the chameleon incorrectly

guesses the secret word in the second chance. Otherwise, they lose

the game to the chameleon.

A strategy is a player’s decision-making procedure for giving a re-

sponse and voting. Throughout this section, we assume that players

pre-agree on a (possibly history-dependent) non-chameleon strat-

egy 𝜋non
before the game. After the identities are drawn, each non-

chameleon player follows the 𝜋non
during the game. The chameleon

knows the strategy 𝜋non
of the non-chameleons but lacks the infor-

mation of the secret word. The chameleon plays strategy 𝜋 ch
during

the gameplay, and 𝜋 ch
is decided knowing 𝜋non

. The chameleon’s

strategy 𝜋 ch
is not known by the non-chameleons while they decide

on 𝜋non
. We consider that the category 𝐶 is fixed as it is known by

all players and plays no role in our analysis.

We consider two stationary strategies (that do not take previ-

ous responses into account) for the non-chameleon players. Under

the stationary strategy conditioned on the secret word 𝑤 , a non-

chameleon player gives a response 𝑟 drawn from the distribution

D𝑤
over 𝑅.

We first consider the following strategy that preserves ambiguity

for all secret words𝑊 and potential responses 𝑅.

Definition 1. Let 𝐾𝐿(D𝑤𝑖 | |D𝑤𝑗 ) be the KL divergence between
distributions D𝑤𝑖 and D𝑤𝑗 . A stationary non-chameleon strategy
𝜋𝑛𝑜𝑛 is 𝛼-KL pairwise concealing if

𝐾𝐿(D𝑤𝑖 | |D𝑤𝑗 ) ≤ 𝛼 for all𝑤𝑖 ,𝑤 𝑗 ∈𝑊 .

Proposition 1 below shows that non-chameleon players lose

the game with a high probability for 𝛼-KL pairwise concealing

strategies since the non-chameleons cannot statistically distinguish

the chameleon at the voting stage.

Proposition 1. For every𝛼-KL pairwise concealing non-chameleon
strategy 𝜋𝑛𝑜𝑛 , there exists a chameleon strategy 𝜋 ch such that

Pr(Non-chameleons win) ≤ 1

𝑁
+ 𝑁 − 1

𝑁 2

√︂
(𝐾 − 1)𝛼

𝐾
.

For the trivial 0-KL pairwise concealing strategy that uses the

same distribution for all words, the non-chameleons have a win

rate of (𝐾−1)/𝑁𝐾 . We next consider revealing strategies.

Definition 2. Let 𝐿1(D𝑤𝑖 ,D𝑤𝑗 ) be the 𝐿1-distance between dis-
tributions D𝑤𝑖 and D𝑤𝑗 . A stationary non-chameleon strategy 𝜋𝑛𝑜𝑛

is 𝛼-L1 pairwise revealing if

𝐿1(D𝑤𝑖 ,D𝑤𝑗 ) ≥ 𝛼 for all 𝑖 ≠ 𝑗 ∈ [𝐾] .

Table 1: Numerical results from one hundred games of The
Chameleon with players using nominal LLMs.

Non-ch. LLM

Chameleon: GPT-5

Non-ch. win

ratio

Identification

ratio

2
nd
-chance

win ratio

GPT-5 0.00 0.64 1.00

GPT-4.1 0.03 0.45 0.93

GPT-4o 0.01 0.43 0.98

Gemini 2.5 Pro 0.06 0.35 0.83

Llama 3.1 70B 0.05 0.29 0.82

Qwen3 32B 0.02 0.23 0.91

We show that non-chameleons lose the game with high proba-

bility, as L1-pairwise revealing strategies lead to a correct guess of

the secret word, and the chameleon wins the game in the second

round even if it gets voted.

Proposition 2. For every 𝛼-L1 pairwise revealing non-chameleon
strategy 𝜋𝑛𝑜𝑛 such that 𝛼 ≥ 1, there exists a chameleon 𝜋 ch strategy
such that

Pr(Non-chameleons win) ≤ 6(𝐾 − 1)
(
2 − 𝛼
𝛼

) (𝑁 −1)𝛼
2𝛼−2

.

A 2-L1 pairwise revealing strategy has unique responses for each

secret word, leading to secret word inference with probability 1.

The Chameleon requires players to strategically reveal, conceal,

and infer information. We use The Chameleon as an example to

measure how suitable large language models are to environments

where they interact with agents of unknown intentions.

3 EXPERIMENTS WITH LLM AGENTS
Setting. We instructed LLMs to play The Chameleon (with cate-

gories with 16 possible secret words) against each other. The games

had four players. We varied the non-chameleon model, but used

the same model for all three non-chameleon players. We report

the results in Table 1 with GPT-5 as the chameleon, as it had the

highest win as the chameleon.

Results. Our results show that non-chameleons (except for Qwen3)

identify the chameleon with a probability higher than the trivially

achievable level 25%. On the other hand, the identified chameleon

has a second chance win ratio higher than 82% against all non-

chameleonmodels. Consequently, thewin ratios for all non-chameleon

models range between 0% and 6%, while a strategy that outputs the

same response for each secret word trivially achieves 23%. Com-

bined with the theoretical analysis of revealing strategies, we de-

duce that non-chameleon LLMs reveal excessive information as

they lose the game despite identifying the chameleon. Our results

motivates the development of strategic LLMs by pointing to areas

for improvement, such as the need to conceal information without

deliberately misleading.
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