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ABSTRACT
Large language model (LLM)-based multi-agent systems (MASs)
increasingly serve as decision-making and automation pipelines in
diverse application domains. Although these systems are highly re-
lied upon in many settings, they have been shown to be vulnerable
to various threats, including threats exploited by malicious actors
(e.g., adversarial attacks) and threats stemming from dangerous be-
havior of the system (e.g., insecure code generation). Those threats
can be viewed as deviations from normal behavior (anomalies),
requiring a robust anomaly detection solution. Most approaches
for detecting such anomalies concentrate on individual agents, spe-
cific failure scenarios, or particular use cases, and often require
additional training phases, limiting their applicability and ease of
adoption across diverse MASs. To address these limitations, we
introduce MAStitch, a platform- and threat-agnostic method for
threat detection in MASs that does not require any training, mak-
ing it well-suited for diverse environments and scenarios requiring
plug-and-play detection capabilities. MAStitch leverages local and
global perspectives, enabling comprehensive analysis of inter-agent
interactions and intra-agent processes to detect anomalies. These
perspectives are acquired by a pair of LLM-based agents: a Local
Analyzer Agent (LAA), which evaluates each agent’s execution
process, and a Global Analyzer Agent (GAA), which aggregates
evidence from multiple agents to detect cross-agent failures. The
GAA summarizes the anomalous patterns identified, classifies the
entire execution log, and provides an explanation when threats are
detected. We evaluate our method’s detection performance on six
different MAS applications which were developed on two widely
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used MAS platforms. The evaluation results demonstrate MAS-
titch’s ability to detect a variety of threats, with an average F1 score
of 0.9 and a minimal false positive rate of 0.078.
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1 INTRODUCTION
Large language model (LLM)–based multi-agent systems (MASs)
have demonstrated remarkable potential in solving complex prob-
lems, with frameworks like MetaGPT and ChatDev enabling so-
phisticated applications in diverse areas including software devel-
opment and autonomous decision-making [15, 30]. The strength of
such systems lies in their ability to decompose complex problems
into simpler sub-tasks, each handled by a specialized LLM-based
agent that collaboratively contributes toward achieving the overall
system objective [12, 37]. However, the collaboration that drives
their success also introduces a complex and expanded attack surface,
exposing them to a variety of critical adversarial threats including
indirect prompt injection (IPI), the use of insecure tools, and rapid
propagation of misinformation across the agent network [11, 28].
Consequently, a localized, exploited threat targeting an individ-
ual agent can cascade through the system, leading to widespread,
unpredictable failures.

Most existing threat detection approaches for MASs (1) concen-
trate on evaluating individual agents, (2) address specific failure
scenarios, or (3) optimize for particular use cases, limiting their gen-
eralization and effectiveness across diverse MASs [18, 29]. Some
solutions also require additional training phases, which involve
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data collection, limiting their applicability and ease of adoption
[33]. Thus, there is a critical need for security solutions that can
holistically monitor both local agent actions and their global sys-
temic impact, a capability that many existing post-hoc analysis or
static defense mechanisms lack. To address this gap, we introduce
MAStitch, the first platform- and threat-agnostic agentic anomaly
detection method for MASs that stitches together fine-grained lo-
cal agent insights with global system dynamic analysis, enabling
comprehensive anomaly detection. MAStitch utilizes the system’s
configuration (e.g., agents’ roles, tasks, and available tools) to vali-
date execution logs, in order to define the expected system behavior.
Those inputs are first processed by a Local Analyzer Agent (LAA),
which detects deviations (abnormal/anomalous behavior) in each
agent’s executions, where the corresponding agent’s configuration
is used as the expected baseline behavior. Then, a Global Analyzer
Agent (GAA) aggregates the intermediate finding of the LAA to
produce a summary of the anomalous patterns identified, classify
the entire execution log (anomalous or benign), and provide an
explanation when threats are detected .

We evaluate our proposed method on various MAS applications
[5, 13] developed on two popular MAS platforms (CrewAI [7] and
LangGraph [22]), assessing its performance against a diverse set of
MAS threats: direct prompt injection (DPI), IPI, memory poisoning
(MP), and the generation of insecure code [41] [26]. Our evaluation
demonstrates MAStitch’s advantages over recently published MAS
anomaly detection strategies; MAStitch achieved the highest overall
accuracy of 90.02%, outperforming the second best approach by 15%,
along with the lowest average false positive rate (FPR) among the
approaches examined.

In summary, our contributions are as follows:

• To the best of our knowledge, we are the first to propose a
novel agentic platform- and threat-agnostic anomaly detec-
tion method for LLM-based MASs that enables the detection
of a diverse set of threats without requiring any training or
adjustments for the desired use case.

• To the best of our knowledge, we are also the first to utilize
the MAS’s configuration (e.g., agent’s roles, tasks, and avail-
able tools) to identify deviations in the system’s execution
workflow, which was proven to be effective in an ablation
study.

• We performed an extensive evaluation on six MAS applica-
tions developed on two MAS platforms, which demonstrated
MAStitch’s effectiveness in anomaly detection when faced
with a variety of MAS threats.

2 RELATEDWORK
Initial security research on LLM-based systems primarily focused
on the single-agent setting, aiming to develop trustworthy mod-
els aligned with human values and safety objectives [24]. Consid-
erable effort has been invested in addressing specific safety con-
cerns, resulting in techniques, such as safety-specific fine-tuning,
that enhance adherence to instruction-following and reduce harm-
ful completions [1]. Complementing this, input-output safeguards
like Llama Guard employ targeted filtering mechanisms to detect
and prevent unsafe or policy-violating utterances during interac-
tion [17]. As LLM agents increasingly integrate external tools to

expand their capabilities, new frameworks have been introduced;
for example, ToolLLM was developed to enable effective API us-
age [31], and ToolSword investigates safety risks associated with
unsafe tool invocations and proposes detection frameworks [39].

However, these approaches mainly operate within specific agent
contexts and lack mechanisms to detect system-level threats arising
from complex interactions in MASs. Notably, vulnerabilities such
as the propagation of misinformation across agents or cascading
failures triggered along agent chains exemplify such threats [2,
9, 23, 35]. Despite these advancements, there is a lack of runtime
anomaly detection techniques capable of monitoring global anoma-
lous behavior patterns in MASs; the absence of such techniques is
particularly concerning given the increasing use of LLM-basedMAS
as decision-making and automation pipelines in diverse domains.

To address this gap, recent research has focused on the use of
benchmarking and evaluation frameworks to systematically assess
safety risks in LLM-based agents, enabling proactive identification
of vulnerabilities prior to deployment. For instance, in ToolEmu [32]
a language-model-emulated sandbox for testing agents across di-
verse tool-use scenarios is paired with an automatic safety evaluator
for quantifying failure risks such as data leaks or financial losses.
Other research aimed to benchmark LLMs’ safety; for example, the
study introducing R-Judge [40] used multi-turn interaction records
across 27 risk scenarios to evaluate risk awareness, revealing gaps
in behavioral safety judgment. Similarly, research on the Agent
Security Bench (ASB) [41] applied formalized attacks like prompt
injection and MP across 10 real-world scenarios involving over 400
tools, revealing vulnerabilities in agent operations. The results of
these studies highlight the need for standardized testing to uncover
high-impact risks associated with agent autonomy, which would
contribute to the development of safety assessments for MASs.

Drawing on the insights derived from prior benchmarking work,
recent advancements in MAS security have emphasized topology-
aware and graph-based methods for anomaly detection and re-
mediation, addressing the interconnected nature of agent inter-
actions. For instance, G-Safeguard [38], a topology-guided secu-
rity framework that uses graph neural networks to detect mali-
cious agents and remediate attacks in multi-agent graphs, demon-
strated resilience against prompt injection, MP, and tool exploita-
tion. BlindGuard [25], an unsupervised detection framework that
leverages hierarchical agent encodings and corruption-guided de-
tection, was shown to enable adaptability to unknown attacks.
SentinelAgent [14] couples structural execution graphs with LLM-
powered oversight, enabling system-level semantic anomaly detec-
tion and contextual intervention across diverse MAS security risks.
While these methods shed light on failure propagation in MASs,
their structural assumptions and use case limitations may reduce
their effectiveness in dynamic real-world environments.

Parallel to these academic approaches, commercial-grade ob-
servability platforms like LangSmith, LangFuse, and MLflow have
become ubiquitous tools for monitoring LLM applications [4, 20, 36].
These platforms excel at capturing detailed execution traces, but
their primary function is to provide visibility for human operators
rather than performing online threat detection. The need for deeper,
autonomous analysis has spurred further academic research on the
development of more intelligent and adaptive monitoring systems.
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Figure 1: Overview of MAStitch’s workflow, which consists of (1) a preprocessing phase, in which the input execution log
of n agent’s executions is divided into separate agent’s execution chunks [𝑐1, ...𝑐𝑖 , .., 𝑐𝑛], and the expected system behavior
is extracted from the MAS application, (2) a local analysis phase which involves multiple LAAs, each of which analyzes a
single execution interval, and (3) a global analysis phase in which the LAAs’ outputs are aggregated to produce a unified and
interpretable assessment.

Recognizing the importance of the connections between agents
and the emergence of cross-agent anomalous patterns, [29] in-
troduced MAST, a systematic taxonomy and anomaly-detection
annotator for identifying failures in LLM-based MASs. It employs
an LLM-as-a-judge methodology for automated annotation of MAS
traces and was shown to achieve high agreement with expert an-
notators. However, MAST’s reliance on a predefined taxonomy,
supervised labels, and few-shot prompting limits its generalization
to unseen threat types, thereby reducing its applicability in real-
world, evolving MAS environments. Similarly, LumiMAS [33], an
observability framework combining a three-layer system-logging
module, a lightweight anomaly-detection component analyzing ex-
ecution and semantic features, and an explanation layer comprising
an LLM-based classification agent and root-cause analysis agent.
Although it demonstrated competitive real-time performance, its
dependence on execution logs for training and threshold calibration
limits its practicality in real-world settings. Moreover, retraining is
required whenever substantial changes occur in the MAS, diminish-
ing its suitability for dynamic or rapidly evolving systems. While
both MAST and LumiMAS provide valuable insights onMAS failure
characterization and support workflow-level analysis, their reliance
on supervised training data or pre-collected datasets creates a crit-
ical bottleneck, requiring constant data curation and retraining
to remain effective. In contrast, our platform- and threat-agnostic
method for LLM-based MAS detects a broad spectrum of threats
without requiring training, fine-tuning, or adaptation for specific
use cases, enabling plug-and-play deployment across diverse sce-
narios while eliminating reliance on supervised training data.

3 METHODOLOGY
Recent studies have demonstrated that LLM-driven agents can
perform sophisticated reasoning over system and security logs,
uncovering behavioral patterns and detecting anomalies that tradi-
tional anomaly detection mechanisms often fail to capture [19, 34].
Moreover, employing LLM-based agents as a post-processing com-
ponent for execution logs enables effective analysis in dynamic
environments, where the performance of use-case-specific anomaly
detectors is often limited. Building on these insights, our method,
MAStitch, employs LLM-based agents for the anomaly detection
task in MASs, targeting threats exploited by malicious actors (e.g.,
adversarial attacks), as well as, threats stemming from dangerous
behavior of the system (e.g., insecure code generation).

Figure 1 present MAStitch’s workflow. Its input consists of an
execution log, along with the monitored MAS application’s imple-
mentation. The execution logs are obtained through the monitoring
layer introduced in [33], which defines a set of unique, predefined
events capturing the key stages of the MAS application’s lifecycle.
The execution logs are divided, by our method, into separate agent’s
execution chunks, thereby allowing independent analysis of the
chunks, as well as their (meaning multiple chunks) aggregation
in a system-level assessment. MAS’s agents’ core elements, such
as roles, goals, and capabilities (e.g., tools, memory, and planning
mechanisms) [3, 42] define the system’s configurations, which in
our method serve as the agent’s expected baseline behavior. The
processed inputs are fed into the LAAs, each of which analyzes a
different agent’s execution to produce a concise summary of the
agent’s activities. Subsequently, the GAA consolidates the inter-
mediate findings produced by the LAAs to analyze cross-agent
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dynamics, generating an evolving high-level assessment that issues
alerts upon threat detection, accompanied by comprehensive expla-
nations that constitute the final output of our method. MAStitch’s
output, serves as an actionable indicator of potential threats in a
MAS, enabling forensic analysis to identify problematic segments,
understand their causes, and trace the aggregated reasoning behind
the alert. To further improve the decision-making accuracy and
increase analytical depth of the operating agents, each of them is
equipped with an auxiliary internet search tool [5], enabling fact-
validation and exploring external sources. Moreover, MAStitch’s
agentic design also enables the incorporation of additional tailored
tools for the anomaly detection task, improving its ability to address
specific threats.

MAStitch’s architecture comprises three key phases: (1) a pre-
processing phase, which divides an execution log into agent-level
intervals (chunks) and extracts the system’s behavioral character-
istics; (2) the local analysis phase, in which the LAAs evaluate
each chunk independently; and (3) the global analysis phase, in
which the GAA integrates the LAAs’ outputs in an evolving global
assessment.

3.1 Preprocessing Phase
Before analysis begins, the raw execution logs are divided into
discrete chunks, each representing a complete agent execution in-
terval from invocation to termination as illustrated in Figure 1. Let
a system log be denoted as 𝐿 = {𝑐1, 𝑐2, . . . , 𝑐𝑛}, where each 𝑐𝑖 corre-
sponds to agent 𝑖’s execution interval, and 𝑛 is the total number of
agent executions in log 𝐿. 𝑐𝑖 encapsulates an entire agent-execution
cycle while preserving the temporal order of events, thus enabling
localized yet temporally coherent analysis. The configuration meta-
data is easily constructed from the MAS implementation due to
our method’s fully automated configuration extraction process,
leveraging the available class attributes defined in the CrewAI and
LangGraph platforms [6, 21]. Rather than relying on additional su-
pervision or domain-specific training, MAStitch leverages metadata
commonly available in most MASs, including (i) agent roles, goals,
and available tools, and (ii) task descriptions with their expected
outputs, which can be referred to as the MAS’s configuration (an
example is provided in the supplementary material). This config-
uration is used to define the system’s expected baseline behavior,
providing a reference frame that enables our method to identify
anomalies. This approach follows the design principles of Audit-
LLM [34], which demonstrated the benefits of embedding normal
operational profiles into LLM-based evaluations for enhanced accu-
racy and interpretability. MAStitch’s configuration extraction pro-
cess is performed in a passive and non-disruptive manner designed
to allow effortless reconstruction whenever the MAS architecture
undergoes modifications.

3.2 Local Analysis Phase
Focusing on agent-level analysis, the LAA analyzes an agent’s
execution interval 𝑐𝑖 independently, as shown in Figure 1. The LAA
functions as a domain-agnostic evaluator, leveraging LLM-based
reasoning to identify behavioral deviations (e.g., the use of tools
unrelated to the agent’s task or the reception of unexpected inputs)
and inconsistencies within each execution trace. Its objectives are to

assess execution integrity, identify anomalous actions, and produce
interpretable summaries of observed agent behavior. The LAA’s
structure enables fine-grained temporal attribution of anomalies
while ensuring scalability across multiple agents. Formally, for each
𝑐𝑖 ∈ 𝐿, the LAA generates a structured output record:

𝑅𝑖 = (𝑉𝑆𝑖 , 𝐸𝑖 , 𝐼𝑖 , 𝑆𝑖 ),

where 𝑉𝑆𝑖 ∈ [0, 100] denotes the validity score, a quantitative indi-
cator of the chunk’s integrity and behavioral deviation relative to
the configuration baseline; 𝐸𝑖 , 𝐼𝑖 , and 𝑆𝑖 represent the explanation
for the validity score, the set of detected issues, and a concise sum-
mary, respectively. The agent is instructed to apply the following
scoring scheme: low scores (𝑉𝑆𝑖 < 45) indicate stable operation,
mid-range values (45 ≤ 𝑉𝑆𝑖 < 75) suggest minor deviations, and
high scores (𝑉𝑆𝑖 ≥ 75) correspond to critical anomalies likely to
compromise system reliability or security.

The LAA’s reasoning prompt (provided in the supplementary
material) explicitly incorporates configuration-derived context to
assess whether the actions within 𝑐𝑖 conform to the expected op-
erational behavior of the evaluated agent. This contextual ground-
ing allows the LAA to differentiate benign irregularities, such as
creative but valid behavior, from true violations involving data cor-
ruption, unauthorized access, or malicious prompt manipulation.
To reduce latency, chunk analysis is performed concurrently by
multiple LAAs, enabling parallel evaluation of large-scale logs and
thereby accelerating the overall anomaly detection process.

3.3 Global Analysis Phase
As seen in Figure 1, following the analysis performed by the LAAs,
the GAA performs higher-order reasoning by aggregating and con-
textualizing their outputs. The GAA’s reasoning prompt (provided
in the supplementary material) consists of the GAA’s dynamic
contextual memory:

𝐻𝑖 = {(𝐼𝐷 𝑗 ,𝑉𝑆 𝑗 , 𝐸 𝑗 , 𝐼 𝑗 , 𝑆 𝑗 ) | 1 ≤ 𝑗 ≤ 𝑖},

where 𝐻𝑖 accumulates all records 𝑅 𝑗 up to step 𝑖 , and 𝐼𝐷 𝑗 denotes
the corresponding chunk identifier. This evolving memory enables
the GAA to detect temporal dependencies, recurring patterns, and
escalation trends that may be imperceptible in the evaluation of
individual chunks.

From 𝐻𝑖 , the GAA estimates the compromise confidence level
𝐶𝐿𝑖 ∈ [0, 100], which represents the likelihood that the system is
operating outside its defined behavioral boundary. An alert is raised
when one of the following conditions is met:

∃𝑖 (𝑉𝑆𝑖 ≥ 𝑉 ) ∨ (𝐶𝐿𝑖 ≥ 𝐶),

where 𝑉 , 𝐶 denote predefined thresholds for the per-chunk va-
lidity score and cumulative confidence level, respectively. This
dual criteria mechanism allows MAStitch to issue an early alert
for distinct localized anomalies while also capturing gradual, cross-
chunk escalations indicative of distributed compromise. To improve
computational efficiency, the GAA incorporates an early-stopping
mechanism that terminates the analysis once an alert condition is
met, thereby minimizing unnecessary overhead. The GAA employs
meta-analytical reasoning to interpret LAA outputs, infer causal
relationships between anomalies, and determine whether devia-
tions are isolated or systemic. Through this hierarchical synthesis,

Research Paper Track AAMAS 2026, May 25–29, 2026, Paphos, Cyprus

1877



MAStitch produces a unified and interpretable assessment of MAS
integrity, providing transparent justifications for each alert.

MAStitch’s output comprises the evaluation results for each
analyzed chunk 𝑐𝑖 , including the assigned validity score 𝑉𝑆𝑖 , ex-
planation 𝐸𝑖 , set of detected issues 𝐼𝑖 , and behavioral summary 𝑆𝑖 ,
together with the evolving cumulative assessment produced by
the GAA, providing a comprehensive and interpretable diagnostic
report suitable for post-incident analysis.

3.4 Threat Detection Auxiliary Tools
MAStitch’s architecture naturally generalizes to support the inte-
gration of domain-specific and task-adaptive tools, which can be
autonomously selected and invoked at runtime. Those tools can en-
hance the agents’ analytical reasoning with specialized capabilities,
such as code analyzers, data integrity validators, and cybersecurity
scanners, to further improve the anomaly detection process.

In this work, we incorporated a fundamental auxiliary module,
the internet search tool [5], to support external information uti-
lization and input validation during runtime analysis. This tool
enables the LAA and GAA to autonomously query external sources
when encountering potentially unsupported claims, suspicious user
inputs, or incomplete contextual information. MAStitch’s use of the
internet search tool exemplifies the principle of tool-augmented
reasoning, enabling agents to cross-validate internal inferences
with external knowledge beyond their static data.

4 EVALUATION
This section describes the evaluation settings and results, while fur-
ther details, such as additional information about the applications
used, as well as additional results, are provided in the supplemen-
tary material.

4.1 Evaluation Settings
4.1.1 MAS Applications. To demonstrate our method’s effective-
ness against different threat types, we utilize the execution logs
dataset and monitoring layer provided by [33]. The evaluation con-
sists of six different MAS applications, implemented using two
popular MAS platforms: CrewAI [7] and LangGraph [22].

On the CrewAI platform, we used the Trip Planner, Instagram
Post, and Game Builder applications [5] to respectively demonstrate
the detection of DPI attacks, IPI attacks, and insecure coding gen-
eration. For MP attack detection, we utilized the Real Estate Team
application [13], which includes a retrial-augmented-generation
database. On the LangGraph platform, we employed the GenFic
application (detailed in the supplementary material) and an adapted
version of the Trip Planner application from [5], focusing on DPI
attack detection. As our method targets the detection of threats
within MASs, specifically adversarial attacks and insecure code gen-
eration, the detection of other types of threats, such as hallucination
and bias, is outside the scope of this paper.

4.1.2 Anomaly Generation. The execution logs dataset consists of
various targeted types of attacks that emulate attacks MASs face
in the real world. The dataset’s DPI attack variants manipulate
the agent’s inputs, including instructions that force outputs into
invalid formats, which cause downstream parsing and processing

errors, the injection of misleading information that steers reason-
ing toward attacker-defined goals, and backdoor triggers tied to
agent identity that alter behavior when activated. The IPI attack
exploit interaction channels by delivering malicious HTML or de-
ceptive links, encouraging agents to perform repeated retrievals
that drain resources and lead to harmful action loops. The dataset’s
MP attacks compromise the integrity of the utilized database by
contaminating stored documents, which contain poisoned evidence
when retrieved, leading agents to produce faulty or harmful out-
puts. In addition, insecure coding generation execution logs were
collected by analyzing the logs created in the Game Builder appli-
cation, using the Bandit code scanner [8]; logs with medium and
high venerability were classified as anomalous, and the rest were
classified as benign. Collectively, these anomalies degrade both the
correctness and reliability of the MAS outputs.

4.1.3 Data Collection and Splitting. Each of the test and validation
sets contained 200 execution logs, balanced between anomalous
and benign samples. The sets were constructed to guarantee that
no execution log appeared in more than one set.

4.1.4 MAS LLM Configuration. Similar to [33], to demonstrate the
generalizability of the examined methods, in our evaluation we use
two different LLMs as the underlying models for the agents in the
examined MAS applications: OpenAI GPT-4o mini [16] and OpenAI
o3-mini [27]. GPT-4o mini is a streamlined version of GPT-4o, opti-
mized for speed and computational efficiency while maintaining
competitive performance. o3-mini is a compact LLM designed to
provide efficient and reliable results across a wide range of natural
language processing tasks.

4.1.5 Baselines. We compare our method’s performance to several
baseline methods that include the LumiMAS combined anomaly
detection approach [33], which trains an LSTM autoencoder on
MAS execution logs using extracted numeric and semantic features.
An additional baseline is the MAST LLM annotator [29], which
utilizes an LLM-as-a-judge with a predefined taxonomy and few-
shot settings to identify failures in MAS execution traces (logs). We
also implement a basic LLM-as-a-judge [43] with an engineered
prompt for the anomaly detection task and an agent-as-a-judge
[44] variant with the task and agent definition based on the same
engineered prompt; we equip the agent with scraping and searching
tools, enabling it to retrieve additional information to improve its
effectiveness in detecting anomalies. The engineered prompts are
provided in the supplementary material.

4.1.6 Metrics. We assess anomaly detection performance using the
following widely adopted binary classification metrics: accuracy,
precision, recall, F1 score, and false positive rate (FPR). To assess the
methods’ efficiency, we also evaluate overhead resource consump-
tion in terms of average latency and token count. In the anomaly
detection results tables, the best performance in each column is
marked in bold, and the second-best is underlined. The arrows (↑,
↓) indicate whether the optimal value is higher or lower.

4.1.7 ImplementationDetails. In our evaluation, the proposedmethod
is implemented using Python 3.11, with experiments conducted
using CrewAI 0.152.0 and LangGraph 0.6.3. The LAA and GAA
are implemented on the CrewAI platform, each configured with a
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Table 1: Anomaly detection results obtained on the CrewAI applications, with GPT-4o mini as the underlying model.

Threat Type Method Performance Overhead

Accuracy ↑ F1 ↑ Recall ↑ Precision ↑ FPR ↓ Latency ↓ Token Count ↓

Direct Prompt
Injection Misinformation

LLM-as-a-judge 0.910 0.911 0.920 0.902 0.100 7.142 4446.0
Agent-as-a-judge 0.780 0.780 0.780 0.780 0.220 9.770 1973498.0

MAST 0.695 0.747 0.900 0.638 0.510 11.612 80227.5
LumiMAS 0.815 0.830 0.900 0.769 0.270 0.084 -

MAStitch (Ours) 0.850 0.826 0.710 0.986 0.010 12.440 71253.0

Direct Prompt
Injection Exhaustion

LLM-as-a-judge 0.525 0.228 0.140 0.609 0.090 6.675 4485.1
Agent-as-a-judge 0.560 0.450 0.360 0.600 0.240 9.334 2051214.0

MAST 0.710 0.760 0.920 0.648 0.500 10.717 78204.5
LumiMAS 0.865 0.881 1.000 0.787 0.270 0.096 -

MAStitch (Ours) 0.950 0.947 0.900 1.000 0.000 13.110 76357.0

Direct Prompt
Injection Backdoor

LLM-as-a-judge 0.625 0.490 0.360 0.766 0.110 7.034 4542.5
Agent-as-a-judge 0.590 0.494 0.400 0.645 0.220 9.106 1970618.0

MAST 0.735 0.774 0.910 0.674 0.440 11.986 77987.3
LumiMAS 0.620 0.573 0.510 0.654 0.270 0.083 -

MAStitch (Ours) 0.925 0.920 0.860 0.989 0.010 13.230 74040.0

Indirect Prompt Injection

LLM-as-a-judge 0.745 0.730 0.690 0.775 0.200 12.522 6754.7
Agent-as-a-judge 0.620 0.608 0.590 0.628 0.350 21.620 6653435.0

MAST 0.805 0.825 0.920 0.748 0.310 11.495 90764.8
LumiMAS 0.970 0.970 0.970 0.970 0.030 0.142 -

MAStitch (Ours) 0.965 0.966 0.990 0.943 0.060 14.390 75944.0

Insecure Coding

LLM-as-a-judge 0.630 0.439 0.290 0.906 0.030 6.871 3696.0
Agent-as-a-judge 0.605 0.415 0.280 0.800 0.070 11.979 1714570.0

MAST 0.525 0.644 0.860 0.515 0.810 10.903 50494.6
LumiMAS 0.555 0.604 0.680 0.544 0.360 0.071 -

MAStitch (Ours) 0.780 0.798 0.870 0.737 0.310 11.540 37860.0

Memory Poisoning

LLM-as-a-judge 0.965 0.966 0.990 0.943 0.060 6.645 3826.4
Agent-as-a-judge 0.875 0.868 0.820 0.921 0.070 10.492 1706985.0

MAST 0.315 0.149 0.120 0.197 0.490 8.503 34547.2
LumiMAS 0.500 0.561 0.640 0.500 0.640 0.032 -

MAStitch (Ours) 0.940 0.941 0.960 0.923 0.080 11.210 25838.0

maximum of 5 iterations before producing a final response and a
maximum task execution time of 30 seconds. we set the thresholds
of 70 and 75 for the validity and confidence scores, respectively.
Those values were chosen base on the F1 score performance on
the validation set which includes benign and DPI attack execution
logs of the Trip Planer app on the CrewAI platform. GPT-4.1 mini
is used as the core component for both the LAA and GAA, and
for all LLM/agent-based baselines. The GPT-4.1 series models pro-
vide a large context window (up to 1M tokens), which is crucial
for analyzing extended execution logs. The mini version balances
inference time and token usage, maintaining strong reasoning capa-
bilities while remaining computationally efficient. Moreover, Hug-
ging Face’s Agent Leaderboard [10] ranks GPT-4.1 mini within the
top-five models in terms of action completion, and session duration,
underscoring its suitability for LLM-based agent tasks.

4.2 Evaluation Results
4.2.1 Anomaly Detection Results. Table 1 presents the detection
performance results for the examined methods against six threat
types (rows) on the CrewAI applications, with GPT-4o mini as the
underlying model As can be seen, for the DPI backdoor attack,
MAStitch outperforms all baselines, demonstrating its superior
ability to detect malicious attempts to alter agent identity by lever-
aging configuration-aware contextual reasoning. Examining the
DPI Exhaustion attack results, we observe that both our method and
LumiMAS outperform the LLM-as-a-judge and agent-as-a-judge,
with MAST following closely. This suggests that the threat exhibits
global system dynamic behaviors that are effectively captured by
approaches designed to detect cross-agent anomalous patterns.

To demonstrate the generalizability and dynamic capabilities of
our method, we also evaluate our method without any additional
optimization or adaptations for the rest of the threat scenarios. In
the case of MP, MAStitch achieves the second-best performance,
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Table 2: Anomaly explanation evaluation scores obtained on CrewAI applications, with GPT-4o mini as the underlying model.

Criterion DPI Misinformation DPI Exhaustion DPI Backdoor MP Insecure Coding IPI

Completeness (0-30) 25.40 23.80 24.70 24.10 22.30 24.90
Evidence quality (0-30) 24.60 22.90 25.10 23.70 21.80 24.30
Pattern detection (0-40) 32.65 30.89 32.63 31.69 30.43 33.15
Total score (0-100) 82.65 77.59 82.43 79.49 74.53 82.35

slightly below that of the LLM-as-a-judge baseline, demonstrat-
ing strong detection capabilities in identifying maliciously injected
information retrieved from external sources, which can be attrib-
uted to its understanding of the system’s expected normal behavior.
In contrast, MAST shows comparatively poorer performance for
MP, which may stem from its reliance on a fixed predefined tax-
onomy that fails to detect this type of threat which is not fully
addressed by their taxonomy. Examining the IPI attack results, both
our method and LumiMAS outperform the LLM-as-a-judge and
agent-as-a-judge, with MAST following closely, likely due to the
nature of this threat, which requires cross-agent awareness to be
effectively detected. While IPI attack share some characteristics
with DPI attacks, MAStitch also excels in detecting threats that
differ substantially from DPI attacks, such as MP and insecure cod-
ing. Overall, on average, our method outperforms the baselines,
achieving the lowest average FPR (0.078) and the highest average
accuracy, F1 score, recall, and precision values of 0.902, 0.900, 0.882,
and 0.930, respectively. MAStitch’s strong performance suggests
that integrating local agent-level signals, global system-level pat-
terns, configuration-aware reasoning, and auxiliary tailored tools
can facilitate the detection of subtle and unseen threats, providing a
comprehensive perspective that improves the robustness of anom-
aly detection in MASs. However, as seen in Table 1, these benefits
come at the cost of increased computational overhead compared
to lighter-weight approaches; this is likely due to the multiple ex-
ecutions of the LAAs and GAA, and the rich input processed by
each agent. The supplementary material provides additional results,
including experiments on the CrewAI platform with o3-mini as the
underlying model, on the LangGraph platform, and a large-scale
experiment (10 agents) demonstrating MAStitch’s effectiveness.

4.2.2 Anomaly Explanation Results. We instructed the GAA to
produce its output in a structured format that contains specific
diagnostic details to support the interpretability of the generated
alerts. The objective of our evaluation is to assess whether the
explanations produced are coherent, contextually grounded, and
provide information that supports subsequent forensic analysis.
We evaluate the explanations using both an automated rule-based
scoring metric and human validation across the examined applica-
tions. The explanations were assessed along three key dimensions:
(1) completeness (0-30), which evaluates whether the reasoning
addresses all analyzed chunks and provides sufficient detail; (2)
evidence quality (0–30), which measures the extent to which sup-
porting details justify the claims; and (3) pattern detection (0–40),
which examines whether predefined threat-specific patterns are
correctly referenced. Table 2 presents the automated evaluation
results. As can be seen, the explanations obtain an average score of

Figure 2: Effect of altering the validity threshold (𝑉 ) on MAS-
titch’s performance across different threat types.

79.84 (out of 100), reflecting their informativeness and relevance.
Our method’s high proficiency in capturing relevant threat pat-
terns and articulating causal relationships between the observed
anomalies and their underlying sources contributing to the inter-
pretability of the alerts. However, the explanations on the insecure
code generation threat were found to be comparatively less effec-
tive, likely due to its intrinsic nature; this threat originates from
internal system behavior rather than externally induced adversarial
manipulation, thereby posing greater challenges for interpretive
consistency. Similar conclusions are also reached in the human
validation systematic analysis performed to validate the coherent
and contextual alignment of the generated explanations. Additional
details on the explanation evaluations are provided in the supple-
mentary material.

4.3 Ablation Study
To demonstrate the contribution of the MAS’s configuration con-
text and the internet search tool, we conducted three additional
experiments on the CrewAI applications, with GPT-4o mini as the
underlying model. Table 3 reports the average values of the perfor-
mance metrics for the full MAStitch method (with the configuration
context and internet search tool), along with the results from the
three experiments for the ablation variants, which are called MAS-
titch w/o Config + Tool, MAStitch w/o Config, and MAStitch w/o
Tool. The full MAStitch method achieves the best results across
all performance metrics, while the ablation variants exhibit mod-
est but consistent degradation. Excluding only the configuration
context (MAStitch w/o Config) diminishes the system’s capacity
to leverage predefined normal behavior expectations, resulting pri-
marily in reduced recall. In contrast, removing the internet search
tool (MAStitch w/o Tool) prevents the system from performing
external evidence validation for fact-dependent anomalies, leading
to an increase in false positives. Interestingly, the performance of
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Table 3: Ablation study results obtained on the CrewAI applications, with GPT-4o mini as the underlying model.

Method Performance Overhead

Accuracy ↑ F1 ↑ Recall ↑ Precision ↑ FPR ↓ Latency ↓ Token Count ↓
MAStitch w/o Config + Tool 0.854 0.849 0.838 0.884 0.130 12.282 53407.0

MAStitch w/o Config 0.842 0.827 0.783 0.902 0.100 13.815 57890.5
MAStitch w/o Tool 0.849 0.833 0.815 0.897 0.117 12.973 60238.7
MAStitch (Ours) 0.902 0.900 0.882 0.930 0.078 12.653 60215.3

MAStitch w/o Config + Tool is relatively close to that of the two
single-component ablation variants. This can be attributed to par-
tial redundancy between the context and evidence components;
while each independently contributes to performance, both rely
on the same underlying anomaly scoring and aggregation mecha-
nisms, which preserve a baseline level of detection capability even
in their absence. The ablation variants still perform better than the
baselines on average, underscoring the robustness of the architec-
ture and demonstrating the contribution of both components to the
performance gains. The fact that the configuration-free variant of
MAStitch outperforms the examined baselines even without nor-
mal behavior context indicates that MAStitch remains effective in
environments where system metadata is unavailable.

We also calibrate the selected hyperparameters of our method,𝐶
and𝑉 . To this end, we assess the impact of varying each parameter’s
value while keeping the other fixed and compare the resulting
F1 scores on unseen threats. Figure 2 illustrates the changes in
the F1 score in response to variations in the threshold 𝑉 . As can
be seen, the threshold of 𝑉 = 75, selected based on validation
results against the DPI attack, may not be strictly optimal, yet it
demonstrates appropriate threshold calibration and generalization.
Similar analysis for 𝐶 is provided in the supplementary material.

5 DISCUSSION
5.1 MAStitch’s Limitations
While MAStitch demonstrates strong performance as a real-time
anomaly detection system, it has some limitations. First, the ease
of use and strong threat detection performance come at the cost
of relatively high overhead, which in some cases can reduce the
relevance or timeliness of the alert. This overhead primarily stems
from the use of LLM-based agents, which are highly capable but
computationally expensive to operate. Importantly, each detected
anomaly is accompanied by an explanation that describes the ratio-
nale behind the alert, thereby providing guidance about how it can
be addressed. Second, the method’s reliance on LLM inference in-
troduces a potential point of failure, as the agents can hallucinate or
be influenced by outside attackers. Finally, MAStitch is constrained
by the inherent context window limitations of current LLMs. As a
result, MAStitch’s performance may degrade when handling exe-
cution traces that exceed its context window, as the input must be
truncated, which can lead to the loss of anomaly-related details.

5.2 Early Stopping
Early stopping offers efficiency benefits by reducing runtime and
token consumption, but it also introduces a trade-off: by halting too

soon, subtle or delayed anomalies may be overlooked, while waiting
too long reduces the efficiency gains. Moreover, in some cases it may
be valuable to continue analyzing the full execution log to capture
any anomalies that emerge after the alert, ensuring that propagation
effects or additional issues are not overlooked. Our design balances
this tension by combining strict per-chunk threshold with a global
confidence threshold, ensuring that termination occurs only when
the evidence is strong enough to justify it. Note that analysis of the
entire execution log can be enabled by setting the parameters 𝐶
and 𝑉 to 100, disabling the early stopping mechanism.

5.3 Overhead vs. Accuracy
The proposed method introduces computational and token over-
head, because it employs multiple LLM-based agents’ executions
rather than a single lightweight classifier, especially when analyz-
ing large logs with executions of many agents. However, as pre-
sented in Section 4.2, this overhead is balanced by strong detection
performance and interpretability. Unlike the baselines, MAStitch’s
workflow produces structured explanations, detailed reasoning, and
identified anomalous patterns. In practice, the overhead remains
acceptable due to optimizations such as early termination, and lim-
iting the usage of tools. As a result, the system prioritizes detection
reliability and actionable insights over latency and token cost, an
important consideration in MASs where overlooking a single threat
can lead to critical failures (e.g., in the healthcare domain).

6 CONCLUSION
In this paper, we introducedMAStitch, a novel, platform- and threat-
agnostic, plug-and-play method for threat detection in LLM-based
MASs. MAStitch stitches together fine-grained local agent insights
with the results of global system dynamic analysis, enabling com-
prehensive anomaly detection. Our method utilizes the system’s
configuration to validate execution logs, defining the expected sys-
tem behavior, which was proven useful throughout the comprehen-
sive evaluation performed. The evaluation also demonstrates MAS-
titch’s robust performance against diverse attacks and its ability to
provide clear, interpretable insights regarding MASs’ integrity.

Our work advances agentic research by addressing critical chal-
lenges in verification, safety, and evaluation. Future work may
focus on reducing the method’s overhead and integrating recently
standardized communication protocols (e.g., the Model Context Pro-
tocol (MCP)). The incorporation of domain-specific threat detection
auxiliary tools could further extend MAStitch’s functionality across
diverse operational settings and strengthen its overall performance,
and this could be explored in future research as well.
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