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ABSTRACT
Multi-agent systems rely on communication for information shar-
ing and action coordination, which exposes a vulnerability to at-
tacks. We investigate single-victim communication perturbation
attacks against Multi-Agent Reinforcement Learning-trained sys-
tems and propose methods that use gradient information from the
Jacobian to identify which messages, agent, and timesteps are most
susceptible to attack and have the greatest impact on the system.
We enhance these methods with two proposed adversarial loss
functions that trade-off attack success for attack impact which also
create more effective perturbations. We empirically demonstrate
the effectiveness of our methods against two different multi-agent
communication methods in navigation, PredatorPrey, and Traf-
ficJunction environments. Our results show that our novel message
selection method achieves a similar or greater impact than random
message selection across almost all tested scenarios. Our victim
selection, message selection, tempo, and loss functions improve
attack effectiveness in half of the thirty scenarios we tested.
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EXTENDED ABSTRACT
Multi-agent systems have promising applications in a range of
important functions such as cyber security [1, 2], but require com-
munication for coordination and information sharing to operate
in complex partially-observable environments [3]. Machine-learnt
communication protocols have more bandwidth efficiency [4, 5]
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and noise tolerance [4, 6]. Learnt communication in real-world ap-
plications may be vulnerable to adversarial attacks. To understand
and mitigate these vulnerabilities, effective attacks are required.
However, existing attacks [7–10] inefficiently target messages and
timesteps. Our work proposes novel methods that address these
key gaps to enhance the effectiveness of attacks and improve our
understanding of the vulnerability of multi-agent communications.

Communication perturbation attacks that exploit multi-agent
communications by intercepting and perturbing inter-agent mes-
sages are a nascent topic of research [7–10]. The unaddressed as-
pects of these attacks, which may improve their effectiveness, are
selecting which messages to perturb, when to attack, which agent
to target, and how to craft the perturbation. Previous attacks ar-
bitrarily select which messages will be perturbed [7–9], or target
multi-agent systems with few agents so that the selection of which
messages to alter is not a consideration [10]. The attack tempo,
which determines when an attack occurs, can have a major impact
on its effectiveness but has only been explored in attacks against
single-agent systems [11–16]. Approaches to attack tempo include
counterfactual tempos that simulate an attack [13], learnt tempos
that train a deep RL agent to learn when to attack [13], and thresh-
old tempos, that measure certain properties of an agent’s logits,
and attack when that metric exceeds a hyperparameter threshold
[11, 12, 14–16]. The existing communication attacks either broad-
cast perturbed messages to all agents in the system [7, 9, 10] or
perturb a subset of messages received by a single victim in the sys-
tem [8]. Single-victim attacks should also consider victim selection.
However, this is a gap in the current literature. Communication
perturbations may be crafted using gradient-based methods if an
adversary has white-box knowledge of the victim. The default loss
function used in these attacks is called the untargeted loss and aims
to minimise the probability that the agent will output the same
action as it would with unperturbed input. However, changing an
action may not degrade the system because of the diversity of valid
solutions to Reinforcement Learning (RL) problems. To overcome
this problem, many approaches learn elements of the attack [17–24]
and messages [8, 9]. The limitation of these attacks is their reliance
on high-compute resources and narrow application to a specific
target.

To explore the worst-case vulnerability of multi-agent commu-
nication, we assume a strong attacker with white-box knowledge.
The attacker aims to maximise the effectiveness of its attack and
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minimise detectability. We explore unaddressed aspects of single-
victim communication attacks [8] by modelling the problem using
a variant of the Adversarial Partially Observable Stochastic Game
(APOSG) [25] that we name Single-Victim Communication Per-
turbation APOSG (SVCP-APOSG). The SVCP-APOSG is defined
by the 14-tuple {𝐼 , 𝑆,M, 𝐴,𝑇 , Ω̂, 𝑂̂, 𝑅, 𝑣𝑚,Θ𝑚,Δ𝑚, Σ𝑎, Σ𝑚, 𝑘}. The
first eight environmental elements are defined as a DEC-POMDP-
Comms [9]. The six adversarial elements of the SVCP-APOSG
{𝑣𝑚,Θ𝑚,Δ𝑚, Σ𝑎, Σ𝑚, 𝑘} determine the behaviour of a particular at-
tack. The message-permutation function 𝑣𝑚 : M → M perturbs
messages received by a victim agent. Θ𝑚 : 𝑆 → [0, 1] is the mes-
sage attack tempo function that determines the probability that a
timestep will be attacked. Δ𝑚 : R+ is the message attack magni-
tude, which is an 𝐿2 bound on the perturbation. Σ𝑎 : 𝑆 → 𝐼 is the
victim selection function. Σ𝑚 : 𝑆 → {𝐼 }𝑘 is the message selection
function, which determines which of the received messages are
perturbed. 𝑘 : Z+ is the number of perturbed messages. For each
of the adversarial aspects, the adversary aims to maximise attack
effectiveness, while minimising detectability by minimising Δ𝑚 , 𝑘 ,
and the number of perturbed timesteps as determined by Θ𝑚 .

We only consider agents trained with Q-learning approaches
and assume that the agents are well trained and accurately estimate
the Q-function. We denote an agent’s logits as𝑄 and the Q-value of
a specific action 𝑎 as 𝑄 (𝑎). The difference between the maximum
logit and the logit of a specific action 𝑎 is𝑄diff (𝑎) =max(𝑄) −𝑄 (𝑎).

The untargeted loss function, used in previous attacks [12, 26],
uses the cross-entropy loss between an agent’s logits and the argmax
of the logits to encourage the output of a different action (eq. 1).
However, a different action may have a similar outcome to the
original action depending on the dynamics of the environment.

𝐿𝑢 = − log( 𝑒max(𝑄 )∑
𝑎∈𝐴 𝑒𝑄 (𝑎) ) (1)

To improve the impact of the attack, we propose a loss function
to encourage the agent to select the action that was originally
considered to be the worst action by maximising the probability of
that action (eq. 2), whichwe call themaximum loss, 𝐿𝑚 . If successful,
perturbations caused by 𝐿𝑚 will cause the maximum impact against
a well-trained agent. However, the improved attack impact likely
comes with a reduced chance of attack success because actions with
higher 𝑄diff values may be harder to induce.

𝐿𝑚 = log( 𝑒max(𝑄diff )∑
𝑎∈𝐴 𝑒𝑄 (𝑎) ) (2)

To balance attack impact and attack success, we propose an
alternative loss function, that we call weighted loss, 𝐿𝑤 (eq. 3),
which maximises the probability of each action relative to its 𝑄diff
by using a mean weighted cross-entropy loss across all actions.

𝐿𝑤 =
1∑

𝑎∈𝐴𝑄diff (𝑎)
∑︁
𝑎∈𝐴

𝑄diff (𝑎) log(
𝑒𝑄 (𝑎)∑

𝑏∈𝐴 𝑒𝑄 (𝑏 ) ) (3)

To select which message, victim, and timestep to attack, we pro-
pose a Jacobian-proxy method, inspired by Jacobian-based saliency
methods [27]. As the proxy for attack effectiveness, we take the
absolute sum of each element of the Jacobian 𝐽 (𝑜𝑖 ) = ∇𝐿(𝑜𝑖 ), for
observation 𝑜𝑖 of agent 𝑖 and loss function 𝐿, that corresponds to

an element of the received message 𝑜𝑚𝑖,𝑗 from agent 𝑗 , which we
denote as 𝐽𝑚 (𝑜𝑖 , 𝑗) such that our proxy 𝑃 : Ω × 𝐼 → R+ is

𝑃 (𝑜𝑖 , 𝑗) =
∑︁
𝑘

|𝐽𝑚 (𝑜𝑖 , 𝑗)𝑘 | (4)

Our proposed message selection function ranks each message
received by its Jacobian magnitude and selects the top-𝑘 messages.
Our message selection function for the victim agent 𝑖 is

Σ𝑚 (𝑜𝑖 ) = top𝑘 ({𝑃 (𝑜𝑖 , 𝑗); 𝑗 ∈ 𝐼 }) (5)

where the function top𝑘 returns the indices of the highest 𝑘 values.
We use the observation function 𝑂 to get the observation 𝑜𝑖 for
agent 𝑖 from the state 𝑠 .

Our victim selection function selects the agent with the largest
total Jacobian magnitude of the top 𝑘 messages is

Σ𝑎 (𝑜) = argmax
𝑖∈𝐼

[
∑︁

𝑗∈Σ𝑚 (𝑜𝑖 )
𝑃 (𝑜𝑖 , 𝑗)] (6)

using the joint observation 𝑜 = {𝑜𝑖 } of all agents 𝑖 ∈ 𝐼 .
Our tempo function selects the timesteps where the magnitude

of the Jacobian of the top 𝑘 messages received from the selected
victim 𝑖 exceeds the hyperparameter threshold 𝜙 as shown in

Θ(𝑜𝑖 ) = 1{[
∑︁

𝑗∈Σ𝑚 (𝑜𝑖 )
𝑃 (𝑜𝑖 , 𝑗)] > 𝜙} (7)

We empirically test our attack in five environments, namely, a
simple grid world navigation game [28], two variants of Predator-
Prey [9] and two variants of TrafficJunction [9, 29], and against
two communication methods: full observation sharing (OBS) and
RIAL [4]. We measure attack effectiveness with the cumulative
reward of an episode. We compare our attacks with other baseline
attacks using different tempo methods, namely, CBTS [15], MMR
[16], ML [16], NS [16], VL [16], and ST [11], random message selec-
tion, and the untargeted loss function. Further details about these
experiments and our implementation can be found on GitHub1.

Our Jacobian-proxy attack achieved the best impact in half of our
tested scenarios, with a mean improvement of 42% over baseline
attacks in those scenarios. The effectiveness was generally higher
in more complex environments, at higher attack rates, and against
the full observation sharing system. However, our attack was not
the universal best with different baselines achieving better results
against some of the tested systems. An ablation test showed that
our ranked message selection method improves or maintains the
performance of the attack across all systems compared to random
message selection. This is particularly demonstrated in the diagonal
PredatorPrey environments. An ablation test also showed that one
or both of our loss functions were better than untargeted loss in
most of the environments, with the exception of the orthogonal
PredatorPrey. Our results suggest that our assumption that the
system is well trained is inaccurate, because some of the attacked
systems achieve a better result than the non-attacked system.

We have demonstrated that targeting vulnerable agents, mes-
sages, and timesteps makes attacks on communication are more
effective, which highlights the importance of using strong attacks to
test the robustness of multi-agent communications and emphasises
the importance of developing mitigations against such attacks.
1https://github.com/maxstanden/weakest_link
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