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ABSTRACT

Identifying illicit transactions within financial networks is an im-
portant area of research. Available datasets are highly imbalanced,
making the design of machine learning methods challenging. Active
learning, which carefully chooses data points for annotation, has
been shown to improve performance for such problems. Here, we
design a new approach, CAL, for detecting illicit nodes in financial
networks, which incorporates network correlations more explicitly.
Our approach builds on prior work on active learning on networks,
specifically, collective classification (CC), which uses predicted la-
bels of neighboring nodes to improve classification. We extend this
approach by incorporating the information from both underlying
models of collective classification, as well as their contrastive in-
formation, into the active learning sample selection procedure. We
show that C?AL significantly improves sample efficiency, requiring
up to 48% fewer labeled samples than prior methods to achieve
comparable detection performance across six financial network
datasets.

This work is licensed under a Creative Commons Attribution Inter-
BY national 4.0 License.
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1 INTRODUCTION

Ilicit financial activities pose a significant burden for the world
economy. Detecting and stopping them are important challenges
for financial and law enforcement agencies [9]. Today’s complex
financial systems and cryptocurrencies such as Bitcoin, which are
inherently decentralized multi-agent systems [4, 6], make detection
even harder. While supervised methods perform well when enough
labeled data is available [8], generating ground truth labels is expen-
sive, requiring expert analysts to investigate complex transaction
patterns [13].

Active learning (AL) is a natural approach to reduce annotation
costs [12], and has been applied to financial networks [7, 10, 11].
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However, prior AL methods for financial networks use network
structure only implicitly, as part of features used by the learner.
More advanced techniques that use network structure explicitly
have been developed for other domains [1, 3], but have not been
applied to financial networks. The most relevant is the work of
Bilgic et al. [3], who use collective classification, a technique that
infers labels using neighbor information, and select nodes based
on disagreement between the collective classifier, a content-only
classifier, and network cluster majority classes.

Our contributions. (1) We design C?AL, a new AL approach that
integrates uncertainty scoring into collective classification-based
active learning [3]. (2) We evaluate C?AL on six financial network
datasets: two real Bitcoin datasets (Elliptic++ [8]) and four syn-
thetic datasets from AMLworld [2], an agent-based anti-money-
laundering simulator. We show that C*AL achieves up to 48% re-
duction in the number of labeled samples needed to reach target
detection performance compared to baselines.

2 APPROACH

We represent financial datasets as directed, labeled networks G =
(V,E) where nodes represent entities (e.g., wallets, accounts) with
features x,, and a subset of nodes have known labels £(v) € {0, 1}
(non-illicit/illicit). Let £ C V denote the set of labeled nodes and
U =V \ L the unlabeled nodes. Given £ and an annotation budget
B, our goal is to choose query nodes Q € U, |Q| < B, so that an
effective classifier can be trained using labels from £ U Q.

Collective classification. C?AL uses two classifiers learned at
each AL iteration. The content-only classifier (CO) is trained on
labeled node features and predicts labels for all unlabeled nodes.
The collective classifier (CC) augments each node’s features with
aggregated 1-hop neighborhood label information (specifically, the
proportion of neighbors predicted as illicit and non-illicit (using
both in- and out-neighbors)) and retrains on these enriched features.
We use XGBoost [5] as the backbone model for both CO and CC,
as it outperforms random forests, SVMs, and GNN architectures
(GCN, GAT, GIN, PNA) on our datasets.

Sample selection. At each AL iteration, after learning CO and CC,
C2AL selects b nodes for annotation through a two-step process.
First, it identifies the disagreement set D: nodes where CO and CC
predict opposite classes. For each node v in D, C2AL computes an
aggregated uncertainty score y(v) = 3 ¥ pe(co,ccy Hm(v), where
Hp(v) = = Zyeqo1) Prm(y | x0) log Prar(y | xo) is the entropy of
model M’s prediction for node v and Pry;(y | x,) is the probability
that model M assigns label y to sample v. Nodes are then sampled
from D with probability proportional to y(v) (and, if budget re-
mains, sampling continues from agreement set D¢ using a similar
distribution.) This differs from Bilgic et al. [3], who use disagree-
ment as the sole scoring mechanism, and include the majority class
of a node’s network cluster as a third source of disagreement along-
side CO and CC. In contrast, C?AL uses clustering only for diversity
sampling: selecting nodes from different network communities to
maximize structural coverage, rather than as a disagreement signal.
We find that using cluster majority class as a disagreement source
degrades performance on highly imbalanced financial networks,
since illicit nodes rarely form majority-illicit clusters.
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Table 1: Labeled samples needed to reach >75% of target
F1 (supervised XGBoost+CC). Lower is better. No method
achieved the target for LI-Medium.

E11++T  El1l++W HI-Medium HI-Small LI-Small
AL 640 6,820 1,420 1,180 OOB
AlfNet 1,280 8,020 1,060 780 OOB
C2AL 600 3,840 920" 740" 16,400

OOB = Out of annotation budget. *Without clustering.

3 EXPERIMENTAL RESULTS

Setup. We evaluate on six datasets with varying scales and il-
licit node rates (0.7-2.2%). Those include two Bitcoin networks
(the transaction and wallet networks E11++T and EL1++W [8, 14]),
and four AMLworld [2] synthetic networks (HI-Small, LI-Small,
HI-Medium, LI-Medium). As features, we use a mix of inherent node
features (e.g. balance of a transfer), aggregated edge features (e.g.
total transactions), and structural features (e.g. centralities and sub-
graph counts.) We compare against two baselines: AL (standard
uncertainty sampling with XGBoost) and A1fNet (the CC-based AL
method of Bilgic et al. [3]). All experiments use a 90/10 train-test
split, averaged over 5 random seeds.

Sample efficiency. Table 1 shows the number of labeled samples
required to achieve >75% of the F1 score of a fully-supervised
XGBoost+CC model. C2AL outperforms both baselines across all
datasets. On the challenging LI-Small dataset (0.8% illicit rate),
C2AL is the only method to reach the target within the annotation
budget. These improvements are consistent across different thresh-
olds, with mean relative improvements of 27%, 31%, and 25% at
60%, 75%, and 90% of target F1 respectively. Note that, at the 75%
F1 threshold, C2AL achieves precision of 69-89% across datasets,
meaning the majority of flagged nodes are truly illicit.

Ablation. We find that uncertainty score aggregation from both
CO and CC has the highest impact on performance. Disagreement
filtering provides an additive benefit, particularly in early stages
of AL. Cluster-based diversity sampling has a dataset-dependent
effect: it helps on some networks but slightly hurts on others. Using
undirected (both in- and out-neighbor) aggregation substantially
outperforms directed variants, confirming that illicit actors operate
as both senders and receivers in financial networks.

4 CONCLUSION

We presented C2AL, an active learning approach for detecting illicit
nodes in financial networks that incorporates network structure via
collective classification combined with uncertainty scoring. Across
six diverse financial network datasets, C2AL achieves up to 48%
reduction in the number of labeled samples needed to reach tar-
get detection performance. Key lessons from our study: (1) Cluster
majority class, while used as a disagreement signal in prior work,
degrades performance on highly imbalanced financial networks
where illicit nodes rarely dominate any cluster. (2) Undirected neigh-
borhood aggregation is critical; using only in- or out-neighbors
misses important signals, as illicit actors operate on both sides
of transactions. Future work includes extending C?AL to handle
noisy oracles and incorporating domain-specific patterns of illicit
behavior into the selection strategy.
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