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ABSTRACT
Constrained Reinforcement Learning (CRL) aims to optimize decision-
making policies under constraint conditions, making it highly ap-
plicable to safety-critical domains such as autonomous driving,
robotics, and power grid management. However, existing robust
CRL approaches predominantly focus on single-step perturbations
and temporal-independent adversarial models, lacking explicit mod-
eling of temporal-coupled perturbations robustness.To tackle these
challenges, we propose TCRL, a novel temporal-coupled adver-
sarial training framework for robust constrained reinforcement
learning (TCRL) in worst-case scenarios. First, TCRL introduces a
worst-case-perceived cost constraint function that estimates safety
costs under temporal-coupled perturbations without the need to
explicitly model adversarial attackers. Second, TCRL establishes a
dual-constraint defense mechanism towards the reward to counter
temporal-coupled adversaries while maintaining the unpredictabil-
ity of the reward. The experimental results demonstrate that TCRL
consistently outperforms existing methods in terms of robustness
against temporal-coupled perturbation attacks across a variety of
CRL tasks. A detailed versionwith full theoretical analysis, extended
experiments, and additional implementation details is available at:
https://github.com/biubiubiubiuhub/TCRL/tree/master.
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1 INTRODUCTION
Constrained reinforcement learning (CRL) is an important branch
of traditional reinforcement learning (RL). In recent years, CRL has
attracted widespread attention due to its unique ability to optimize
decision-making policies under constraint conditions, maximizing
task rewardswhile ensuring that system constraints are not violated.
However, when CRL is deployed in real-world physical environ-
ments, agents often encounter external adversarial perturbations,
which expose potential inherent limitations in the robustness of
existing methods [6].

Existing work [8, 10] has demonstrated that traditional CRL
exhibits pronounced vulnerability to adversarial attacks. While
robust RL has introduced some approaches to address environmen-
tal uncertainties [1, 2, 4, 7, 12], these approaches are not directly
applicable to CRL. In CRL, satisfying safety constraints is typi-
cally prioritized over optimizing rewards. In contrast, agents in
robust RL tend to aggressively pursue reward maximization, often
violating critical safety constraints during exploration, especially
under adversarial conditions. Existing studies [9, 13] in CRL largely
address robustness by modeling adversarial input perturbations
under constraint conditions. However, they are limited to address-
ing temporal-independent observational perturbations and fail to
consider robustness under worst-case temporal-coupled attack sce-
narios. In real-world environments, attackers can generate strong
temporal perturbations by learning the safety cost constraint func-
tion and reward function [5]. The attack intensity progressively
increases over time, causing the agent to deviate from its target
and potentially exhibit dangerous behaviors due to the influence
of temporal-coupled perturbations, which can lead to significant
reward degradation and potentially dangerous outcomes.

We propose TCRL, a robust CRL method enhancing agent ro-
bustness under temporally coupled state perturbations. To enable
the cost constraint function to identify opponents with the worst-
case temporal-coupled adversaries, it includes a safety cost con-
straint function for per-state worst-case cost estimation. To ensure
CRL policy optimality under attack, it includes a dual-constraint
reward-based defense to disrupt adversaries’ temporal coupling
while preserving reward unpredictability. We compare TCRL with
three baselines. The experimental results show that TCRL effectively
defends against worst-case temporal-coupled perturbations.
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2 METHODOLOGY
First, we introduce a network to estimate the worst-case safety cost
and construct a dedicated safety constraint function, which enables
accurate worst-case cost estimation without explicitly modeling
an attacker. We formulate the single-step worst-case action cost
value 𝑄𝜋

𝑐
(𝑠, 𝑎) := E𝜋,𝑃

[∑∞
𝑡=0 𝛾

𝑡𝑐 (𝑠𝑡 , 𝑎∗𝑡 )
]
, where 𝑎∗𝑡 is the worst-

case action taken by state 𝑠𝑡 under a temporal-coupled pertur-
bation attack and 𝜋 is the policy of agents. The worst-case cost
value 𝑉 𝜋

𝑐
can be define in the same way. To estimate the worst-

case costs, we introduce a new worst-case cost Bellman opera-

tor Γ𝜋𝑄𝑐 (𝑠, 𝑎) = E𝑠′∼𝑃 (𝑠′ |𝑠,𝑎)

[
𝑐 (𝑠, 𝑎) + 𝛾 max𝑎′∈Ω (𝑠′,𝜋 ) 𝑄

𝜋

𝑐
(𝑠′, 𝑎′)

]
,

where ∀𝑠 ∈ S, Ω(𝑠, 𝜋) is the set of all actions that the attacker may
output by perturbing the inputs to 𝑠 ∈ B𝜖 (𝑠′) by perturbing the
strategy 𝜋 in state 𝑠′. The defined action set Ωadv (𝑠, 𝜋) involves
identifying the potential actions that the policy 𝜋 might produce
when the state 𝑠 undergoes temporal-coupled perturbations con-
fined withinB𝜖 (𝑠). To compute the worst-case cost value, we train a
worst-case cost network 𝑄𝜋

𝜑
. Given a mini-batch {𝑠𝑡 , 𝑎𝑡 , 𝑟𝑡 , 𝑠𝑡+1}𝑁𝑡=1,

𝑄𝜋

𝜑
is optimized using the following loss function: Lcost

(
𝑄𝜋

𝜑

)
:=

1
𝑁

∑𝑁
𝑡=1

(
𝑐
𝑡
−𝑄𝜋

𝜑
(𝑠𝑡 , 𝑎𝑡 )

)2
, where 𝑐

𝑡
= 𝑐𝑡 + 𝛾 min𝑎′∈Ω (𝑠𝑡+1,𝜋 ) 𝑄

𝜋

𝜑

(𝑠𝑡+1, 𝑎′). The corresponding worst-cost value is computed as𝑉 𝜋
𝑐
(𝑠)

=max𝑎∈Ω (𝑠,𝜋 ) 𝑄
𝜋

𝜑
(𝑠, 𝑎).

Second, we establish a dual-constraint defense mechanism on
reward signals to effectively counteract temporal-coupled pertur-
bation attacks. To limit reward temporal correlation to impede
attackers from modeling the reward function, we propose a reward-
based temporal decoupling optimization method with an auto-
correlation constraint: 𝐶corr = 1

𝑤2
∑𝑤

𝑘=1
∑𝑘

𝑙=1 |𝜙 (𝑟𝑡 , 𝑟𝑡−𝑙 ) | ≤ 𝜖𝑐𝑜𝑟𝑟 ,
where 𝑟𝑡 is the obtained reward value under attack and 𝑤 is the
time window. 𝜙 is the autocorrelation function. The autocorre-
lation function 𝜙 : R2 → [−1, 1] is in standardized covariance
form: 𝜙 (𝑟𝑡 , 𝑟𝑡−𝑙 ) =

E[ (𝑟𝑡 −𝜇𝑡 ) (𝑟𝑡−𝑙 −𝜇𝑡−𝑙 ) ]
𝜎𝑡𝜎𝑡−𝑙

, where 𝜇𝑡 = E[𝑟𝑡 ] and
𝜎2
𝑡 = 𝑉𝑎𝑟 (𝑟𝑡 ) denote the expectation and and variance of the re-

ward received by the agent under temporally coupled perturbation
attacks, respectively.

To preserve reward function unpredictability and prevent at-
tackers from forecasting subsequent rewards, in the reward signal
discretization process, we divide the reward space R ∈ [𝑟min, 𝑟max]
over consecutive time steps into 𝑁 equal-width bins, and the em-
pirical distribution within a sliding window of size𝑤 is computed
following the method in autocorrelation constraints: 𝑝 (𝑤 )

𝑖
(𝑡) =

1
𝑤

∑𝑡
𝑘=𝑡−𝑤+1 I (𝑟𝑘 ∈ D𝑖 ), whereD𝑖 = [𝑟𝑚𝑖𝑛 + (𝑖 − 1)Δ𝑟, 𝑟𝑚𝑖𝑛 + 𝑖Δ𝑟 )

is the 𝑖-th reward interval, and Δ𝑖 = (𝑟𝑚𝑎𝑥 − 𝑟𝑚𝑖𝑛)/𝑁 . The corre-
sponding time-varying entropy function, based on this distribution,
is expressed as follows: 𝐻𝑡 = −∑𝑁

𝑖=1 𝑝
(𝑤 )
𝑖

(𝑡) log𝑝 (𝑤 )
𝑖

(𝑡).
To prevent abrupt changes in the reward distribution caused by

temporally coupled perturbation attacks, entropy variation rate con-
straints are introduced as follows:Cent = ∥𝐻𝑡 − 𝐻𝑡−1∥∞ ≤ 𝜖ent,where
𝜖ent is the maximum allowed rate of entropy change. This constraint
ensures that entropy changes between consecutive time steps stay
within a bounded range, promoting a smooth evolution of the re-
ward distribution.

We optimize the strategy in the state affected by the attacker,
denoted as 𝜋̃ . The agent’s interaction with the environment under
attack yields a trajectory 𝜏 = {𝑠0, 𝑎0, 𝑠1, 𝑎1, . . .}, where each action
𝑎𝑡 ∈ Ω(𝑠𝑡 , 𝜋̃). Accordingly, we formulate the CRL objective under
the temporal- coupled perturbation attacker ℎ as follows:

𝜋adv =max
𝜋

E

[
𝑇∑︁
𝑡=0

𝛾𝑡𝑟𝑡

]
s.t. 𝑉 𝜋̃

𝑐
≤ 𝜂, Ccorr ≤ 𝜖corr, Cent ≤ 𝜖ent,∀ℎ. (1)

3 EXPERIMENT
To assess the robustness of TCRL against temporal-coupled per-
turbations, we design a well-trained worst-case temporal-coupled
attacker (Worst-TC). We selected robotic motion control as the test
domain. The simulated environments are adopted from a previous
benchmark [3]. To validate the effectiveness of TCRL, we integrate
it with the PID-PPO-Lagrange (PPOL) framework [11] to form
TCRL-PPOL and We present three baseline robust training methods,
which are alternately trained alongside adversarial attackers to
enhance robustness.

Table 1: The performance of training methods under Worst-
TC attacks. Each experimental result is averaged over 50
episodes and 10 random seeds, and is reported as the mean ±
standard deviation.

Method Reward Cost

PPOL-vanilla 630.73±234.36 75.44±6.73
PPOL-random 600.31±170.30 72.80±8.04
ADV-PPOL(MC) 521.57±374.80 25.32±27.69
TCRL-PPOL 709.40±253.81 3.84±6.45

Table 1 reports that TCRL-PPOL outperforms all three baselines
in defending against state perturbations across the two tasks (Ball-
Circle, Ball-Run). We observe that the safety performance of base-
lines degrades significantly when subjected to the Worst-TC at-
tacker, which employs temporal-coupled perturbations. TCRL con-
sistently demonstrates superior safety performance compared to all
baselines, achieving the lowest safety cost even under the temporal-
coupled perturbations introduced by the Worst-TC attacker. This
strategy becomes advantageous under Worst-TC attack scenarios,
allowing the policy to perform more robustly against adversarial
perturbations, while maintaining higher rewards than baselines.

4 CONCLUSION
We propose TCRL, a robust CRLmethod enhancing agent robustness
under temporally coupled state perturbations via a novel worst-
case training framework. It includes a safety cost constraint func-
tion for per-state worst-case cost estimation and a dual-constraint
reward-based defense to disrupt adversaries’ temporal coupling
while preserving reward unpredictability. Experiments show TCRL
effectively defends against worst-case temporal-coupled perturba-
tions and maintains safety under temporal-independent attacks. In
future research, it is of interest to extend this work to multi-agent
settings and real-world systems.
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