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ABSTRACT
Defending against large adversarial drone swarms requires coordi-

nation methods that scale effectively beyond conventional multi-

agent optimisation. In this paper, we propose to scale strategies

proven effective in small defender teams by integrating them as

modular components of larger forces using our proposed frame-

work. A dynamic programming (DP) decomposition assembles

these components into large teams in polynomial time, enabling

efficient construction of scalable defenses without exhaustive eval-

uation. Because a unit that is strong in isolation may not remain

strong when combined, we sample across multiple small-team can-

didates. Our framework iterates between evaluating large-team

outcomes and refining the pool of modular components, allow-

ing convergence on increasingly effective strategies. Experiments

demonstrate that this partitioning approach scales to substantially

larger scenarios while preserving effectiveness and revealing coop-

erative behaviours that direct optimisation cannot reliably discover.
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1 INTRODUCTION
Coordinating large teams of autonomous drones in adversarial en-

vironments is a formidable challenge. Even with modest numbers

of agents, the combinatorial explosion of possible strategies quickly

renders exhaustive search and naive optimisation infeasible. Rein-

forcement learning (RL) and skill-discovery methods have shown

promise for small teams (e.g., [4, 15, 23, 27]), but they often scale

poorly due to high sample complexity, non-stationarity, sparse

rewards or computational overhead [15].
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In this paper, we present a staged pipeline for building large-

scale drone defenses from small team strategies. The key idea is to

first identify and evolve promising behaviours in small defender

teams, and then systematically reuses these strategies as modu-

lar components for larger forces. Dynamic programming (DP) is

used to assemble these components in polynomial time, transform-

ing what would otherwise be a super-exponential search into a

tractable optimisation [19]. The resulting solution enables the ef-

ficient construction of coordinated swarm defenses that scale to

realistic adversarial scenarios. While prior UAV swarm defense

studies generally evaluate on no more than 12 agents (e.g., 10v10 in

[24] and 5v5 in [18]), we demonstrate scalability to attacker swarms

up to thirty agents and defender swarms up to 45 agents with stable

execution, substantially exceeding the tested ranges of existing

learning-based methods.

Our approach deliberately uses heuristics rather than direct pol-

icy learning. Heuristics offer several advantages critical for scalabil-

ity: (i) they require limited manual scripting, enabling construction

of diverse policies relatively quickly, (ii) can be expressed in compact

mathematical forms for efficient JAX implementation [3], (iii) they

can be simulated at scale without the overhead of RL training, and

(iv) at runtime, execution only requires lightweight CPU-level eval-

uation of heuristic code - in contrast to neural network inference -

enabling deployment on smaller onboard processors with modest

memory. Prior work has explored heuristic evolution in multi-agent

systems, including modular evolution [16, 22] and messy genetic al-

gorithms [7], but we adapt these ideas to swarm defense by framing

heuristics as sub-chromosomes in evolutionary search.

The contributions of this work are both methodological and

engineering-oriented. We present a hybrid GA–DP framework

leveraging chromosome factorisation for efficient evolutionary

search and demonstrate its scalability on large-scale drone de-

fense simulations. Implemented fully in JAX and deployed on high-

performance computing infrastructure, the framework integrates

algorithmic structuring that exploits priors and hierarchical decom-

position to avoid exhaustive search while remaining tractable, even

across billions of simulation time steps. To expand the behavioural

search space, we additionally use large language models to generate

and diversify candidate heuristics. Together, these elements enable

experiments at scales that would otherwise be computationally

prohibitive, positioning the framework as a practical foundation

for future swarm defense research and applications.

The primary contributions of this work are fourfold:
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(1) A hybrid GA–DP framework for scalable defense. We pro-

pose a framework that combines genetic algorithms to evolve

effective chromosomes in small-scale engagements with dy-

namic programming to assemble them into strategies for

larger swarms. This allows tractable analysis at scales that

naive evolutionary methods cannot reach [16, 19].

(2) DP integration with a hierarchical defense policy. By embed-

ding DP-guided allocations within a hierarchy, our method

coordinates defenders at the sub-team level while retain-

ing heterogeneity at the agent level, enabling effective pur-

suit–evasion dynamics in complex swarm encounters.

(3) A chromosome factorisation perspective on evolutionary

search. We show that the effective building blocks in this

domain are entire chromosomes (combinations of heuristics)

rather than individual genes, highlighting the importance of

preserving high-order dependencies [7].

(4) Iterative refinement through large-scale evaluation. By feed-

ing back the outcomes of large-scale evaluations into the

small-team heuristics, our approach progressively improves

the accuracy of heuristic estimates and converges toward

high-performing defender strategies at scale. This iterative

design provides solutions to the problem, as well as a proven

methodology for their systematic improvement.

We demonstrate that this combined GA-DP approach scales to

large defensive swarms, uncovering cooperative strategies that are

difficult to evolve with conventional representations. Collectively,

these contributions provide a practical and scalable pathway for op-

timizing coordinated behavior in adversarial multi-agent systems.

2 RELATEDWORK
We survey prior research on multi-agent coordination and strategy

optimisation, highlighting approaches that inform our hierarchical

heuristic framework.

Multi-Agent Defense and Pursuit–Evasion. Defending a target

from coordinated attackers is a classic multi-agent control prob-

lem, often studied through pursuit–evasion games and adversarial

swarm interactions. Algebraic and control-theoretic formulations

yield insights for small engagements [10], but rapidly become in-

tractable as team sizes increase [9]. Reinforcement learning ap-

proaches [15] can scale somewhat further, but face challenges of

non-stationarity, sparse rewards, and high sample complexity, es-

pecially in competitive–cooperative domains such as drone defense

[13]. These limitations motivate methods that exploit structure or

heuristics for tractability.

Evolutionary Algorithms in Multi-Agent Systems. Evolutionary
computation offers a population-based search mechanism suited to

the combinatorial complexity of multi-agent coordination. Genetic

algorithms (GAs) have been applied to tasks such as role assign-

ment, cooperative foraging, communication, and swarm robotics

[16, 22]. However, scalability remains an issue, as the search space

grows combinatorially with the number of agents. The messy ge-

netic algorithm (mGA) [7] sought to preserve high-quality building

blocks under deceptive landscapes, but its stochastic recombination

remains expensive at scale. Our approach takes inspiration from

these ideas but emphasises explicit chromosome factorisation and

systematic reuse rather than probabilistic recombination.

Dynamic Programming (DP) for Team Optimisation. DP has been

widely studied for coalition formation, task allocation, and sensor

coverage in MAS [19]. DP leverages problem structure to find exact

or near-optimal decompositions, but faces exponential blow-up

when applied directly to large swarms. Hybrid approaches that

combine DP with other mechanisms are therefore attractive, as they

can preserve structure while avoiding combinatorial explosion.

Dynamic Target Assignment. Classical weapon–target assign-
ment (WTA) focuses on the discrete assignment of weapons to static

targets to maximise expected damage or minimise surviving threats,

typically solved via integer programming or dynamic programming

[8, 11]. In contrast, our framework addresses continuously mov-

ing attackers with kinematic constraints, where assignments must

account for multi-agent interactions. Furthermore, whereas DP in

classical WTA computes exact or relaxed optimal solutions [2], we

employ DP as a combinatorial decomposition to guide evolutionary

search, structuring chromosome sampling without requiring full op-

timality. This approach bridges discrete assignment principles with

continuous, dynamic multi-agent engagements, enabling scalable

strategy optimisation.

Hierarchical Policies in Swarm Control. Hierarchical organisation
is a natural way to manage complexity in MAS. High-level policies

assign roles or allocate agents to sub-problems, while low-level poli-

cies execute primitive behaviours such as pursuit or patrol. This par-

adigm has been explored both in reinforcement learning [5, 12, 17]

and in hybrid heuristic–learning frameworks. Our approach falls

into this class but differs in two respects: (i) we employ heuristics as

the low-level policies, chosen for their largely automatic generation

enabling diversity and efficient JAX implementation, and (ii) we

embed DP-based allocation within the hierarchy. Consequently,

they facilitate coordination to emerge from structured assignments,

enabling scalability without requiring each agent to learn full joint

coordination from scratch.

To our knowledge, no prior work has combined evolutionary

search, DP, and heuristic factorisation within a hierarchical frame-

work for drone defense. This integration enables tractable scaling

from small evolved strategies to large swarm engagements, filling

a gap left by existing MARL, GA, and DP-only approaches.

3 APPROACH
3.1 Problem Formulation and Setting
We formalise the drone defense scenario as a multi-agent coordina-

tion problem, detailing agent dynamics, objectives, and interactions,

and introduce our hierarchical heuristics solved via a hybrid genetic

algorithm and dynamic programming. The environment consists

of an open two-dimensional battlefield with a fixed critical asset

(target) that the Blue team must defend (see Figure 1). A Red team

of attackers attempts to reach the target from randomised starting

positions (radius and angle to target) following sinusoidal paths

(randomised amplitudes and frequencies), introducing nonlinear

and unpredictable motion that prevents defenders from relying

on simple linear extrapolation. While not fully realistic, this de-

sign creates an informative testbed for evaluating hierarchical and

heuristic coordination strategies. The objective of the Blue team is

to maximise win rate - by preventing Red agents from reaching the
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(a) Launch phase (b) Mid-episode

Figure 1: Scenario with 10 defenders (blue) protecting a target
(green) from 8 attackers (red). In (a) attackers are shown with
their offensive paths (orange) toward the target. In (b) col-
lided drones that no longer participate have muted coloring.

asset - in contrast to much of the prior work, which often focuses

on agent rewards [24] or attrition [18, 21].

Each agent’s state comprises its position (𝑥,𝑦), heading 𝜃 , and
speed 𝑣 , with actions defined by turn and acceleration commands

constrained within fixed bounds. Agents have full visibility of

all teammates and opponents. Blue team coordination emerges

through a hierarchical heuristic framework: each agent executes

a selected heuristic, while a hybrid genetic algorithm combined

with dynamic programming optimises the heuristic assignments

and parameters to maximise team-level performance.

3.2 Overview
Each Blue agent is controlled by a selected heuristic, which deter-

mines its low-level actions in the environment. Team-level coor-

dination emerges through the assignment of heuristics to agents,

rather than through explicit joint planning at every time step. To

optimise these assignments and any associated heuristic parame-

ters, we employ a hybrid genetic algorithm combined with dynamic

programming, enabling efficient exploration of the combinatorial

space of possible team configurations. The blue agents have no

prior knowledge of attacker trajectories. Defensive strategies are

optimised via the GA based on estimating strategies and evaluating

them through interaction. In this way our approach is agnostic to

the attacker model.

Figure 2 illustrates the pipeline within the framework, show-

ing how heuristic selection, environment interaction, and GA-DP

optimisation are integrated to maximise the Blue team’s win rate.

The simulation itself follows a standard Markov Decision Process

(MDP) structure: at each time step, all agents submit actions, the

environment transitions accordingly, and new observations are

returned (along with potential rewards, though these are unused

here). Unlike conventional reinforcement learning approaches, all

decision-making in our framework is purely heuristic-driven, with

coordination emerging from GA–DP optimisation rather than from

policy-gradient or value-based learning.

Thismodular approach enables scaling by reusing and combining

optimised heuristics without retraining.

3.3 Hierarchical Policy as Chromosomes
In our framework, the hierarchical policy for the Blue team is en-

coded as a chromosome suitable for GA optimisation. Each chromo-

some represents a full team configuration of 𝑁 agents, where each

agent’s gene encodes its heuristic, spawn location, and heuristic-

specific parameter. Formally, the chromosome 𝐶 can be written:

𝐶 = (𝑔1, 𝑔2, . . . , 𝑔𝑁 ), 𝑔𝑖 = (𝐻𝑖 ,𝑊𝑖 , 𝑃𝑖 )
where 𝑔𝑖 is the gene of agent 𝑖 , 𝐻𝑖 is the selected heuristic,𝑊𝑖 is

the spawn location, and 𝑃𝑖 is a heuristic-specific parameter. This

representation allows the GA to explore combinations of agent

strategies while maintaining the hierarchy of decision-making.

The hierarchical policy separates low-level behaviour, deter-

mined by the agent’s heuristic 𝐻𝑖 , from high-level coordination,

determined by the assignment of heuristics across the team 𝐶 . Dur-

ing optimisation, crossover and mutation operate at the gene level,

allowing recombination of heuristics and parameters between team

configurations while preserving feasible individual behaviours. Dy-

namic programming complements the GA by efficiently evaluating

the combinatorial space of heuristic assignments, enabling scalable

optimisation of large teams. This chromosome-based representation

ensures the search respects the hierarchy of decisions and allows

the hybrid GA-DP to maximise team-level win rate effectively.

3.4 Heuristics and Generation
Each gene in a chromosome encodes a heuristic𝐻𝑖 that governs the

low-level behaviour of the corresponding Blue agent. The heuristics

define action selection based on the current environment state,

including the positions of Red agents, teammates, and the target.

Heuristics are parameterised to allow flexibility in behaviour. By

varying these parameters, a single heuristic template can generate

multiple distinct strategies, increasing the diversity of candidate

actions available for the GA-DP to optimise.

The use of heuristics is a deliberate design decision to avoid the

complexity of skill discovery approaches such as feudal networks

[23], variational auto-encoders [1], or general value functions [4],

while still allowing explicit incorporation of action-masking and

death-masking without additional training or the complexity of

attention mechanisms.

We design a set of modular heuristics that capture a range of

tactical behaviours, such as intercepting attackers, maintaining

defensive formations, and prioritising high-threat targets. Each

heuristic encodes a distinct strategy, allowing the framework to

combine them into larger teams while preserving interpretability

and explicit action control. While one heuristic may be more famil-

iar or conventional, focusing solely on it risks missing emergent

cooperative behaviours. Accordingly, the heuristic set is curated

for both diversity and effectiveness.

We utilize a combination of hand-crafted and LLM-generated

heuristics. LLMs are employed to generate candidate heuristics

due to their capacity to generate diverse strategies from concise

textual prompts. The LLMs were provided a one-shot attempt at

coding against our Python API, and made only minor coding er-

rors. This allows us to substantially accelerate exploration of the

heuristic design space and facilitate discovery of novel, and poten-

tially effective, tactical behaviours with relatively less coding effort
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Figure 2: Overall hybrid GA–DP framework. The four-stage pipeline (Stage 1: GA evolution, Stage 2: dynamic programming
allocation, Stage 3: chromosome sampling, Stage 4: refinement) operates over a hierarchical policy structure assigning heuristics
to agents. These heuristics drive all decision-making. The simulator follows a standard MDP cycle, but no reinforcement
learning is employed—coordination arises entirely from heuristic assignment and GA–DP optimisation.

(only doing the JAX conversion manually) or other expert train-

ing. Unlike heuristics discovered through MARL, LLM-generated

heuristics are immediately executable and generally interpretable.

As all generated heuristics are assessed solely through quantita-

tive simulation under identical conditions, any biases inherent in

the language model are neutralised by the evolutionary selection

process, ensuring only empirically effective strategies persist.

3.5 Stage 1 - GA for Chromosome Evolution
In Stage 1 of our hybrid approach, a genetic algorithm (GA) is

applied to small-scale team configurations—Red teams of 1–5 agents

and Blue teams of 1–8 agents—to explore the space of hierarchical

policies represented as chromosomes. Each chromosome encodes

a full Blue team configuration, specifying the heuristic, spawn

location, and parameterisation for each agent. Chromosome fitness

is evaluated as the mean win rate over 128 simulated episodes.

The GA operates with a random initial population of 1024 chro-

mosomes. Testing of Sobol [20] and Latin Hypercube [14] sampling

population initialisation methods showed immaterial difference in

performance. Evolution proceeds using 20% elitism, tournament

selection, and single-point crossover (at 70%). Mutation introduces

stochastic changes to genes to maintain population diversity. These

operators allow the GA to efficiently explore a wide range of team-

level strategies, exploiting high-performing chromosomes while

exploring novel configurations.

Figure 3 illustrates the GAs impact on teamperformance: heatmaps

show win rates as a function of Blue and Red agent counts, com-

paring the random initial population with the GA-optimised pop-

ulation. The results demonstrate that GA evolution substantially

improves team performance across small-scale configurations.

By restricting GA application to small-scale teams, we enable

computationally feasible evaluation while producing a diverse set

of high-quality chromosomes. These chromosomes serve as the

candidate pool for Stage 2, where dynamic programming is applied

to optimally assign heuristics and scale strategies to larger teams.

3.6 Stage 2 - DP for Chromosome Allocation
In the second stage, we address the core challenge of scaling de-

fender policies from small scenarios to engagements with a larger

number of attackers. Directly evolving effective chromosomes for

scenarios with ten or more attackers is computationally prohibi-

tive, as the search space grows combinatorially with the number

of agents. Instead, we leverage the observation that outcomes of

small-scale encounters, such as 2 vs. 3 or 3 vs. 4, can be represented

compactly as empirical success probabilities obtained in Stage 1.
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(a) Heatmap without GA application.
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Figure 3: Heatmaps showing mean population win rates for the top-performing 10 percentile and the top-performing individual
chromosome, both before (a) and after (b) application of GA generations. The latter, demonstrating significantly improved win
rates for small scale swarm-defense scenarios, are utilised in subsequent stages of the approach.

These outcomes provide a lookup table of defender effectiveness

against subgroups of attackers under varying team sizes.

Stage 2 uses a DP search to compose these small-scale results

into effective strategies for larger engagements. The central idea

is to represent a set of 𝑅 attackers as a partition into subgroups,

for example 𝑅 = 10 → {3, 3, 4}. Each subgroup is assumed to

be engaged independently by a sub-team of defenders. For any

given partition, the DP algorithm explores feasible allocations of

the available defenders across the subgroups, consulting the Stage 1

heatmaps to evaluate the probability of success for each allocation.

Let 𝑃 (𝑟, 𝑏) denote the probability of successfully defending against
𝑟 attackers with 𝑏 defenders, as estimated from Stage 1. For a parti-

tion 𝜋 = {𝑟1, 𝑟2, . . . , 𝑟𝑘 } of 𝑅, and an allocation 𝛼 = {𝑏1, 𝑏2, . . . , 𝑏𝑘 }
of 𝐵, the joint success probability is given by:

𝑉 (𝜋, 𝛼) =
𝑘∏
𝑖=1

𝑃 (𝑟𝑖 , 𝑏𝑖 ) (1)

The DP search enumerates partitions of 𝑅, and for each partition

computes the allocation 𝛼 that maximises 𝑉 (𝜋, 𝛼). By caching in-

termediate results, the DP approach avoids redundant computation,

enabling efficient evaluation of all possible subgroup structures and

defender splits.

This stage therefore produces a set of high potential candidate

defender configurations for larger-scale swarm-defense scenarios,

which are then passed forward to Stage 3. In addition, this stage

also enables exploration by trade-offs between success and resource

expenditure by varying the number of defenders 𝐵, supporting sys-

tematic investigation of efficiency, for example through determining

whether an 11-defender team achieves significantly higher success

than a 10-defender team against the same set of attackers.

Consider the case 𝑅 = 8 attackers and 𝐵 = 10 defenders. The DP

routine computes 𝑓 (8, 10), the best defense probability for this sce-

nario. One possible split is partition to {5, 3} attackers and allocate

{7, 3} defenders. The value for this split is computed as:

𝑓 (8, 10) = 𝑓 (5, 7) × 𝑓 (3, 3)

Algorithm 1 Dynamic Program for Partitioning and Allocation

Require:
𝑅 (number of attackers)

𝐵 (number of defenders)

𝑃 (𝑟, 𝑏) (Stage 1 success probabilities)
Ensure: Best partition 𝜋∗ and allocation 𝛼∗

function BestDefense(𝑅, 𝐵)

if 𝑅 = 0 then
return (success = 1, allocation = [])

end if
if cache[𝑅, 𝐵] exists then

return cache[𝑅, 𝐵]

end if
𝑏𝑒𝑠𝑡𝑉𝑎𝑙𝑢𝑒 ← 0

𝑏𝑒𝑠𝑡𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 ← None

for each partition 𝜋 = {𝑟1, . . . , 𝑟𝑘 } of 𝑅 do
for each allocation 𝛼 = {𝑏1, . . . , 𝑏𝑘 } with

∑
𝑏𝑖 = 𝐵 do

𝑣𝑎𝑙𝑢𝑒 ←∏𝑘
𝑖=1 𝑃 (𝑟𝑖 , 𝑏𝑖 )

if 𝑣𝑎𝑙𝑢𝑒 > 𝑏𝑒𝑠𝑡𝑉𝑎𝑙𝑢𝑒 then
𝑏𝑒𝑠𝑡𝑉𝑎𝑙𝑢𝑒 ← 𝑣𝑎𝑙𝑢𝑒

𝑏𝑒𝑠𝑡𝑆𝑜𝑙𝑢𝑡𝑖𝑜𝑛 ← (𝜋, 𝛼)
end if

end for
end for
cache[𝑅, 𝐵]← (bestValue, bestSolution)

return cache[𝑅, 𝐵]

end function

Another split might be {4, 3, 1} attackers with defender allocation

{5, 4, 1}. By considering all such splits and retaining the maximum

value, the algorithm builds 𝑓 (8, 10) from small sub-problems. Each

of these is computed recursively, terminating in base cases where

outcomes are directly available from the Stage 1 heatmaps. Once

a value is computed, it can be used in all higher-level states, thus

avoiding redundant recomputation.
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Byway of contrast, a brute force approachwould require enumer-

ating all integer partitions of 𝑅, and for each partition considering

all feasible allocations of defenders. The number of (unordered)

partitions of an integer 𝑅 is given by the Bell number 𝐵𝑅 which

approaches super-exponential growth. For a partition of size 𝑘 , the

number of possible allocations of defenders (including an empty

allocation) is

(𝐵+𝑘−1
𝑘−1

)
. Combining these, it is becomes clear that over-

all complexity of brute force means it is intractable for all but small

values of 𝑅. The DP approach on the other hand has polynomial

complexity.

Proposition 1. Let 𝑅 and 𝐵 denote the number of red attackers
and blue defenders, respectively, and let 𝑘 denote the maximum sub-
group size of red agents for which precomputed outcomes are available.
Then Algorithm 1 has worst-case time complexity

𝑂 (𝑅3𝐵3),

which is polynomial in 𝑅 and 𝐵 for fixed 𝑘 .

3.7 Stage 3 - Chromosome Sampling with Priors
The role of Stage 3 is to transition from small-scale empirical knowl-

edge (Stage 1) and dynamic allocations (Stage 2) to full-sized con-

figurations that can be tested in the target scenario. Rather than

relying on evolutionary operators, Stage 3 systematically samples

and combines high-performing small-scale chromosomes.

Stage 3 commences by sampling from the distribution of promis-

ing sub-chromosomes discovered in Stage 1, then assembling them

into full chromosomes consistent with the allocations identified

in Stage 2. For example, if the DP procedure recommends that a

sub-team of three defenders be allocated to a partition of five at-

tackers, Stage 3 samples multiple candidate sub-teams from the

high-performing small-scale chromosomes identified in Stage 1.

This sampling introduces diversity, recognising that a strong sub-

team in isolation may not retain its effectiveness when combined

with other sub-teams. Repeating this process across all partitions

generates a population of candidate full-team chromosomes for

evaluation in the full simulation.

These assembled chromosomes are then evaluated directly in the

full simulation environment, where the stochastic dynamics and

interdependencies between sub-teams are faithfully represented.

This step is crucial, as the independence assumptions underpinning

Stage 2’s DP analysis can only provide an approximation of real-

world multi-agent interactions.

By systematically joining and testing factorised chromosome

components, Stage 3 achieves two goals: (i) it leverages prior knowl-

edge to drastically reduce the search space compared to naïve sam-

pling, and (ii) it ensures that the retained strategies are robust to

the complexities of large-scale multi-agent coordination.

3.8 Stage 4 - Iterative Refinement
During Stage 4, win rate performance of the full-team chromosomes

are attributed back to the sub-chromosomes that were utilised. For

each sub-chromosome, we accumulate a record of its performance

across all simulations in which it appeared (it may be utilised in

several full-team chromosomes), enabling the calculation of a mean

win rate that reflects its effectiveness in different contexts. This

process establishes an empirical performance profile for each sub-

chromosome, which serves as the basis for the weighted refinement

applied in Stage 4. By grounding sub-chromosome estimates in

repeated observations, Stage 3 provides the link between small-scale

evaluations and the more comprehensive large-scale simulations.

For each sub-chromosome utilised in the large-scale evaluations,

its win rate estimate is refined by combining priors from Stage 1

with empirical evidence accumulated in Stage 3. Specifically, the

refined estimate,𝑤
(1)
new, is obtained through a weighted combination:

𝑤
(1)
new =

𝐾

𝑛 + 𝐾𝑤
(1)
old +

𝑛

𝑛 + 𝐾𝑤
(3)

where𝑤
(1)
old is the current Stage 1 estimate,𝑤 (3) is the average

performance observed across Stage 3 simulations, and 𝑛 is the num-

ber of times the sub-chromosome has featured in those simulations.

Here 𝐾 is a hyper-parameter that controls the relative influence of

the prior versus empirical data.

The value of 𝐾 was tuned via sensitivity analysis and trial-and-

error, balancing the need for meaningful updates against the risk of

overreacting to noisy outcomes. A value of 𝐾 = 200 was ultimately

selected, providing smooth yet efficient refinement of the Stage 1

estimates.

This weighted refinement ensures that sub-chromosomes with

consistent large-scale success are promoted, while those that under-

perform are down-weighted, even if they appeared promising in

small-scale settings. By iteratively applying this procedure across

all evaluated chromosomes, Stage 4 produces more reliable win rate

estimates for each building block. As evaluations accumulate, the

refined win rates converge toward values that accurately reflect

performance under large-scale conditions. Stage 4 thus validates

composite strategies at scale while iteratively sharpening the esti-

mated effectiveness of the underlying building blocks.

4 RESULTS AND DISCUSSION
4.1 Baseline
Performance in all cases is measured as the defender win rate,

defined as the proportion of simulations in which defenders suc-

cessfully prevent attackers from reaching the target. Since prior

work in multi-agent attack–defense scenarios has focused almost

exclusively on small-scale settings (typically involving fewer than

ten agents) or algebraic formulations that do not scale, no directly

comparable baselines exist in the literature. Accordingly, we con-

struct two internal baselines to anchor our large-scale evaluation.

Random population. In this baseline, defender chromosomes are

generated by assigning heuristics and parameters at random. This

provides a lower-bound performance level and establishes how well

defenders can perform without any optimisation.

Genetic algorithm. In this baseline, we apply the same GA used

to optimise the small-scale scenarios in Stage 1 directly to large-

scale scenarios, starting from a random initial population. This

represents the natural alternative to our staged approach, in which

a conventional GA is tasked with discovering effective defender

strategies without factorisation or staged refinement.

Together, these baselines capture the extremes of unstructured

search: a purely random allocation and a flat GA applied directly to

the full problem. By comparing against these, we can demonstrate
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the benefits of staged factorisation, DP, and large-scale refinement

in producing scalable and effective defender strategies.

As the GA baseline only exhibits minor performance enhance-

ment over the random baseline, we show only the former in Figure

4a. Overall win rates remain close to zero across most scenarios,

and even the best-performing chromosomes achieve only modest

outcomes (e.g., a maximum win rate of 0.328 for 10 Red at a 1.5

Blue/Red ratio). Performance collapses almost entirely for larger

attacker swarms, with even elite win rates rarely exceeding 0.1.

These results clearly establish the difficulty of the large-scale

defense problem, setting the stage for Section 4.2, where we demon-

strate our hybrid GA–DP approach substantially outperforms base-

lines, achieving high win rates even against dense attacker swarms.

4.2 Comparative Results
We perform an ablation study to quantify the contribution of each

stage in our hybrid GA–DP pipeline. Figure 4 present heatmaps

of defender win rates for three configurations: (a) GA baseline, (b)

Stage 3: DP-informed chromosome sampling, and (c) Stage 4: Itera-

tive Refinement. This allows a clear evaluation of the incremental

benefit of each component.

Stage 3 Ablation (DP-informed Chromosome Sampling). Stage 3
(Figure 4b) combines the dynamic programming allocation from

Stage 2 with sampling of promising small-scale sub-chromosomes

to assemble candidate full-team strategies. This stage alone substan-

tially improves performance relative to the GA baseline (Figure 4a),

producing nontrivial defender strategies across swarm sizes. For

example, at 𝑅 = 20 and a 1.5 Blue/Red ratio, the best chromosome

achieves a win rate of 0.69 compared to just 0.13 in the baseline.

However, Stage 3 alone struggles to optimise: while performance

improves, win rates for some smaller Blue/Red agent ratios remain

modest (e.g., 0.17 at 𝑅 = 30,𝐵/𝑅 = 1.3). These results highlight

that DP-informed sampling establishes a strong foundation but is

insufficient for fully robust large-scale strategies.

Stage 4 Ablation (Iterative Refinement). Incorporating Stage 4 re-

finement (Figure 4c) significantly amplifies performance across all

scenarios. Iterative re-weighting and evaluation of sub-chromosomes

consistently produces chromosomes that outperform Stage 3, par-

ticularly at lower Blue/Red ratios where coordination is critical. For

instance, at 𝑅 = 20 and 𝐵/𝑅 = 1.3, the top 10 percent improves from

0.22 (Stage 3) to 0.45 after Stage 4 refinement. For smaller swarms,

defenders approach near-complete reliability, with win rates ex-

ceeding 0.80 at 𝑅 = 10 and 𝐵/𝑅 = 1.3. Even the most challenging

scenarios with 𝑅 = 30 achieve a top win rate of 0.52, far above the

negligible performance of the baseline.

Overall, this ablation study demonstrates that Stage 3 establishes

a foundation of promising strategies, but Stage 4 is essential for

convergence toward robust, high-performing defender allocations.

This refinement allows the framework to scale efficiently, preserv-

ing effectiveness even as the size and complexity of the attacking

swarm increase.

4.3 Discussion
Scalable swarm defense poses an inherently hard optimisation prob-

lem due to the explosive combinatorial growth of possible defender

allocations. The staged approach presented here substantially out-

performs the baseline (random initialisation + GA) and achieves

robust performance across increasingly challenging scenarios.

Breaking complexity into solvable pieces. The central advantage
of the staged pipeline lies in factorisation of the search space. By

first evolving small chromosomes in Stage 1, we obtain candidate

building blocks under low-dimensional constraints. Stage 3 then

leverages these factors through dynamic programming, assembling

them into large-scale defender allocations. Finally, Stage 4 corrects

biases introduced in earlier stages by iteratively refining chromo-

somes under direct evaluation in large scenarios. This decomposi-

tion dramatically reduces the effective search complexity compared

to tackling large-scale swarm defense directly.

Refinement turns small-scale wins into large-scale victories. The
comparison of Stages 3 and 4 highlights that some heuristics are

strongly context-dependent. Certain heuristics perform well in

small battles but fail to generalise when scaled, while others remain

robust across sizes. Pruning experiments show that removing low-

frequency heuristics has little effect, whereas removing the most

frequent, high-impact heuristic substantially reduces performance,

indicating that robustness depends on preserving key strategies.

Iterative refinement in Stage 4 exposes these differences and con-

verges on strategies that persist under large swarm conditions. This

underscores the importance of multi-scale evaluation: assessing

only at small scales risks over-committing to heuristics that collapse

when scaled up.

Synergy, not parts: why chromosomes matter. An additional ex-

periment explored gene-level sampling in Stage 3, where individual

tuples were recombined independently rather than preserving en-

tire chromosomes. Results were markedly poor. High-performing

strategies appear to depend on synergistic combinations of tuples

rather than on the marginal quality of individual components. Tu-

ples that appear promising in isolation may be harmful if overused,

while seemingly weak tuples can be critical in the right context.

This resonates with the idea of deceptive landscapes [6, 26] and

with findings in modular evolution [25], where interactions be-

tween submodules complicate search. In our setting, the effective

unit of selection is the chromosome: the landscape is factorisable

at the chromosome level but becomes brittle at the gene level.

Figure 5 illustrates this effect. Each network graph shows gene

co-occurrence within the top 10% of high-performing chromosomes

in the final population (simplified to heuristics only for clarity), with

edge weights proportional to co-occurrence frequency. Panel (a)

shows that GA alone can distil effective combinations in a small

setting (4R v. 7B). In contrast, panel (b) shows that the same process

fails in the larger 10R v. 15B case, where the search space over-

whelms direct GA optimisation. The full staged pipeline in panel (c)

restores structure, producing simplified chromosomes dominated

by heuristics #3 Predictive Interception and #8 Threat-Level Assess-

ment, sometimes supported by #2 Circle Target or #4 Rotation Patrol

in low-ratio settings. These patterns show how staged evolution

isolates a compact set of repeatable heuristics, balancing proac-

tive interception with minimal passive guarding, and sustaining

effectiveness even in complex scenarios.

In summary, the staged pipeline succeeds because it balances

tractable search with large-scale fidelity. Early stages discover and

preserve useful strategic structures, while later stages refine them
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Figure 4: Ablation study of defender performance across Red swarm sizes and Blue-to-Red ratios. Columns show Blue/Red ratios
and rows show the number of Red attackers. Shading indicates win rate, with lighter colors representing higher performance.
For each subfigure, the top row shows themean win rate of the top 10% of chromosomes and the bottom row the best-performing
chromosome. Stage 3 demonstrates the benefit of combining DP allocation with sampling, while Stage 4 illustrates the additional
gains from iterative refinement, achieving the highest and most consistent win rates across all scenarios.

H8

H9

H3

H5

(a) 4R v. 7B
building block.

H0
H2

H3H4 H5

H6

H7
H8

H9 H10

(b) 10R v. 15B
Stage 1 only.

H8

H3

(c) 10R v. 15B
iterative Stages 1–4.

Figure 5: Network graphs of heuristic co-occurrence (edge
thickness proportional to co-occurrence frequency). GA
alone can distil effective structures in small-scale cases (a),
but fails to simplify when scaled up (b). Only the full pipeline
(c) restores parsimony, converging on a compact set of syner-
gistic heuristics.

under the full complexity of large engagements. Reducing the prob-

lem further to the gene level destroy this synergy, confirming that

in this MAS defense setting the meaningful building blocks are

entire chromosomes, not individual genes. These findings highlight

both the limitations of naive factorisation and the promise of staged,

chromosome-level approaches for large-scale multi-agent defense.

5 CONCLUSIONS
This study introduces a staged factorization approach for optimiz-

ing defender allocation in large-scale multi-agent drone defense

scenarios. The key innovation lies in decomposing the problem

into manageable stages: small-scale genetic evaluation of heuristics,

factor refinement, and large-scale evaluation of combined strategies.

This staged approach reduces search complexity, mitigates early

evaluation biases, and enables the identification of high-performing

defender allocations that generalize across swarm sizes — outcomes

that conventional methods struggle to achieve.

Our results highlight that some heuristics are highly effective

only in small battles, whereas others provide robust defense in large-

scale engagements. Themethod’s ability to combine these heuristics

into effective large-scale strategies demonstrates the practical value

of staged factorization in multi-agent systems. In real-world drone

defense contexts, this implies that a principled, factorized evaluation

can guide the deployment of autonomous agents to protect high-

value assets against diverse adversary strategies.

An additional insight is the explicit mapping between defensive

effectiveness and available resources. By evaluating defender al-

locations across a range of blue-to-red agent ratios, the approach

reveals diminishing returns for certain heuristics and identifies allo-

cation strategies that achieve highwin rates withminimal resources.

This provides actionable guidance for resource-constrained opera-

tions, allowing decision-makers to balance effectiveness against the

number of deployed agents and optimize overall system efficiency.

A limitation of our approach is the assumption of full observ-

ability and deterministic agent dynamics. Real-world environments

may feature partial information, communication constraints, and

stochastic disturbances, which could affect generalizability of our

findings. Additionally, the current heuristics and allocation schemes

do not incorporate learning-based adaptation during deployment.

Future work could address these limitations by integrating par-

tially observable decision-making, adaptive heuristics, and rein-

forcement learning at lower levels. Expanding to dynamic adver-

sary behaviors, environmental obstacles, and more heterogeneous

agent capabilities could further enhance the applicability of the

approach to operational drone defense scenarios.
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