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ABSTRACT
With the arrival of Large Language Models (LLMs), there is an
explosion of agents characterised in terms of LLM-prompts. But
LLMs lack consistency with their answers, and they are prone to
hallucinations. This means that LLM-based agents are erratic agents.
Hence, there are no guarantees that LLM-based agents will be
aligned with an expected behaviour. We argue that formal dialogue
verification is the way to go for minimising the potential negative
side effects of erratic LLM-based agents. Erratic LLM-based agents
are far from complying with basic Trustworthy AI principles such
as technical robustness and safety. Formal Dialogue Verification
methods provide rigorous mathematical frameworks for verifying
fundamental behavioral properties of LLM-based agents.
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1 INTRODUCTION
Large Language Models (LLMs) have rapidly become the compu-
tational substrate on which a new generation of autonomous and
semi-autonomous agents is being built. Foundational models such
as GPT-3 and GPT-4 [2, 17], LLaMA [58], and their successors
[1, 5, 51] have demonstrated an unprecedented ability to perform
complex data retrieval tasks and few-shot generalisation. This de-
velopment has accelerated the creation of LLM-based agents that
operate through prompt-driven behaviour specifications rather
than explicit logic-based controllers [55, 57, 65]. However, despite
their versatility, LLMs systematically exhibit hallucinations [7, 50]
and self-contradictions [35, 43], leading to agent behaviour that
can vary unpredictably across otherwise similar inputs or over the
course of a dialogue. The result is an emerging class of erratic agents
whose behaviour cannot reliably be aligned with expectations.
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The risks associated with erratic LLM-based agents are amplified
when these systems are deployed in socially sensitive, knowledge-
intensive, or safety-critical environments. Hallucinated content
contributes to misinformation [39] and can exacerbate manipula-
tive dynamics [34, 44]. Recent studies show that LLM outputs can
inadvertently facilitate social engineering attacks [3, 40] and may
reproduce or intensify deceptive patterns documented in earlier
AI systems [15]. These risks have motivated regulatory and ethi-
cal scrutiny, particularly within frameworks concerning Trustwor-
thy AI [24, 26, 56]. Such frameworks emphasise safety, robustness,
predictability, and accountability—criteria that erratic LLM-based
agents fundamentally fail to satisfy, especially in multi-turn interac-
tions where behavioural drift and inconsistency naturally emerge.

A key difficulty is that LLM-based agents do not provide the
structural guarantees typically required for verifying system be-
haviour. Classical AI agent architectures were built on explicit
mental-state models—beliefs, desires, intentions [49]—or on declar-
ative reasoning and symbolic transition systems where semantics
are mathematically defined [8, 27]. These foundations allowed for-
mal verification of communication protocols and dialogue systems
[62, 66], including properties such as consistency, coherence, turn-
taking compliance, and adherence to dialogue-game rules [38, 61].
In contrast, LLM-based agents embed all such reasoning implic-
itly within enormous neural function approximators, leaving no
explicit representation of commitments, beliefs, or intentions that
a verifier could depend on. Consequently, even if an LLM-based
agent appears to follow a dialogue protocol, nothing ensures that
it will continue to do so in future turns or similar contexts.

Furthermore, the unpredictability of LLM-based agent behaviour
is not merely a technical shortcoming but a substantial threat to
trustworthy interaction. Research on deception in human–AI com-
munication illustrates that even unintended inconsistencies can
undermine user trust and create opportunities for manipulation
[34, 44]. Dialogue-based tasks—information-seeking, persuasion,
assistance, diagnostics—are particularly vulnerable because users
often rely on conversational commitments as indicators of coher-
ence and reliability. Yet LLMs can shift stance, contradict earlier
commitments, or produce false or fabricated information without
detection [35, 50]. As empirical work demonstrates, such behaviors
have real consequences for user wellbeing, decision-making, and
vulnerability to social engineering [3, 15]. Hence, unpredictable
dialogue behaviour is not simply a defect—it is a systemic risk.

These challenges motivate the need for formal dialogue verifica-
tion: mathematically grounded methods for specifying, analysing,
and verifying the behaviour of agents engaged in interaction. Dia-
logue frameworks from formal argumentation [4, 46], inquiry [11],
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persuasion [10, 63], and strategic communication [28] provide ex-
plicit semantics for dialogue moves, commitments, and context
change. Verification techniques grounded in logic and transition
systems [29, 45] enable properties such as coherence, admissibility,
safety constraints, or deception-related conditions to be checked
rigorously. These methods become even more pertinent given ad-
vances in modeling deception, manipulation, and dishonest rea-
soning in agent communication [14, 52, 53]. Such work highlights
that without formal guarantees, complex dialogue behaviour can
rapidly diverge from safe or intended boundaries.

Formal dialogue verification is therefore not an optional refine-
ment but a necessary foundation for deploying LLLM-based agents
in real-world settings. It offers a route toward compliance with
the robustness and safety requirements demanded by emerging AI
regulations [22, 24]. More importantly, it provides a principled way
to contend with the inherent erraticness of LLM-based agents by
shifting the focus from trusting their emergent behaviour to verify-
ing their dialogue-level properties. Recent research demonstrates
that formal verification can detect, classify, and mitigate risky be-
haviours such as manipulation in information-seeking dialogues
[15]. Extending such techniques to general LLM-based agents is
essential for ensuring consistency, preventing behavioural drift,
and enabling safe human–AI interactions.

Thus, while LLMs have revolutionised the landscape of autonomous
agents, their lack of consistency, vulnerability to hallucinations,
and inability to maintain stable dialogue commitments necessitate
verification frameworks that are explicitly formal, dialogue-aware,
and safety-oriented. The central claim of this work is that formal
dialogue verification provides the missing layer of rigour required
to bring erratic LLM-based agents closer to predictable, aligned,
and trustworthy behaviour.

2 TRUSTWORTHY AI AND LLM-AGENTS
The emergence of LLM-based agents has renewed the relevance of
ethical and regulatory frameworks aimed at ensuring that AI sys-
tems behave in predictable, robust, and accountable ways. In Europe,
the High-Level Expert Group on AI (HLEG) articulated in its 2019
Ethics Guidelines for Trustworthy AI [21] a non-binding, value-
oriented framework centred on three pillars: AI systems should be
lawful, ethical, and robust. These pillars were further expanded into
seven requirements:

(1) Human Agency and Oversight;
(2) Technical Robustness and Safety;
(3) Privacy and Data Governance;
(4) Transparency;
(5) Diversity, Non-discrimination, and Fairness;
(6) Societal and Environmental Well-being; and
(7) Accountability.

Although these principles are intentionally general and method-
agnostic, the rise of LLM-based agents exposes a significant gap
between high-level normative expectations and the mechanisms
needed to guarantee them. Technical robustness and safety—core
requirements both in the HLEG guidelines and in broader AI gov-
ernance discourse—presuppose that a system’s behaviour can be

analysed, anticipated, and constrained. Yet, as noted in the introduc-
tion, LLM-based agents regularly violate this assumption: they hal-
lucinate, contradict earlier statements, drift across dialogue turns,
and fail to maintain stable commitments [31, 67]. Such behaviours
fundamentally undermine the predictability and controllability that
Trustworthy AI frameworks require.

This tension has become even more pronounced with the adop-
tion of the European Union’s Artificial Intelligence Act (AI Act)
in 2024. The AI Act entered into force later that year and is now
undergoing phased implementation through 2026–2027. Whereas
the HLEG guidelines articulate what trustworthy AI should aim for,
the AI Act introduces legally binding obligations specifying how
compliance must be demonstrated, particularly for high-risk and in-
teractive AI systems. For LLM-based agents engaged in multi-turn
dialogue, this shift from voluntary ethical principles to enforceable
regulation highlights the need for concrete, inspectablemechanisms
capable of evidencing robustness, transparency, and safety.

Dialogue-based interaction is a central setting in which Trust-
worthy AI obligations must be operationalised. Many principles
manifest directly in communication: transparency requires trace-
able commitments, accountability requires inspectable reasoning,
and oversight depends on monitoring and intervention. Yet LLM-
based agents lack explicit representations of dialogue states, com-
mitments, or allowable transitions; their behaviour emerges from
unconstrained generative processes, offering no guarantee of co-
herence or safety in future turns [25]. This is where formal dia-
logue verification becomes essential. Trustworthy AI frameworks
specify desired properties but not methods for ensuring them in
systems that act through natural-language dialogue. Formal dia-
logue models—providing explicit move types, commitment struc-
tures, and transition rules—offer a principled basis for verifying
whether an LLM-based agent satisfies requirements such as internal
consistency, protocol adherence, and the absence of manipulative
or unsafe patterns [13, 16]. Dialogue-level verification thus turns
high-level Trustworthy AI principles into operational, checkable
constraints.

Moreover, the AI Act’s risk-based orientation intensifies the
need for such verification. The Act categorises AI systems into un-
acceptable, high, limited, and minimal risk levels [24], and explicitly
regulates domains of particular relevance to interactive systems,
including emotion recognition [22] and manipulative or deceptive
AI behaviour [34]. However, enforcing these rules requires tools
capable of assessing whether a system’s dialogue behaviour fits
within the permitted risk boundaries. Formal, logic-based verifica-
tion methods—potentially augmented with quantitative measures
[9, 18, 48]—provide precisely the kind of transparent, traceable,
and computationally grounded reasoning needed to substantiate
regulatory assessment.

3 FORMAL DIALOGUES AND LLM-AGENTS
We begin by noting that, according toWalton’s well-established dia-
logue taxonomy, all dialogue interactions are inherently goal-oriented
[64]. This holds regardless of whether the goals are explicitly stated
or implicitly pursued by the participants. In this setting, formal
dialogues provides explicit rules for communicative interaction,
turn-taking, and argument exchange [11, 32, 37, 46].
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Classical dialogue systems define structured spaces of possible
interactions and thereby form a natural foundation for verifica-
tion: if agent behaviour is expressed through dialogue moves, then
properties of that behaviour can be checked against a logical speci-
fication.

In our setting, a verification agent (VA) interacts with an LLM-
based agent (LA), or observes an interaction between the LA and
a human agent (HA). The purpose of the dialogue is not persua-
sion or negotiation, but systematic information seeking aimed at
extracting logically interpretable content about the LA’s behaviour.
Verification is then performed over the logical theory induced by
the dialogue. Information-seeking dialogues are characterized by an
inherent asymmetry of knowledge between the information seeker
and the responder. These foundational assumptions strongly sug-
gest that any principled verification of LLM-based agents, whose
interactions are predominantly prompt-driven, must be grounded
in goal-oriented dialogue models.

3.1 Dialogue Agents and Moves
Following [11], a dialogue is a sequence of moves exchanged be-
tween agents. In our setting, dialogues arise in two distinct veri-
fication contexts, which determine how the verification agent ob-
tains the dialogue evidence to be transformed into a logical theory:
I𝑎 = {𝑣, ℓ}, I𝑏 = {ℎ, ℓ}, where 𝑣 is the verification agent (VA), ℓ the
LLM-based agent (LA), and ℎ a human agent (HA).

• Context I𝑎 (direct verification). The VA engages directly
with the LA, posing topics and eliciting assertions. The re-
sulting dialogue consists of moves generated by both 𝑣 and
ℓ , giving the VA full control over the interaction.

• Context I𝑏 (observational verification). The VA does not
intervene but observes a dialogue between the LA and the
human agent. In this setting, the VA extracts all evidence
from the observable moves of ℓ and ℎ, modelling verification
in deployments where intervention is not possible.

Despite their procedural differences, both contexts provide the
VA with the same type of object: an ordered dialogue sequence
that forms the basis for constructing a logical theory encoding the
arguments asserted in the dialogue.

Definition 3.1 (Dialoguemoves). Amove is a tuple ⟨𝑎,Act,Content⟩
with 𝑎 ∈ I𝑎 ∪ I𝑏 . We use the following instantiated move types:

Move Format
open ⟨𝑎, 𝑜𝑝𝑒𝑛,𝑇𝑜𝑝𝑖𝑐⟩
assert ⟨𝑎, 𝑎𝑠𝑠𝑒𝑟𝑡, ⟨𝑆, 𝑐⟩⟩
close ⟨𝑎, 𝑐𝑙𝑜𝑠𝑒⟩

where 𝑇𝑜𝑝𝑖𝑐 denotes the subject of investigation and ⟨𝑆, 𝑐⟩ is an
argument with support set 𝑆 and conclusion 𝑐 . We write 𝑆𝑒𝑛𝑑𝑒𝑟 (𝑚)
for the sender of move𝑚.

3.2 Information-Seeking Dialogues
In both verification contexts, a dialogue begins with an agent posing
a topic, after which the LA provides assert moves relevant to that
topic. When no further contributions remain, an agent issues a
close move. The contexts differ only in who participates, not in the
formal structure of the dialogue.

Definition 3.2 (Information-seeking dialogue). A dialogue is a
tuple𝛾 = ⟨𝐼 , 𝐷𝑛⟩with 𝐼 ⊆ I𝑎∪I𝑏 and𝐷𝑛 = [𝑚𝑟 , . . . ,𝑚𝑛] a sequence
of moves with 𝑆𝑒𝑛𝑑𝑒𝑟 (𝑚𝑠 ) ∈ 𝐼 . The dialogue is well-formed if:

• 𝑚𝑟 = ⟨𝑎, 𝑜𝑝𝑒𝑛,𝑇𝑜𝑝𝑖𝑐⟩ for some 𝑎 ∈ 𝐼 ;
• 𝑚𝑟+1, . . . ,𝑚𝑛−|𝐼 | are assert moves;
• each assert move ⟨𝑆, 𝑐⟩ is related to the 𝑇𝑜𝑝𝑖𝑐 ;
• the final |𝐼 | moves are close moves;
• the initiating agent also issues the final close.

Self-reflective dialogues (|𝐼 | = 1) are possible, but verification
primarily concerns dialogues with 𝐼 = I𝑎 or 𝐼 = I𝑏 .

3.3 From Dialogue to Logical Representation
To verify the behaviour of the LA, we translate the observed dia-
logue sequence into a logical theory expressed in a given language
L of a 𝑋 logic. By ⊢𝑋 , we denote the logical inference in the logic
𝑋 . The verification process relies on three knowledge bases:

• Σ𝑃 — the protocol specification, capturing allowed moves,
structural constraints, and dialogue rules;

• Σ𝑉 — the verification specification, describing the be-
havioural properties to be checked;

• Σ𝐷 — the dialogue theory, shared utterances obtained from
the dialogue using a transformation function 𝑓 ;

Let 𝐷𝑛 = [𝑚𝑟 , . . . ,𝑚𝑛] be the dialogue trace generated in either
verification context, where 𝑛 ∈ N and each𝑚𝑖 is the 𝑖-th (𝑟 ≤ 𝑖 ≤ 𝑛)
dialogue move. We denote by D the set of possible dialogues. We
define: 𝑓 : D → P(L), where P(L) denotes the powerset of L.
The function 𝑓 extracts the logical content of each move.

For assert moves, 𝑓 (⟨𝑎, 𝑎𝑠𝑠𝑒𝑟𝑡, ⟨𝑆, 𝑐⟩⟩) = { 𝑆 { 𝑐 }, representing
an inference, rule, or argument schema appropriate for L. The
dialogue theory is then: Σ𝐷 =

⋃𝑛
𝑖=𝑟 𝑓 (𝑚𝑖 ).

The verification contexts differ only in how 𝐷𝑛
𝑟 is obtained: in I𝑎 ,

the VA co-produces 𝐷𝑛
𝑟 ; in I𝑏 , the VA receives 𝐷𝑛

𝑟 passively from
the LA–HA interaction. In both cases, the resulting dialogue theory
has the same formal role.

Verification requires checking that the combined theory of pro-
tocol rules, dialogue content, and behavioural properties does not
entail a contradiction: Σ𝑃 ∪ Σ𝐷 ∪ Σ𝑉 ⊬𝑋 ⊥.

If a contradiction is derivable, then at least one of the following
components is violated:

(1) the protocol specification Σ𝑃 , for example due to illegal
moves or topic inconsistency;

(2) the dialogue theory Σ𝐷 , indicating incoherence or incompat-
ibility among the LA’s asserted arguments;

(3) the verification properties Σ𝑉 , such as safety, stability, or
support requirements;

(4) or, alternatively, the specification of Σ𝑉 itself is inadequate
or overly restrictive.

Defining suitable properties in Σ𝑉 is challenging: they must cap-
ture expectations of robustness, coherence, and safety while remain-
ing formally tractable. Regardless of verification context—direct
interaction or observation—the VA ultimately receives the same
type of structured evidence: a dialogue trace that can be transformed
into a logical theory and checked against these properties.
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3.4 Illustrative Verification Scenario
To illustrate the verification workflow (see Table 1), consider a short
dialogue in the direct verification context I𝑎 = {𝑣, ℓ}, where the VA
queries the LA about topic 𝑇 . Each assert move contributes a rule
𝑆 { 𝑐 to Σ𝐷 via the transformation function 𝑓 .

Table 1: Example dialogue and induced dialogue theory.

Step Dialogue Move Contribution to Σ𝐷
1 ⟨𝑣, 𝑜𝑝𝑒𝑛,𝑇 ⟩ –
2 ⟨ℓ, 𝑎𝑠𝑠𝑒𝑟𝑡, ⟨{𝑝 }, 𝑞⟩⟩ 𝑓 (𝑚2 ) = {𝑝 { 𝑞}
3 ⟨ℓ, 𝑎𝑠𝑠𝑒𝑟𝑡, ⟨{𝑞}, 𝑟 ⟩⟩ 𝑓 (𝑚3 ) = {𝑞 { 𝑟 }
4 ⟨𝑣, 𝑐𝑙𝑜𝑠𝑒 ⟩ –

The resulting dialogue theory is: Σ𝐷 = {𝑝 { 𝑞, 𝑞 { 𝑟 }. The
combined theory Σ𝑃 ∪ Σ𝐷 ∪ Σ𝑉 ⊬𝑋 ⊥, is then evaluated ensuring
that the LA’s asserted inferences, together with protocol rules and
verification properties, do not yield contradiction. For example, if
Σ𝑉 requires that 𝑟 must not follow from 𝑝 , then Σ𝑃 ∪Σ𝐷 ∪Σ𝑉 ⊢𝑋 ⊥
and the verification fails.

4 DISCUSSION
Ensuring the technical robustness and safety of LLM-based agents
requires verification methods capable of reasoning about behaviour
expressed throughmulti-turn dialogue. Dialogue is inherently struc-
tured: topics are introduced, refined, or closed; commitments are
made or withdrawn; and the informational or belief state of the in-
teraction shifts over time. A verification framework for LLM-based
agents must therefore operate over such evolving dialogue states
rather than treating utterances as isolated events.

Formal verification [30] offers mathematical guarantees over
all possible system behaviours, but applying such guarantees to
dialogue introduces challenges distinct from those encountered in
conventional software systems. Dialogue states are epistemic in
nature: they encode which topics are currently active, which com-
mitments have been established, and how information expressed
so far constrains subsequent moves. Psychological and epistemic
models of interaction [36, 42, 54] show that such states evolve sys-
tematically throughout an exchange, and verification requires clear
rules describing how dialogue moves modify these states.

Verification approaches fromhuman-automation [12, 33], human-
robot [6, 60], and human-computer interaction [19, 20, 47] demon-
strate the utility of formal methods in interactive settings, but they
generally presuppose an observable task-oriented state space. By
contrast, the behaviour of LLM-based agents depends on the struc-
ture of the conversation itself: how topics relate, how commitments
accumulate, and how new information interacts with earlier dia-
logue moves. Research in strategic and argumentative interaction
[23, 41, 59] emphasises that such internal dialogue structures must
be modelled explicitly when analysing multi-turn behaviour.

The formal dialoguemachinery adopted here—wheremoves such
as open, assert, and close update a structured dialogue state—offers
one possible basis for verification. By representing each turn as a
state transition governed by explicit rules, it becomes feasible to
examine whether all potential continuations of a dialogue satisfy de-
sired behavioural constraints. Examples of such constraints include
maintaining internal consistency, avoiding logically incompatible

commitments, preventing unsupported topic shifts, or ensuring
that topic progression follows a permitted structure.

Several research directions follow from this perspective. One
is the refinement of dialogue-state models, including methods for
extracting beliefs, topics, or commitments from LLM-generated
text in a way that is suitable for formal reasoning. Another is the
integration of dialogue-state representations with automated ver-
ification tools capable of exploring reachable dialogue paths and
identifying whether certain undesirable patterns could arise. Em-
pirical studies are likewise essential for assessing how well formal
models capture the actual behaviour of LLM-based agents, and for
refining assumptions about how dialogue states evolve in practice.
As LLM-based agents become increasingly involved in advisory, in-
structional, and decision-support interactions, establishing reliable
and mathematically grounded methods for verifying their dialogue
behaviour is an urgent challenge [13].

5 CONCLUSION & FUTUREWORK
This paper has argued that the erratic behaviour of LLM-based
agents—marked by hallucinations, inconsistency, and unstable com-
mitments—poses fundamental challenges for safety, transparency,
and regulatory compliance in interactive settings. We proposed
formal dialogue verification as a principled approach to impose
structure on such agents by providing explicit dialogue states, com-
mitment semantics, and verifiable behavioural constraints. Ground-
ing dialogue behaviour in formal, logic-based models offers a path
toward predictable, accountable, and trustworthy interaction with
LLM-based systems. Several open challenges remain:

• Bridging formal dialogue models and real LLM be-
haviour. LLM outputs are noisy and context-sensitive. A
key challenge is developing reliable mappings from conver-
sational data to formal dialogue states so that verification
can operate on behaviour generated by real agents.

• Modeling how dialogue affects the human user. LLM
utterances may influence a user’s beliefs, confidence, or de-
cisions, even unintentionally. Verification frameworks must
therefore reason about user impact and include constraints
that prevent harmful cognitive or affective shifts.

• Integrating quantitative and uncertain information.
Dialogue often involves ambiguity or gradual shifts in belief.
Future work should extend verification with quantitative
or uncertainty-aware semantics capable of detecting subtle
influence, drift, or cumulative manipulation.

• Ensuring ethical and regulatory alignment.With reg-
ulations such as the EU AI Act targeting manipulative or
high-risk interactive systems, verification tools must provide
transparent, auditable evidence.

Formal dialogue verification provides a promising foundation
for mitigating the risks posed by LLM-based agents in interactive
settings. Addressing the challenges above will be essential for de-
veloping verification tools that are both theoretically rigorous and
practically effective in ensuring safe, predictable, and trustworthy
human–AI interaction.
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