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ABSTRACT

This paper focuses on the problem of Differentially Private Stochas-
tic Optimization for (multi-layer) fully connected neural networks
with a single output node. In the first part, we examine cases with
no hidden nodes, i.e., Generalized Linear Models (GLMs). We inves-
tigate the well-specific model where the random noise possesses
a zero mean, and the link (activation) function is both bounded
and Lipschitz. We propose several algorithms and our analysis
demonstrates the feasibility of achieving an excess population risk
that remains invariant to the data dimension. We then delve into
the scenario involving the ReLU link function, and our findings
mirror those of the bounded link function. Moreover, we extend
our ideas to two-layer neural networks with sigmoid or ReLU ac-
tivation functions in the well-specified model. We conclude this
section by contrasting well-specified and misspecified models, us-
ing ReLU regression as a representative example. In the second
part, we study the theoretical guarantees of DP-SGD in Abadi et al.
(2016) for multi-layer neural networks. By utilizing recent advances
in Neural Tangent Kernel theory, we provide the first excess popu-
lation risk when both the sample size and the width of the network
are sufficiently large. Additionally, we discuss the role of some pa-
rameters in DP-SGD regarding their utility, both theoretically and
empirically. !
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1 BACKGROUND

In machine learning, extracting knowledge from data consisting of
sensitive attributes is an evolving concern. Such a task mandates
algorithms that can proficiently interpret the data while upholding
established privacy benchmarks. Differential privacy (DP) [4] has
gained traction as a seminal framework for statistical data protec-
tion. Recognized widely in contemporary research, DP ensures that
individual data remains non-retrievable post-analysis, offering a
robust defense mechanism against privacy infractions. This un-
derscores a burgeoning interest in devising learning architectures
where DP considerations are intrinsically woven into the analytic
process.

Stochastic Optimization (SO) and its empirical form, Empirical
Risk Minimization (ERM), are the most fundamental models in
machine learning and statistics. They have numerous applications
in fields such as medicine, finance, genomics, and social science.
However, these applications often involve sensitive data, making it
essential to design differentially private algorithms for SO and ERM,
corresponding to the problems of DP-SO and DP-ERM, respectively.
Specifically, they are fined as follows.

Definition 1.1 (DP [4]). Given a data universe X, we say that two
datasets D, D’ C X are neighbors if they differ by only one data
record, which is denoted as D ~ D’. A randomized algorithm A
is (e, §)-differentially private (DP) if for all neighboring datasets
D, D’ and for all events S in the output space of A, we have

Pr(A(D) € S) < ePr(A(D’) € S) + 6.

Definition 1.2 (DP-SO [3]). Given adataset D = {zy,- -, z,} from
a data universe Z where each z; = (x;, y;) with a feature vector x;
and a label/response y; is i.i.d. sampled from some unknown dis-
tribution P, a convex constraint set ‘W C R?, and a (non-convex)
loss function ¢ : ‘W X Z +— R. Differentially Private Stochastic
Optimization (DP-SO) is to find a model wP™™ to minimize the popu-
lation risk, i.e, Lp (w) = E(x, y)~p [£(w; X, y)] with the guarantee of
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being differentially private. The utility of P is measured by the
(expected) excess population risk ELp (wP™) — min,,cqy Lp (w),
where the expectation is taken over the randomness of the algo-
rithm and the input data. Besides the population risk, we can also
measure the empirical risk of dataset D: L(w,D) = % Tt(w,z).

It is notable that besides the error bound, to better demonstrate
our results, we may also consider the sample complexity to achieve

a fixed error o to measure the utility of DP algorithms.

While DP-SO and DP-ERM have been extensively studied for
more than a decade, most of the existing work considers the case
where the loss function is convex. The problem of DP-SO and
DP-ERM with non-convex loss functions remains far from well-
understood due to their complex nature. Although there is some
preliminary work, such as [5-8], there are still two critical issues.
Firstly, most of the existing work adopts the gradient norm of the
population risk function to measure the utility, which is quite dif-
ferent from the convex case where we use the excess population
risk instead. However, using the gradient norm is inadequate for
indicating how close the private model is to the optimal solution [2].
Secondly, while recently there has been some work considering the
excess population risk for non-convex loss functions [6], most re-
search has narrowly focused on general non-convex loss functions,
overlooking the specificities of neural network structures.

2 OUR CONTRIBUTIONS

To address these issues, this paper provides the first comprehensive
and theoretical study of DP Fully Connected Neural Networks
(with a single output node) and presents several bounds of excess
population risk. Specifically, our contributions can be summarized
as follows:

Well-specified Model: Bounded Link Function Case. In the first part
of the paper, we focus on the simplest neural network structure:
neural networks without hidden nodes. i.e., Generalized Linear
Models (GLMs). We first address the well-specified model that is
characterized by zero-mean random noise, combined with bounded
and Lipschitz link (activation) functions, ,eaning that the Bayes
optimal classifier satisfies E[y|x] = o({w", x)) for some underlying
parameter w* € R? and non-convex link (activation) function o:

y=o((w'x))+¢, 1

where ( is random noise with zero mean.
For this setup, we introduce an (e, §)-DP algorithm and demon-
L2
(ne)3 ne
for the output. Here 6 < n is an upper bound on the expected rank
of the data matrix and n is the sample size.

strate its efficacy with an upper bound é(\/LH + min{

Well-specified Model: ReLU Case. We then broaden our study to
cases with unbounded link functions, specifically when employing

the ReLU activation function. In this scenario, we show that an
vd _1

ne’

upper bound of é(# + min{ }) for the output is feasible.

2
ne)3
We also extend our above ideas to the problem of privately learning
two-layer neural networks and establish the sample complexity
for the cases where the activation functions are either sigmoid or

ReLU.
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Misspecified Model: ReLU Case. Subsequently, our attention piv-
ots to the misspecified model. To delineate its nuances vis-a-vis the
well-specified model, we spotlight the ReLU activation function
as a representative case. Within this scope, we innovate a distinct
version of DP Gradient Descent, showcasing a sample complexity
of O(max{ %E, % ). This sample complexity guarantees that the
difference between the population risk of our private estimator and
c - opt is no more than «, where opt is the optimal value and ¢ > 0
is some constant.

DP-SGD for Multi-layer Fully Connected Neural Networks. In pre-
vious sections, we examined GLMs and one-hidden layer neural
networks, but there are three critical issues with those results:
(1) While we proposed several new algorithms, DP-SGD based
methods [1] are preferred in practice for private neural network
training. Can we obtain utility guarantees for vanilla DP-SGD in
[1]? Alternatively, how do different factors such as the number of
nodes, clipping threshold, and iteration number impact the utility
theoretically? (2) Most of the aforementioned results rely on the
well-specified model assumption and the squared loss in popula-
tion risk, which can be too stringent in practice. Can we provide
utility analysis without these assumptions? (3) Previous methods
for one-hidden layer networks heavily depend on their specific
forms and cannot be extended to general multi-layer structures. To
address these issues, we study the utility of the projected version
of DP-SGD for general multi-layer neural networks.

Drawing upon recent advancements in the Neural Tangent Ker-
nel (NTK), we present the inaugural excess population risk bound
for networks where both the width of each layer and the sample
size are sufficiently large:

log(%) . 1 <
= + inf R {f £(f (xi),yi)}
ferw®, L) g
———

Convergence rate
Approximation error

_ max(L £)log(1) log(3)m?*VT
+SLIR-O( m_ Ty 20

), @)

n2e?

Privacy error

where F(W©), \%) is the Neural Tangent Random Feature func-

R
ym

three elements: an approximation error attributable to NTK, an
error arising from the Gaussian noise introduced in every itera-
tion, and a combined term representing the convergence rate and
sampling error. Building on our theoretical framework, we then
delve into the intricate interplay and trade-offs between various
parameters. We also provide experimental studies to corroborate
our theoretical findings.

tion class with radius —=. In essence, this bound is composed of
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