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ABSTRACT
As AI systems grow more capable and autonomous, ensuring their
safety and reliability requires not only model-level alignment but
also strategic oversight of the humans and institutions involved
in their development and deployment. Existing safety frameworks
largely treat alignment as a static optimization problem (e.g., tuning
models to desired behavior) while overlooking the dynamic, adver-
sarial incentives that shape how data are collected, how models are
evaluated, and how they are ultimately deployed. We propose a new
perspective on AI safety grounded in Stackelberg Security Games
(SSGs): a class of game-theoretic models designed for adversarial
resource allocation under uncertainty. By viewing AI oversight
as a strategic interaction between defenders (auditors, evaluators,
and deployers) and attackers (malicious actors, misaligned con-
tributors, or worst-case failure modes), SSGs provide a unifying
framework for reasoning about incentive design, limited oversight
capacity, and adversarial uncertainty across the AI lifecycle. We
illustrate how this framework can inform (1) training-time auditing
against data/feedback poisoning, (2) pre-deployment evaluation
under constrained reviewer resources, and (3) robust multi-model
deployment in adversarial environments. This synthesis bridges
algorithmic alignment and institutional oversight design, highlight-
ing how game-theoretic deterrence canmake AI oversight proactive,
risk-aware, and resilient to manipulation.
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1 INTRODUCTION
Large language models (LLMs) have demonstrated unprecedented
capabilities across a wide range of domains, including creative and
decision-making tasks once thought uniquely human. Their appli-
cations span mathematics [30], writing [42], programming [32],
and tool use [72], as well as education [70], medicine [76], law [37],
and science [45]. As these LLM-based systems become increasingly
capable and autonomous, they are being integrated into workflows
and decision pipelines that directly affect people’s lives. Ensuring
that these models remain aligned with human intent and societal
values, and do not exhibit unexpected or harmful behavior in de-
ployment, has therefore become a central and increasingly urgent
challenge.

To enhance AI safety, a wide range of alignment and evalua-
tion techniques have been proposed, spanning standard alignment
approaches such as reinforcement learning from human feedback
(RLHF) [18], evaluation mechanisms like automated red-teaming
[13, 23, 48], and mechanistic interpretability methods [9]. While
these approaches have substantially advanced our ability to under-
stand and shape model behavior, their focus lies primarily on the
model level—the training algorithm or the trained model itself. In
doing so, they often overlook the crucial role of humans and insti-
tutions in the loop: trainers, annotators, auditors, and developers
whose incentives, constraints, and actions directly influence the
reliability and integrity of the alignment process. As a result, many
existing safety protocols implicitly treat human actors as benign or
static components rather than as strategic agents who may operate
under misaligned incentives or deviate from prescribed procedures.

Even after training, significant challenges remain during de-
ployment, where LLMs are integrated into diverse workflows and
interact dynamically with users, other agents, and external tools.
Ensuring the safety of these systems requires attention not only
to the model’s internal behavior but also to the overall perfor-
mance and downstream outcomes of the multi-agent ecosystems
built around them. Achieving this demands mechanisms that can
monitor, enforce, and promote robust behavior throughout deploy-
ment. This broader perspective highlights the need for strategic,
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incentive-aware oversight frameworks that go beyond model-level
algorithmic fixes and account for the human, institutional, and
system-level dimensions of AI safety.

As a step toward this broader vision, we propose applying a spe-
cific class of game-theoretic models – Stackelberg Security Games
(SSGs) [7, 24, 36, 40, 59, 62, 66] – to the domain of AI safety and
alignment. An SSG models a strategic interaction between a de-
fender, who commits to a resource-allocation or inspection strategy
under limited capacity, and an attacker, who observes this strategy
and chooses where to strike to maximize their gain. SSGs have a
proven track record in real-world security operations, having been
deployed by the U.S. Federal Air Marshals Service [28, 29], the U.S.
Coast Guard [3], and at Los Angeles International Airport [56, 57]
to optimize patrol schedules and allocate limited enforcement re-
sources, and saving over USD$100 million for the U.S. government
[22, 67]. Moreover, SSGs have been studied extensively for more
than a decade in the multi-agent systems community, yielding a
deep theoretical foundation and a rich set of scalable algorithms.

The proven scalability and real-world success of SSGs suggest
that they can play a transformative role in AI safety, particularly
in addressing the strategic, human, and organizational dimensions
often overlooked in existing frameworks. Rather than attributing
agency to the AImodel itself, SSGs provide a principledway to focus
on the human actors and institutional processes that shape data
collection, training, evaluation, and deployment. Ultimately, this
broadened perspective reframes AI safety as more than a matter of
model-level diagnostics. It instead emphasizes strategic deterrence
and the proactive allocation of limited auditing resources across the
entire AI lifecycle. Building on this foundation, we propose three
directions in which SSGs can strengthen AI security and fill critical
gaps across the lifecycle of LLMs:

(1) Training Data: modeling and mitigating feedback poison-
ing or label manipulation attacks during fine-tuning, where
adversaries may corrupt a subset of human-generated pref-
erence data.

(2) Evaluation: optimizing the allocation of auditing and eval-
uation resources to identify potential weaknesses or mis-
aligned behaviors, under limited reviewer capacity.

(3) Deployment: designing LLM deployment strategies where
different models or agent teams vary in capability, cost,
and reliability, enabling principled and risk-aware decisions
about where and how each model should be used.

We illustrate our proposed directions in Fig. 1.

2 RELATEDWORKS
2.1 Stackelberg Security Games
A SSG models a strategic interaction between a defender and an
attacker over a set of valuable targets𝑇 [7, 24, 36, 39, 40, 59, 62, 66],
with extensive research reported at AAMAS since 2007. The de-
fender possesses a limited set of resources 𝑅 that can be allocated to
protect these targets. The attacker observes the defender’s (possibly
randomized) strategy and then chooses a single target to attack.

A pure strategy for the defender is a specific allocation of re-
sources 𝑅 across targets 𝑇 , subject to allocation or scheduling con-
straints such as limits on patrol routes or inspection capacity. The
attacker’s pure strategy is to choose one target 𝑡 ∈ 𝑇 to attack.

Train

Evaluate

Deploy

LLM lifecycle

Poisoned data / feedback

Worst-case tail events

Heterogeneous LLMs
and tasks with varied

uncertainties and failure rates

Challenges

SSGs to audit data and
human preference signals

Risk-calibrated SSGs to
allocate reviewer effort

SSGs to allocate models
and route tasks strategically

SSG Approach

Figure 1: Illustration of how SSGs can help tackle challenges
in each of the three steps of the lifecycle of LLMs.

A mixed strategy is a probability distribution over pure strategies,
and for the defender this corresponds to randomized protection
patterns designed to deter the attacker.

Each target 𝑡 ∈ 𝑇 is associated with payoff values describing
the utilities for both players, depending on whether the target is
protected. If the attacker chooses target 𝑡 , the defender receives
utility 𝑈 𝑐

𝑑
(𝑡) if 𝑡 is covered and 𝑈𝑢

𝑑
(𝑡) if it is uncovered (𝑈 𝑐

𝑑
(𝑡)

≥𝑈𝑢
𝑑
(𝑡)). The attacker’s utilities are𝑈 𝑐

𝑎 (𝑡) and𝑈𝑢
𝑎 (𝑡) in the covered

and uncovered cases, respectively (𝑈𝑢
𝑎 (𝑡) ≥𝑈 𝑐

𝑎 (𝑡)).
A common modeling assumption is that these payoffs depend

only on the attacked target and its protection status. This indepen-
dence assumption yields a compact representation of the payoff
structure and enables efficient computation of equilibrium strate-
gies. A widely studied special case is the zero-sum setting, where
the sum of defender and attacker utilities for each outcome is con-
stant. See [59, 62] for a comprehensive overview of SSG theory and
applications.

Over the past couple of decades, SSGs have been successfully de-
ployed in numerous real-world security domains. Notable examples
include their use by the U.S. Federal Air Marshals Service[28, 29],
the U.S. Coast Guard[3], and Los Angeles International Airport
(LAX)[56, 57] to optimize patrol schedules, allocate limited enforce-
ment resources, and improve public safety. Beyond physical security,
SSG frameworks have been extended to domains such as cyberse-
curity, wildlife and fisheries protection[21], auditing systems, and
traffic enforcement—demonstrating their flexibility, scalability, and
robustness in adversarial, resource-constrained environments.

2.2 AI Safety
We describe two broad types of risks in modern AI systems: (1)
adversarial data poisoning during training, and (2) unexpected or
misaligned behaviors during deployment. For a more comprehen-
sive overview of AI safety challenges, we refer readers to existing
surveys [14, 31, 69].

2.2.1 Failure modes during training. Data poisoning has been ex-
tensively studied for both pre-training [12, 43, 60, 61, 68, 74, 75]
and post-training stages [8, 11, 17, 64]. Attacks can target large pub-
lic datasets (e.g., Wikipedia) before model training or manipulate
human preference data used in RLHF, often sourced from crowd-
sourcing platforms [54]. Critically, both attack vectors are effective
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with remarkably small amounts of poisoned data: pre-training at-
tacks succeed with constant numbers of examples (around 250) even
as models and datasets scale [60, 68], while post-training attacks
can meaningfully shift model outputs by poisoning just 1–5% of
preference data [8]. Moreover, pre-training poisoning effects can
persist through extensive post-training alignment, and attacks can
succeed using seemingly benign inputs [17, 64], making detection
particularly challenging.

A straightforward defense against data poisoning is data distil-
lation, where potentially harmful samples are filtered out of the
training corpus. This can be implemented using heuristic meth-
ods—such as domain blacklists [1, 20], keyword-based matching
[20], or manually specified rules [4, 27]. Another common strategy
is model-based filtering, in which a separate model—often fine-
tuned on safety-oriented datasets—is trained to identify and remove
undesirable data [1, 47]. As both heuristic and model-based data
distillation methods frame poisoning as a static classification task,
they may implicitly encourage adaptive adversaries to engineer
inputs that fall below detection thresholds.

2.2.2 Failure Modes during Deployment. LLMs often exhibit un-
even skill profiles: strong performance on complex reasoning does
not guarantee reliability on simpler tasks. For example, models that
excel on benchmarks can still fail at basic word-level manipulations
[73], degrade sharply on out-of-domain inputs [55], or generate
invalid intermediate steps and hallucinated conclusions [33, 44].
These uneven capabilities highlight the need for accurate assess-
ment and strategic allocation of models across tasks. Safety fine-
tuning also does not eliminate vulnerability to jailbreaking attacks,
where adversarial prompts induce harmful outputs [15, 16, 77].

As models scale, emergent behaviors introduce additional risks.
While extreme thought experiments such as the paperclip maxi-
mizer illustrate the broader concern [50], current LLMs already dis-
play behaviors suggestive of misaligned incentives, including align-
ment faking [25, 71], scheming [49, 58], sandbagging [41, 63, 65],
and, in rare cases, coercive behaviors such as blackmail [46]. These
risks are heightened by situational awareness [38, 58], where mod-
els behave differently under evaluation than in real deployment.

Red-teaming techniques [13, 23, 48] are currently the primary
method for uncovering such behaviors, but their effectiveness is
limited by the lack of standardized protocols and uncertainty about
real-world adversarial capability [23]. Situational awareness fur-
ther suggests that one-time evaluations are insufficient, motivating
continuous oversight during deployment. Emerging AI control ap-
proaches [26, 34, 35] focus on guardrails—such as human approval
for critical actions or restricting access to sensitive tools—to limit
harm even if misaligned systems are deployed. Both red-teaming
and AI control demand nontrivial human and computational over-
sight, and an SSG framework can unify these considerations by
optimizing how limited auditing resources are allocated.

3 PROPOSED DIRECTIONS
Wepropose three key directions for applying SSGs toward incentive-
aware AI safety. Each direction corresponds to a distinct stage of the
AI lifecycle – training, evaluation, and deployment – and addresses
critical oversight and resource-allocation challenges that current
safety frameworks often overlook.

3.1 SSGs for Data and Feedback Auditing
Modern alignment methods such as RLHF [18] and its variants
(e.g., NLHF [51], SLHF [53]) rely on large-scale human preference
data [54]. Recent work shows that even extremely small amounts
of poisoned feedback—fractions of a percent or a few hundred
samples—can reliably shift model behavior or implant backdoors
[8, 60, 64, 74]. This exposes a structural vulnerability: strategic
annotators can bias alignment data in ways that are difficult to
detect. Existing defenses remain largely heuristic and do not provide
a principled framework for allocating limited auditing resources
against adaptive adversaries.

We propose formalizing feedback auditing as a SSG: a strategic
attacker selects which data to corrupt to maximize misalignment
with normative desiderata (e.g., Constitution [5] or Model Spec
[52]), while a resource-limited defender commits to an auditing
policy in advance. Although full observability of auditing strategies
is unrealistic, aspects of real pipelines – such as which samples
or annotators tend to be rechecked – are often partially learnable.
The Stackelberg assumption thus serves as a conservative design
principle: if a policy is robust under partial leakage, it is likely to
be robust in milder settings as well.

Defenders may employ weaker language models in a similar
spirit to scalable oversight [10] to reduce reliance on costly hu-
man labor, but such models may lack the fidelity needed to detect
subtle corruption or adversarial preference manipulation. Effec-
tive auditing policies may therefore require selective discarding
or re-labeling problematic feedback samples, consistency checks
across annotators, or targeted inspection of high-influence data-
points. Critically, randomized or strategically diversified audits are
necessary to avoid predictable evasion as even limited leakage or
structural regularities can give attackers enough information to
exploit deterministic patterns.

Viewing oversight as strategic deterrence rather than passive
anomaly detection enables principled auditing under tight verifi-
cation budgets. An SSG formulation (1) yields optimized auditing
strategies, (2) clarifies the role of randomness for adversarial ro-
bustness, and (3) directs attention to datapoints with the greatest
misalignment impact (e.g., high-influence samples or annotators
with anomalous behavior).
Key challenge(s). Estimating SSG payoffs in real pipelines requires
causal estimates of misalignment impact (e.g., via influence func-
tions) under noise, annotator collusion, and dataset drift. Another
challenge is deploying randomized audits with knowledge of their
partial observability – a key challenge explored earlier in SSGs[2].
Finally, as SSGs assume a very strong adversary, it is worth explor-
ing what guarantees can be derived under weaker or more realistic
attacker models.

3.2 SSGs for LLM Evaluation
LLMs are deployed across increasingly diverse tasks and domains,
which makes it increasingly difficult to determine how best to
evaluate their safety and reliability before deployment. Given the
open-ended nature of LLM outputs, exhaustively testing all pos-
sible behaviors or failure modes is infeasible. Existing techniques
for probing vulnerabilities, such as jailbreaking [15, 16, 77] and
red-teaming [13, 23, 48], provide only partial coverage of the risk
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landscape due to the vast range of potential prompts, tasks, and
adversarial strategies. We argue that as models grow in scale and
autonomy, evaluation itself becomes a strategic resource allocation
problem. It requires deciding where, how, and to what extent to
allocate limited human and computational oversight.

We propose using SSGs to address the evaluator-allocation prob-
lem: how to optimally assign limited reviewers (human evaluators,
weaker LLMs, or teams of agents) across diverse AI application do-
mains when evaluation capacity is constrained. Consider a setting
with 𝑇 task domains such as coding, medicine, and law. Reviewer
capacity is limited and may include both human experts and weaker
LLMs. Each domain carries a distinct risk profile: coding tasks may
have higher error rates but relatively low consequences, whereas
medical tasks may fail less frequently but carry far greater potential
harm. In SSG terms, these differences correspond to targets with
different payoff structures; allocating resources to each “target”
provides different marginal reductions in expected harm. Similarly,
each reviewer type has different strengths, limitations, and costs.

The defender, representing the auditing organization, allocates
reviewer effort across domains, while the adversary models either
uncertainty about where failures occur or an attacker exploiting
lightlymonitored areas.Within this SSG formulation, the defender’s
goal is to maximize risk-adjusted detection of unsafe behaviors
across domains given limited resources. Once the SSG determines
the optimal allocation of reviewers to different domains, those
reviewers then employ evaluation techniques such as jailbreaking
and red-teaming to actually test themodel in their assigned domains.
Thus, the SSG operates at the strategic resource allocation level,
while jailbreaking and red-teaming serve as the tactical evaluation
methods applied within each domain.

This framework transforms LLM auditing from an ad hoc model-
level process into a principled resource allocation problem grounded
in game theory. Importantly, this approach can be applied not just
as a one-shot evaluation but continuously throughout deployment,
including ongoing monitoring as models interact with real-world
environments.
Key challenge(s). A central technical challenge is to define risk-
calibrated utilities and priors over failure modes so that reviewer
allocation reflects tail-risk rather than average error. This becomes
even more difficult as models and adversaries adapt over time
in a continuous deployment setting. Moreover, human reviewers,
weaker LLMs, and automated test harnesses exhibit distinct error
patterns and failure behaviors, yet we lack a unified framework for
modeling these heterogeneous resources as defender assets within
an SSG formulation. Many LLM tasks (e.g., tool-assisted reasoning)
are also compositional rather than isolated, making it unclear how
to represent composite or hierarchical vulnerabilities as SSG targets.
Finally, learning attacker models from limited adversarial data —
such as jailbreak logs or red-team traces — and integrating these
learned distributions into the attacker side of the game remains
challenging.

3.3 SSGs for LLM Deployment
Modern AI service providers such as Cursor [19], Anthropic [6],
and OpenAI [52] increasingly rely on multiple LLMs, each with
different capabilities, reliability profiles, latency, and cost. As AI

adoption grows, practical deployments will often involve several
models coexisting and collaborating. Determining which model
(or team of models) to assign to each task therefore becomes a
strategic deployment problem under uncertainty. In this setting,
safety extends beyond improving or evaluating individual LLMs to
a higher-level question: given the risks and capabilities of available
models, what is the safest way to deploy them?

Resource limitations (such as inference cost, latency budgets,
and API quotas) and differences in task-level risk (for example,
safety-critical versus low-stakes applications) further complicate
deployment decisions. Different models may also exhibit distinct
risk profiles across tasks, with heterogeneous failure modes that
must be taken into account.

We propose using SSGs to formalize this problem: the defender
allocates limited LLM capacity across heterogeneous tasks, while
the adversary represents either malicious inputs seeking to exploit
weaknesses or even nature (worst-case failures). In this formulation,
"targets" correspond to different tasks (e.g., generating code, an-
swering technical questions, processing sensitive data) or broader
application domains (e.g., law, medicine), and an "attack" represents
either a model failure or an adversarial prompt that exploits tasks
assigned to less capable models. The defender’s strategy determines
which model or model team to deploy for each task while anticipat-
ing that failures are most likely to occur in less-protected areas. This
SSG-based approach enables incentive-aware deployment strate-
gies that balance safety, performance, and cost while remaining
robust to both adversarial threats and task-specific uncertainties in
mission-critical settings.
Key challenge(s). SSG-based deployment plans must operate in
real time within practical, large-scale systems, which may require
moving beyond single-stage formulations toward multi-stage mod-
els that capture evolving deployment dynamics. A major challenge
is that the true risk profiles of different models across tasks are often
unknown and must be learned online. Unlike traditional SSG set-
tings with well-defined, discrete targets, LLM deployment involves
a vast and open-ended task space where failure modes can be subtle,
delayed, or emerge only through model interactions, causing the
underlying payoff structure to shift rapidly. Designing SSG frame-
works that can learn these payoffs while simultaneously optimizing
deployment strategies remains a key challenge.

4 CONCLUSION
This paper suggests that AI safety can benefit from viewing over-
sight as a strategic, resource-constrained problem rather than a
purely model-centric one. SSG provide a principled lens for this
shift, offering a way to reason about limited auditing capacity, ad-
versarial uncertainty, and the multi-stage structure of modern AI
pipelines. Our three directions in the lifecycle of LLMs illustrate
how SSGs can unify disparate safety challenges under a single strate-
gic framework. Looking forward, this perspective opens a broader
research agenda: developing richer models of adversarial behavior,
designing scalable oversight algorithms, and building empirical
testbeds that capture the dynamics of real-world AI systems. By
embracing SSGs, AI safety can move toward more anticipatory and
resilient forms of oversight capable of withstanding the strategic
pressures that will accompany increasingly capable AI systems.
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