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ABSTRACT

In the multi-agent path finding (MAPF) problem, a group of agents
search in a graph for a path for each agent where no two paths
collide. This work considers MAPF applications in which the agents
do not wish to share their paths due to privacy constraints. We
formulate two types of privacy constraints in this context: planning-
level privacy and execution-level privacy. The former means the
agents cannot identify the planned location of the other agents,
and the latter means agents cannot sense the location of each other
during execution. We show a general approach to preserve planning-
level privacy and show to how adapt two popular MAPF algorithms,
namely PIBT and LaCAM, to preserve execution-level privacy. We
also propose a post-processing technique that allows agents to
reduce the costs of the returned solution without losing any privacy.
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1 MOTIVATION AND BACKGROUND

The Multi-Agent Path Finding (MAPF) problem arises when mul-
tiple mobile agents must each find a path from their respective
start locations to their goal locations on a shared graph without
colliding with each other. MAPF is motivated by a wide range of
real-world applications, such as automated warehouse robotics, air-
port ground traffic management, and digital entertainment. In this
work, we consider a privacy-preserving type of MAPF problems,
where the agents must collaborate to avoid collisions, optimize a
shared objective function, and still wish to keep some information
private from each other. Use-cases for privacy-preserving MAPF
include coordinated trucks and drones of different logistics compa-
nies, coordinating routes of human taxi drivers, and coordinating
the movement of robots in shared environments.
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Figure 1: (left) A KPP solution for two agents and k = 2. (right)
FoV of each agent at time step 1.

This form of privacy-preserving collaborative multi-agent plan-
ning has been studied in the context of other types of multi-agent
planning problems, including Multi-Agent STRIPS [1, 8-10], Dis-
tributed Constraints Optimization (DCOP) [3, 5] and Distributed
Constraint Satisfaction Problem (DisCSP) [20, 21]. Yet very limited
work has been done on privacy-preserving MAPF [7]. Our setting
somewhat similar to prior work on distributed methods for solving
MAPF [6, 7, 14, 18, 19]. One such approach [2, 7] has each agent
plan independently, coordinating and replanning online with other
agents that enter its field of view. In that scheme, and in general
in existing decentralized MAPF algorithms, agents may know the
partial path of other agents if they are close to each other during
the runtime. Thus, they do not provide any privacy guarantees,
which is our primary objective.

Background. A classical MAPF problem with N agents is defined
by a tuple (G, s, t) where G = (V, E) is an undirected graph whose
vertices are the possible locations agents may occupy, and every
edge (v,u) € E represents that an agent can move from v to u
without passing through any other vertex. The functions s and
t map each agent to its initial and desired destination locations,
respectively. Time is discretized into time steps. In every time step,
each agent can either wait in its current location or move to a
location adjacent to its current location. A single-agent plan for an
agent i is a sequence of actions (wait or move) that if performed
starting from s(i) will end up in ¢(i). A joint plan is a set of single-
agent plans, one for each agent. For a joint plan IT, we denote by II;
its constituent single-agent plan for agent i, and denote by II;(t)
as the vertex agent i is planned to occupy at timestep ¢ according
to IT;. A pair of agents i and j have a vertex conflict in a joint plan
IT if, according to their respective single-agent plans II; and II;,
both agents are planned to occupy the same vertex at the same
time. Similarly, agents have a swapping conflict in a joint plan if
they are planned to swap locations over the same edge at the same
time. A valid solution to a MAPF problem is a joint plan without
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any conflict. The sum of costs (SOC) of a solution is the sum over
the lengths of the single-agent plans in the solution.

Many algorithms have been proposed for solving classical MAPF [4,
17]. Prominent examples include CBS [15], which is optimal and
solution-complete; LaCAM [11], which is complete; LaCAM* [12],
which finds an initial solution and then continuously improve it
as long as additional runtime is available; and PIBT [13], which is
neither complete nor optimal yet is known to be very fast.

2 PROBLEM SETUP

In this work, we consider a group of agents faced with a classical
MAPF problem (G, s, t). Each agent is fully aware of the underlying
graph G, yet it does not know the initial and target location of the
other agents. To coordinate, the agents may send messages to each
other directly and immediately. However, each agent does not wish
the agents to know where it plans to visit in every timestep on its
way to its target. That is, for a MAPF solution II, agent i, and time
step t, the private information agent i does not wish to disclose is the
location IT;(t). We consider two stages where such information can
be revealed or inferred — during planning and during execution.

3 PLANNING-LEVEL PRIVACY

We denote by p the set of messages passed between the agents
during the planning process. The agents’ belief about agent i at time
t, denote b;(p, t), is the set of locations agent i may occupy at time
t according to p. In other words, b; (1, t) captures the uncertainty of
the other agents regarding the true location of i at timestamp ¢. The
belief state of the agents is the vector b = (b1, ...,by) containing
all the agents’ beliefs.

Definition 3.1 (k-Privacy). A belief state b is said to preserve k-
Privacy if for every agent i and time step ¢, it holds that |bf (W] = k.

Intuitively, this means that for every agent i and time step ¢, the
messages sent during planning are not sufficient to allow the other
agents to narrow down the possible location of agent i to fewer
than k possible locations.

Next, we propose the k-Privacy Preserving MAPF Planner (xPP),
which is a general algorithm for solving a MAPF problem while
ensuring the agents’ belief state preserving k-privacy throughout
planning. KPP works by having each agent i create a set of k — 1
mock agents, each associated with a unique pair of initial and target
locations. Then, the agents collaboratively solve a larger MAPF
problem that includes non-conflicting single-agent plans for both
real and mock agents. Finally, each (real) agent follows the single-
agent plan created for it, discarding the plans created for the mock
agents. Figure 1(left) illustrates a MAPF problem with two agents
and the solution created for it by kPP for k = 2. The mock agents
are marked in green and orange and the dashed lines mark the
plans created for them.

A challenge in kPP is how each agent chooses the initial and
target locations of its k—1 mock agents. One way to do this is to have
each agent choose its group of locations randomly. A limitation for
this approach is that two agents may collide in their assignments.
Another approach is to model the problem of choosing the mock
agents in a privacy-preserving manner as a Distributed CSP, for
which there exists privacy-preserving solution methods [21]. Yet
another approach for choosing mock agents is to use an external
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dispatcher agent, which dispatches mock agents that do not collide
to all agents. Using such an external dispatcher can be viewed as
some loss of privacy, but only if the dispatcher collaborates with
one of the agents.

4 EXECUTION-LEVEL PRIVACY

Even if they execute a MAPF solution generated with KPP, the agent
may still compromise their privacy during execution if the agents
are equipped with sensors that allow them to sense the location of
nearby agents. We formalize the sensing capability of an agent i by
a Field of View (FoV) function F; that maps every possible location
v of agent i to the locations agent i can sense when situated in v.

Definition 4.1 (FoV Conflict). A pair of single agent plans II; and
I1; assigned to agents i and j, respectively, are said to have a FoV
conflict if there exists t such that either IT;(t) € FoV;(II;(t)) or
IT;(t) € FoVi(IL;(2)).

A MAPF solution is said to preserve Runtime k-Privacy if the
belief state generated from finding IT preserves k-Privacy and there
are no FoV conflicts in II. To obtain a Runtime k-Privacy solution,
we propose to use KPP and modify the underlying MAPF planner
to incorporate additional FoV conflicts. These FoV conflicts are
enforced only between different agent groups (where an agent
group is a real agent and its mock agents), since visibility among
agents of the agent group does not compromise privacy during
execution. Figure 1(right) shows the FoV of the agents at time step
1. Notice that the FoV of agents ag, and ao, contain the other agent,
but it is fine since they are both in the same agent-group.

Improving Solution Quality. In a runtime k-privacy solution, all
the locations planned for agent i and associated k — 1 mock agents
will not be in the FoV of any other agent at the same time. We refer to
such vertices, i.e., the vertices that are guaranteed to not be sensed
by any other agents, as the safe zone of agent i at timestep t. Each
agent can choose a different plan for itself without coordinating
with the other agents as long as the new plan only occupies vertices
in corresponding safe zones. This can be beneficial, as the agent
may now prioritize its single-agent plan over those of its k — 1
mock agents, potentially obtaining lower SOC for itself, without
compromising privacy. Moreover, the agents can split between
themselves the locations not in any safe zone cells, obtaining an
extended safe zone for each agent.

5 CONCLUSION AND FUTURE WORK

We introduce a new aspect to MAPF research: planning-level pri-
vacy and execution-level privacy. We formalized these notions and
proposed methods for achieving them, based on existing MAPF
solvers. We also proposed a post-processing mechanism for improv-
ing the quality of the solutions by defining for each agent safe-zones
where it can freely re-plan. We implemented privacy-preserving
solvers as outlines in this work based on PIBT and LaCAM*. An
evaluation on standard MAPF benchmarks [16] for different values
of k and sensing ranges showed that, as expected, increasing k and
sensing ranges drastically increase runtime and solution quality in
most cases. Future work will extend this experimental evaluation,
develop efficient suboptimal and optimal privacy-preserving MAPF
solvers, and explore tradeoffs between privacy, runtime, and cost.
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