
Byzantine Fault Tolerance in Distributed Constraint Optimization
Problems

Koji Noshiro

University of Tsukuba

Tsukuba, Japan

noshiro@mas.cs.tsukuba.ac.jp

Koji Hasebe

University of Tsukuba

Tsukuba, Japan

hasebe@cs.tsukuba.ac.jp

ABSTRACT
Fault tolerance is crucial for the reliability of multi-agent system

applications. This paper addresses fault-tolerant algorithms for

solving distributed constraint optimization problems (DCOPs) in

the presence of Byzantine faults, the most critical type of fault. First,

we define a novel class of DCOPs to handle faulty agents, namely a

Fault-Tolerant DCOP (FT-DCOP). This class extends the standard

DCOP formulation to explicitly introduce the concept of faulty

agents. Additionally, we prove an impossibility result for FT-DCOPs

regarding the allowable proportion of faulty agents, revealing fun-

damental limitations. Furthermore, we propose a fault-tolerant

algorithm for solving FT-DCOPs that combines the well-known

Max-Sum algorithm with replication. Unlike general replication

approaches that rely on complex Byzantine consensus protocols

and strong assumptions, the proposed algorithm employs a simple

verification step based on a synchronous message-passing mecha-

nism and the deterministic nature of Max-Sum, thereby avoiding

Byzantine consensus and relaxing the assumptions. Finally, we ex-

perimentally evaluate the performance of the standard Max-Sum

and the proposed algorithm in the presence of Byzantine faulty

agents. The results demonstrate that the standard Max-Sum al-

gorithm is vulnerable to faulty agents and generates low-quality

solutions, while the proposed algorithm is resilient and matches

the fault-free performance of Max-Sum with manageable commu-

nication overhead.
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1 INTRODUCTION
A Distributed Constraint Optimization Problem (DCOP) [7, 17] is

a framework for formulating multi-agent coordination problems.

In this framework, multiple agents cooperate to find an optimal

solution that maximizes (or minimizes) the sum of utility (or cost)
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functions defined over their variable domains. DCOPs have been

applied in various areas, such as event scheduling [14], sensor

networks [14, 23], and smart environment configuration [21].

Over the decades, a variety of algorithms have been proposed

for solving DCOPs, and they are typically classified into two cat-

egories: complete and incomplete. Complete algorithms, such as

ADOPT [17] and DPOP [19], guarantee optimal solutions but in-

cur significant computational costs due to the NP-hardness of

DCOPs [17]. In contrast, incomplete algorithms, such as MGM [13],

DSA [23], and Max-Sum [6], efficiently find approximate solutions.

For instance, the Max-Sum algorithm approximates the objective

function through message passing to find solutions. Although these

DCOP algorithms solve DCOPs effectively, most rely on an assump-

tion that all agents correctly adhere to their prescribed procedure.

In practical systems, however, agents may malfunction and devi-

ate from the algorithm. Moreover, malicious attackers may control

agents to disrupt the optimization process. In the context of dis-

tributed systems, such unintended behaviors of agents are modeled

as Byzantine faults [10], where agents can take arbitrary actions.

These Byzantine faulty agents can significantly compromise the

performance of existing DCOP algorithms. For example, let us con-

sider an event scheduling problem where multiple trucks (agents)

must coordinate schedules to avoid concentration at particular ter-

minals [1, 20]. During algorithm execution, faulty agents may send

erroneous messages to correct agents, which can yield suboptimal

solutions that violate constraints, leading to infeasible schedules for

trucks or excessive concentration. As such results can cause critical

economic losses and degrade system reliability, the vulnerability to

Byzantine faults hinders practical applications of DCOP algorithms.

To achieve fault tolerance against such Byzantine faults in dis-

tributed systems, researchers have explored several approaches.

One major approach is replication, which involves replicating com-

putational processes across multiple agents to mask the effects of

faulty agents. Rust et al. [21] proposed a method for incorporat-

ing this technique into DCOP algorithms. Their work, however,

focused on handling agent removal such as network disconnection

and crashes, rather than tolerating Byzantine faults. Moreover, that

work assumed that correct agents can identify the faulty agents

before responding, which is restrictive in the presence of Byzantine

faults, as such identification is non-trivial.

This paper addresses Byzantine fault tolerance in DCOP algo-

rithms. In contrast to previous work, we assume that correct agents

do not know the identities of faulty agents in advance. To the best

of our knowledge, this is the first study to tackle Byzantine faults in

DCOP algorithms where agents may deviate arbitrarily from their

prescribed procedures.

Our contribution is fourfold: (1) we introduce a novel DCOP

class for handling faulty agents; (2) we establish an impossibility
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result for solving that problem; (3) we propose a fault-tolerant

DCOP algorithm based on the Max-Sum algorithm; and (4) we

demonstrate the vulnerability of Max-Sum to Byzantine faults and

the resilience of the proposed algorithm through experiments.

First, we introduce a Fault-Tolerant DCOP (FT-DCOP), a novel

class of DCOPs designed to accommodate faulty agents. This new

formulation extends the standard DCOP model by explicitly incor-

porating the notion of faulty agents. In FT-DCOPs, correct agents

aim to find optimal solutions while tolerating interference from

faulty agents. In addition to the problem definition, we also de-

fine the concept of an ideal fault-tolerant algorithm for solving

FT-DCOPs.

Furthermore, we prove an impossibility result for FT-DCOPs. It

demonstrates that for any utility function, more than half of the

agents with knowledge of that function must be correct. This impos-

sibility result is crucial for clarifying the fundamental limitations of

the problem, as is common in research on Byzantine fault-tolerant

distributed systems, such as consensus problems [10, 12].

Additionally, we propose a fault-tolerant DCOP algorithm for

solving FT-DCOPs, namely Replicated-Max-Sum (Repl-Max-Sum).

This algorithm incorporates replication into the Max-Sum algo-

rithm, while avoiding the complexity and strong assumptions of

naive replication approaches under the Byzantine fault model. In

particular, general replication methods [3, 16, 22] require complex

Byzantine consensus protocols and rely on restrictive assumptions

to circumvent impossibility results for consensus [10, 12]. To avoid

these requirements, Repl-Max-Sum employs synchronous message

passing and introduces a simple verification step for replication.

This design effectively masks the influence of faulty agents, allow-

ing correct agents to obtain approximate solutions.

Finally, we experimentally evaluate the performance of Repl-

Max-Sum and the standard Max-Sum in a setting where Byzantine

faulty agents send random messages to correct agents. In the exper-

iments, we used two types of problems: graph coloring problems,

which are common benchmarks for DCOP algorithms, and truck ap-

pointment scheduling, which represents a more practical scenario.

The results demonstrate that Repl-Max-Sum masked the effects of

faulty agents and obtained solutions identical to those in fault-free

cases, while incurring manageable communication overhead. In

contrast, the standard Max-Sum was disrupted by faulty agents,

resulting in low-quality solutions that violate given constraints.

These results highlight the significance of fault tolerance in DCOP

algorithms.

The remainder of this paper is organized as follows. Section 2

reviews related work. Next, Section 3 presents the necessary prelim-

inaries. Subsequently, Section 4 defines our novel problem class and

presents an associated impossibility result. Then, Section 5 details

the proposed algorithm, and Section 6 evaluates its performance.

Finally, Section 7 concludes the paper and discusses future work.

2 RELATEDWORK
This section reviews existing work on DCOPs involving faulty or

adversarial agents, as Byzantine faults encompass both behaviors.

Several studies have explored DCOP algorithms for environ-

ments where agents may cease to function. Self-stabilizing Dis-

tributed Pseudo-tree Optimization Procedure (S-DPOP) [18] and

Support-Based Distributed Optimization (SBDO) [2] handle DCOPs

with dynamic configurations, such as varying sets of participating

agents. These algorithms can achieve (near-)optimal solutions even

when some agents stop functioning. From a communication per-

spective, Zivan et al. [24] analyzed the effects of message delays

and loss on Max-Sum variants, which is relevant to scenarios where

agents suffer from link failures.

Rust et al. [21] introduced a replication technique into DCOP

algorithms to achieve resilience to the dynamic nature of smart

home environments, where devices can be added or removed. To

address this challenge, they proposed the concept of k-resilience,
a property ensuring that a system can be repaired even after up

to 𝑘 agents are removed. The authors also proposed methods for

determining an efficient distribution of replicas across agents to

guarantee 𝑘-resilience.

These previous studies, however, only considered a limited type

of fault, such as agents that stop functioning. Consequently, the

algorithms are vulnerable to Byzantine faults, where agents can

maliciously exhibit incorrect behaviors.

Other studies have addressed DCOPs with adversarial agents.

For example, a Quantified DCOP (Q-DCOP) [15] is a class of DCOPs

that models systems with adversarial agents that do not cooperate

with others. In this model, variables associated with the adversar-

ial agents can adopt arbitrary assignments. The authors proposed

algorithms for calculating bounds on the utilities (or costs) of op-

timal solutions under the assumption of such arbitrary variable

assignments. Furthermore, Lass et al. [11] proposed a method for ob-

taining robust solutions against faulty agents that adopt worst-case

assignments, assuming prior identification of faulty agents.

Although the aforementioned studies provide a degree of robust-

ness against faults, they rely on strong assumptions that hinder

their practical application in systems requiring high reliability. First,

the existing algorithms assume that no agents send incorrect mes-

sages. That is, they lack resilience to Byzantine faulty agents that

can deviate from their intended procedure. Second, they assume

that correct agents can identify faulty (or adversarial) agents in ad-

vance. However, identifying Byzantine faults during the executions

of DCOP algorithms is non-trivial.

In contrast to previous studies, this paper addresses Byzantine

faults that are not known to correct agents beforehand and pro-

poses a DCOP algorithm to tolerate them. Moreover, to clarify the

objective of such fault-tolerant algorithms, we define a novel class

of DCOPs that explicitly models the presence of faulty agents.

3 PRELIMINARIES
In this section, we define standard DCOPs and one of their primary

representations, namely factor graphs. Additionally, we describe

the Max-Sum algorithm, which serves as the foundation for our

proposed algorithm.

3.1 DCOP
A DCOP is formally defined as a tuple (𝐴,𝑋, 𝐷, 𝐹, 𝛼). Here, 𝐴 =

{𝑎1, . . . , 𝑎 |𝐴 | } is a finite set of agents, and 𝑋 = {𝑥1, . . . , 𝑥 |𝑋 | } is
a finite set of variables. 𝐷 = {𝐷1, . . . , 𝐷 |𝑋 | } is a set of finite do-

mains, where 𝐷𝑖 is the domain for variable 𝑥𝑖 . 𝐹 = {𝑓1, . . . , 𝑓 |𝐹 | }
is a finite set of utility functions, where each utility function 𝑓𝑖 :
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∏
𝑥 𝑗 ∈x𝑖 𝐷 𝑗 → R+ ∪ {0} has a scope x𝑖 ⊆ 𝑋 . Finally, the function

𝛼 : 𝑋 → 𝐴 assigns each variable to an agent. In the standard DCOP

model, variable 𝑥𝑖 is controlled exclusively by agent 𝑎 𝑗 = 𝛼 (𝑥𝑖 ).
The objective in a DCOP is to find a variable assignment, 𝜎∗, that

maximizes the sum of all utility functions. This optimal solution is

formally defined as:

𝜎∗ ∈ argmax

𝜎∈∏𝑥𝑗 ∈𝑋 𝐷 𝑗

∑︁
𝑓𝑖 ∈𝐹

𝑓𝑖
(
𝜎x𝑖

)
, (1)

where 𝜎x𝑖 is the projection of the assignment 𝜎 onto the variables

in the scope of 𝑓𝑖 .

3.2 Factor Graph
A factor graph [6, 7] is a primary graphical representation of a

DCOP. It is a bipartite graph composed of two types of nodes:

variable nodes and function nodes. For a given DCOP (𝐴,𝑋, 𝐷, 𝐹, 𝛼),
its corresponding factor graph𝐺 = (𝑉 , 𝐸)must satisfy the following

conditions:

(1) The set𝑉 = 𝑋 ∪ 𝐹 of nodes consists of variable nodes 𝑋 and

function nodes 𝐹 .

(2) The set 𝐸 of edges consists of undirected edges, where an

edge (𝑥𝑖 , 𝑓𝑗 ) exists in 𝐸 if and only if the variable 𝑥𝑖 is in the

scope of the utility function 𝑓𝑗 (i.e., 𝑥𝑖 ∈ x𝑗 ).
For simplicity, we reuse symbols from the DCOP definition for

the factor graph. The sets of variable nodes and function nodes

are denoted by 𝑋 and 𝐹 , respectively. Accordingly, an individual

variable node is denoted by 𝑥𝑖 and a function node by 𝑓𝑗 . The set

of neighboring nodes of a node 𝑣 ∈ 𝑉 is denoted by 𝑁 (𝑣) ⊆ 𝑉 .

3.3 Max-Sum
The Max-Sum algorithm [6] is a well-known incomplete DCOP

algorithm that operates on factor graphs. In this algorithm, variable

and function nodes, each operated by its respective agent, itera-

tively exchange messages to find an optimal solution. Max-Sum is

theoretically proven to converge to an optimal solution on acyclic

factor graphs, although convergence is not guaranteed for those

with cycles.

During its execution, both types of nodes send distinct messages

to their neighbors. For an assignment 𝑑𝑖 ∈ 𝐷𝑖 of a variable 𝑥𝑖 , two

types of messages are recursively defined. The message 𝑞𝑖, 𝑗 (𝑑𝑖 )
is sent from a variable node 𝑥𝑖 to a function node 𝑓𝑗 , while the

message 𝑟 𝑗,𝑖 (𝑑𝑖 ) is sent from a function node 𝑓𝑗 to a variable node

𝑥𝑖 . These messages are defined as follows:

𝑞𝑖, 𝑗 (𝑑𝑖 ) = 𝑐𝑖, 𝑗 +
∑︁

𝑓𝑗 ′ ∈𝑁 (𝑥𝑖 )\{ 𝑓𝑗 }
𝑟 𝑗 ′,𝑖 (𝑑𝑖 ) , (2)

where 𝑐𝑖, 𝑗 is a normalization constant that ensures

∑
𝑑∈𝐷𝑖

𝑞𝑖, 𝑗 (𝑑) =
0, and

𝑟 𝑗,𝑖 (𝑑𝑖 ) = max

𝜎∈Σ𝑗

−𝑖

©­­«𝑓𝑗 (𝑑𝑖 , 𝜎) +
∑︁

𝑥𝑖′ ∈𝑁 (𝑓𝑗 )\{𝑥𝑖 }
𝑞𝑖′, 𝑗

(
𝜎𝑥𝑖′

)ª®®¬ , (3)

where Σ
𝑗
−𝑖 =

∏
𝑥𝑖′ ∈x𝑗 \{𝑥𝑖 } 𝐷𝑖′ and 𝜎𝑥𝑖′ represents the assignment

of variable 𝑥𝑖′ within 𝜎 . Each node iteratively updates its outgoing

messages based on incomingmessages from its neighbors and sends

them until termination. Finally, each variable node 𝑥𝑖 computes

Figure 1: Truck Appointment Scheduling via DCOP

𝑑∗ ∈ argmax𝑑∈𝐷𝑖

∑
𝑓𝑗 ∈𝑁 (𝑥𝑖 ) 𝑟 𝑗,𝑖 (𝑑), which yields an approximate

solution to the DCOP.

4 FAULT-TOLERANT DCOP
In this section, we define a novel class of DCOPs, termed a Fault-

Tolerant DCOP (FT-DCOP), to introduce the concept of fault toler-

ance. First, we describe a motivating scenario in this paper. Subse-

quently, we present the definition of FT-DCOPs and then discuss

its applicability and limitations. Furthermore, we establish an im-

possibility result for FT-DCOPs.

4.1 Motivating Scenario
We first describe a motivating scenario: truck appointment schedul-

ing [1, 20], an event scheduling problem for delivery trucks. Let us

consider a system where distributed servers, referred to as agents,

execute a DCOP algorithm to determine when trucks visit their

destination terminals. After the algorithm execution, agents inform

trucks of the computed schedules, and the trucks deliver according

to them. Figure 1 illustrates the system architecture.

In this system, agents may deviate from the DCOP algorithm by

the effects of malfunction or malicious attacks. We refer to agents

exhibiting such deviation collectively as faulty agents. They may

stop functioning and send incorrect information to other correct

agents, which can severely compromise the algorithm performance.

To avoid this disruption, fault-tolerant DCOP algorithms enable

correct agents to compute optimal solutions and offer them to trucks.

This tolerance can be acquired because faulty agents can only affect

the procedure of the DCOP algorithm, that is, they cannot directly

control the decision of trucks. In this paper, we assume systemswith

such characteristics and focus on the tolerance to faulty behaviors

during the execution of DCOP algorithms.

4.2 Definition of FT-DCOP
An FT-DCOP is defined as a tuple (𝐴,𝑋, 𝐷, 𝐹, 𝛼,𝛾). The components

𝑋 , 𝐷 and 𝐹 are identical to those in the standard DCOPs. In an FT-

DCOP, agents are classified as either correct or faulty. An agent

is considered correct if it properly executes the given algorithm;

otherwise, it is faulty. We assume that faulty agents exhibit Byzan-

tine behaviors, i.e., they can behave arbitrarily. The sets of correct

and faulty agents are denoted by 𝐻 ⊆ 𝐴 and 𝐵 ⊂ 𝐴, respectively,

where 𝐴 = 𝐻 ∪ 𝐵 and 𝐻 ∩ 𝐵 = ∅. Furthermore, we modify the

definition of the function 𝛼 to map a variable to a set of agents, i.e.,

𝛼 : 𝑋 → 2
𝐴
. In this formulation, the function represents a set of

agents responsible for a variable, rather than an agent exclusively

controlling it. Additionally, we define 𝛾 : 𝐹 → 2
𝐴
as a function that

maps each utility function to a set of agents that know its definition.
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This notion is essential for proving our impossibility result. As with

the standard DCOPs, correct agents aim to find an optimal solution

defined in Eq. (1).

We adopt the standard communication model for DCOPs. Specif-

ically, we assume that messages are eventually delivered to their

intended recipients within a finite delay, and that recipients can

reliably identify the sender of each message.

Applicability. FT-DCOPs can be applied to various systemswhere

faulty agents are unable to manipulate the final variable assign-

ments. This property holds if agents executing DCOP algorithms

are distinct from actors that make decisions based on the obtained

solutions, as in the aforementioned scenario. Such separation allows

our model to employ replication, where multiple agents perform

computations for the same variables. Although this approach differs

from standard DCOP applications, it is essential for Byzantine fault

tolerance. Representative examples with the property include edge

computing systems that optimize action plans and schedules for

multiple robots and IoT (the Internet of Things) devices [4, 8, 9].

Limitations. If faulty agents can directly influence variable as-

signments, the FT-DCOP formulation may be unsuitable. For in-

stance, in systems where mobile robots execute DCOP algorithms,

faulty robots can ignore their obtained solutions and adopt other

assignments for their variables (e.g., positions), potentially affecting

utilities of correct robots. Handling such scenarios would require

fundamentally different algorithmic mechanisms. Thus, we focus

on the constrained setting above, which enables us to establish es-

sential theoretical foundations for fault-tolerant DCOP algorithms.

4.3 Impossibility of FT-DCOP
This subsection establishes a fundamental impossibility on solving

FT-DCOPs. Intuitively, an optimal solution cannot be guaranteed

if, for any given utility function, there is not a sufficient majority

of correct agents with knowledge of it.

To formalize this impossibility, we first define the notion of an

ideal fault-tolerant algorithm for solving FT-DCOPs, which we

term a (𝑔, 𝑘)-complete FT-DCOP algorithm. This definition relies on

two parameters: 𝑔 ∈ N, which represents the lower bound on the

number of agents possessing knowledge of any utility function,

and 𝑘 ∈ N, which represents the upper bound on the number of

faulty agents within that set.

Definition 4.1. A (𝑔, 𝑘)-complete FT-DCOP algorithm is an al-

gorithm that guarantees an optimal solution to any FT-DCOP

(𝐴,𝑋, 𝐷, 𝐹, 𝛼,𝛾) in the presence of a set 𝐵 ⊂ 𝐴 of faulty agents, pro-

vided that for any utility function 𝑓𝑖 ∈ 𝐹 , the conditions 𝑔 ≤ |𝛾 (𝑓𝑖 ) |
and 𝑘 ≥ |𝛾 (𝑓𝑖 ) ∩ 𝐵 | both hold.

This definition allows us to state the impossibility result formally,

as presented in Theorem 4.2. We show its proof in Section A of the

supplementary material
1
.

Theorem 4.2. For any𝑔 and𝑘 such that𝑔 ≤ 2𝑘 , no (𝑔, 𝑘)-complete
FT-DCOP algorithm exists.

This theorem reveals a fundamental limitation: to guarantee op-

timality, the set of agents that know any utility function must have

1
The supplementary material is available at https://mas.cs.tsukuba.ac.jp/~noshiro/.

Figure 2: Overview of Repl-Max-Sum

size at least 2𝑘 + 1, so that a strict majority are correct. Accordingly,

the proposed algorithm in the next section is developed under this

necessary assumption.

5 REPLICATED-MAX-SUM
We propose a fault-tolerant DCOP algorithm, namely Replicated-

Max-Sum (Repl-Max-Sum), for approximately solving FT-DCOPs.

In this section, we introduce the key idea of the algorithm, describe

its design, and present its properties and analysis.

5.1 Key Idea
Repl-Max-Sum aims to overcome the vulnerability of the Max-Sum

algorithm to Byzantine faults. In the standard Max-Sum, an agent is

assigned to each node in the factor graph. Under this design, even if

faulty agents send erroneous messages, correct agents cannot detect

these errors, because they do not observe the inputs of faulty agents

and cannot rule out the possibility that themessages were computed

correctly. Such undetected erroneous messages can disrupt the

entire optimization process.

Conversely, Repl-Max-Sum replicates the computational pro-

cesses of nodes across multiple agents. In this algorithm, correct

agents, or replicas, send identical messages when they receive iden-

tical inputs, owing to the deterministic nature of Max-Sum. Then,

receiving replicas can identify the correct messages by taking the

majority, a standard mechanism in replication.

Figure 2 illustrates Repl-Max-Sum. Each node (i.e., 𝑥1, 𝑥2, and

𝑓1) is replicated across three agents. For example, replicas of 𝑓1 run

on the green, yellow, and blue agents; the blue agent also runs a

replica of 𝑥1. Although a faulty replica of 𝑥1 (depicted as a crossed

circle) may send incorrect messages, receiving replicas identify

and ignore them via majority-based verification, thereby sending

correct subsequent messages.

In general, replication methods require complex procedures and

stringent assumptions under the Byzantine fault models [3, 16, 22].

Specifically, correct replicasmust reach consensus on the processing

order of received messages to ensure identical state transitions.

This is typically achieved by Byzantine consensus protocols, which

involve intricate designs. Moreover, according to the impossibility

results for Byzantine consensus [10, 12], the replica set size must

exceed 3𝑘 , where 𝑘 bounds the number of faulty replicas.
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Algorithm 1: Repl-Max-Sum (replica 𝑎𝑖 ∈ 𝑅(𝑣) of node
𝑣 ∈ 𝑉 )

1 𝑠𝑖 ← 1; 𝐿𝑖 ← ∅;
2 procedure When message𝑀 = (𝑚, (𝑣 ′, 𝑣), 𝑠) 𝑗 is received
3 store𝑀 in 𝐿𝑖 ;

4 procedure ReplMaxSum
5 initialize 𝑞 and 𝑟 messages to zero;

6 while termination condition is not satisfied do
7 update 𝑞 (resp. 𝑟 ) messages by Eq. (2) (resp. Eq. (3));

8 let𝑚𝑣′ be 𝑞 or 𝑟 messages to send to 𝑣 ′ ∈ 𝑁 (𝑣);
9 send𝑚𝑣′ to all 𝑅(𝑣 ′) for all 𝑣 ′ ∈ 𝑁 (𝑣);

10 wait until 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 (𝑚′
𝑣′ , 𝑣
′, 𝑠𝑖 ) holds for all 𝑣 ′ ∈ 𝑁 (𝑣)

and some𝑚′
𝑣′ ;

11 store the received content𝑚′
𝑣′ for all 𝑣

′ ∈ 𝑁 (𝑣);
12 𝑠𝑖 ← 𝑠𝑖 + 1;
13 return an optimal assignment if 𝑣 ∈ 𝑋 ;

By contrast, Repl-Max-Summitigates these complexities and pre-

requisites by modifying the message-passing mechanism in Max-

Sum. In Repl-Max-Sum, replicas send messages synchronously after

receiving verified messages from all neighboring nodes, whereas

the standard Max-Sum can proceed asynchronously [24]. This syn-

chronicity enables replication without the need for consensus on

message ordering via Byzantine consensus protocols. As a result,

Repl-Max-Sum reduces complexity and relaxes the requirement so

that the number of replicas need only exceed 2𝑘 .

5.2 Algorithm Design
This subsection describes the detailed design of the replicas and the

procedure of Repl-Max-Sum. Algorithm 1 presents the pseudocode.

5.2.1 Replicas. As previously mentioned, multiple agents are as-

signed as replicas to each node 𝑣 ∈ 𝑉 in the factor graph. Let 𝑅(𝑣)
denote the set of replicas of node 𝑣 .

We make the following assumptions about where replicas are

placed. For a variable node 𝑥𝑖 ∈ 𝑋 , replicas are assigned to the

agents responsible for that variable (i.e., 𝑅(𝑥𝑖 ) = 𝛼 (𝑥𝑖 )), whereas
for a function node 𝑓𝑗 ∈ 𝐹 , replicas are assigned to the agents

possessing knowledge of the function (i.e., 𝑅(𝑓𝑗 ) = 𝛾 (𝑓𝑗 )).
Furthermore, we assume that the number of faulty agents within

the replica set 𝑅(𝑣) for any node 𝑣 ∈ 𝑉 is at most 𝑘 . Accordingly,

we configure replica sets so that |𝑅(𝑣) | ≥ 2𝑘 + 1. This assumption

is consistent with the condition 𝑔 ≥ 2𝑘 + 1, which is necessary to

avoid the impossibility result established in Theorem 4.2.

5.2.2 Algorithm Procedure. The fundamental procedure of Repl-

Max-Sum follows that of the standard Max-Sum. Replicas generate

messages as described in Section 3.3 and multicast them to the

replicas of neighboring nodes.

Message Format. To enable majority-based verification under

the replication scheme, all correct replicas of a node must send

identical messages. For that purpose, replicas attach additional

information to each message. A message in Repl-Max-Sum has

the form (𝑚, (𝑣, 𝑣 ′), 𝑠)𝑖 , where𝑚 is the message content, 𝑣 is the

source node, 𝑣 ′ is the destination node, 𝑠 is a sequence number, and

𝑖 indexes the sending replica 𝑎𝑖 ∈ 𝑅(𝑣). Each replica 𝑎𝑖 maintains a

sequence number 𝑠𝑖 , initialized to one and incremented by one in

each iteration.

Message Sending. Replicas operate analogously to the correspond-
ing nodes in the standard Max-Sum. They compute messages using

Eqs. (2) and (3). When a replica 𝑎𝑖 ∈ 𝑅(𝑣) computes a message con-

tent𝑚 (i.e., either 𝑞 or 𝑟 message) for a neighboring node 𝑣 ′ ∈ 𝑁 (𝑣),
it multicasts (𝑚, (𝑣, 𝑣 ′), 𝑠𝑖 )𝑖 to all replicas in 𝑅(𝑣 ′).

Message Reception. Upon receiving a message, a replica 𝑎𝑖 stores

it in its message log 𝐿𝑖 . Subsequently, the replica verifies the cor-

rectness of the message by comparing it with other messages in

the log. To formalize this verification, we define the predicate

𝑐𝑜𝑟𝑟𝑒𝑐𝑡 (𝑚, 𝑣 ′, 𝑠) as follows:

𝑐𝑜𝑟𝑟𝑒𝑐𝑡
(
𝑚, 𝑣 ′, 𝑠

)
≡
���{ (𝑚,

(
𝑣 ′, 𝑣

)
, 𝑠
)
𝑗 ∈ 𝐿𝑖 | 𝑎 𝑗 ∈ 𝑅

(
𝑣 ′
)}��� ≥ 𝑘 + 1.

Replica 𝑎𝑖 waits until, for each neighboring node 𝑣 ′ ∈ 𝑁 (𝑣), there
exists a message content 𝑚𝑣′ such that 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 (𝑚𝑣′ , 𝑣

′, 𝑠𝑖 ) holds.
When this condition is met, the replica increments its sequence

number 𝑠𝑖 , computes its outgoing messages based on these verified

contents, and multicasts them. This verification and synchroniza-

tion step is essential to ensure the correctness of Repl-Max-Sum;

we present that guarantee in the next subsection.

5.3 Properties and Analysis
In this subsection, we present the properties and analysis of Repl-

Max-Sum. First, we explain how the algorithm guarantees that

correct replicas exchange proper messages while preventing inter-

ference from faulty replicas. Then, we analyze the communication

complexity of Repl-Max-Sum.

5.3.1 Correctness Guarantee. The correctness of Repl-Max-Sum is

established by the following proposition. It ensures that the correct

replicas of any node send identical messages for a given sequence

number, and therefore, they execute the Max-Sum procedure prop-

erly without being disrupted by faulty replicas.

Proposition 5.1. Given any node 𝑣 ∈ 𝑉 , any neighboring node
𝑣 ′ ∈ 𝑁 (𝑣), and any sequence number 𝑠 , if the algorithm has not
terminated at 𝑠 , then every correct replica 𝑎𝑖 ∈ 𝑅(𝑣) ∩𝐻 sends exactly
one identical message𝑀𝑖 = (𝑚𝑣′ , (𝑣, 𝑣 ′), 𝑠)𝑖 to each replica in 𝑅(𝑣 ′),
where𝑚𝑣′ is the message content for node 𝑣 ′ computed according to
Eq. (2) or (3).

Proof. We prove the proposition by induction.

Base Case (for 𝑠 = 1). All correct replicas initialize the 𝑞 and 𝑟

messages to zero (Line 5). By Eqs. (2) and (3), they deterministically

compute a message content𝑚𝑣′ for node 𝑣
′
(Lines 7 and 8). Thus,

each replica 𝑎𝑖 sends an identical message 𝑀𝑖 = (𝑚𝑣′ , (𝑣, 𝑣 ′), 1)𝑖 .
After waiting for messages from neighboring nodes, the replica

increments its sequence number (Line 12), which ensures it sends

only𝑀𝑖 for the previous sequence number, 𝑠 = 1.

Induction Step. As the induction hypothesis, suppose that all

correct replicas 𝑎 𝑗 ∈ 𝑅(𝑣 ′′)∩𝐻 of any neighboring node 𝑣 ′′ ∈ 𝑁 (𝑣)
send messages𝑀′′

𝑗
= (𝑚′′

𝑣′′ , (𝑣
′′, 𝑣), 𝑠) 𝑗 to replicas in 𝑅(𝑣). Since the

number of faulty replicas in 𝑅(𝑣 ′′) is at most 𝑘 and |𝑅(𝑣 ′′) | ≥ 2𝑘 +1,
there are at least 𝑘 + 1 correct replicas in 𝑅(𝑣 ′′). Hence, each replica
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𝑎𝑖 ∈ 𝑅(𝑣) eventually receives the messages 𝑀′′
𝑗
and satisfies the

predicate 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 (𝑚′′
𝑣′′ , 𝑣

′′, 𝑠) (Line 10). Conversely, by the induction
hypothesis, any messages with sequence number 𝑠 and content

different from 𝑚′′
𝑣′′ can be sent by at most 𝑘 faulty replicas, and

thus cannot satisfy the 𝑐𝑜𝑟𝑟𝑒𝑐𝑡 predicate.

Therefore, each replica 𝑎𝑖 stores the message content𝑚′′
𝑣′′ for

every node 𝑣 ′′ ∈ 𝑁 (𝑣) (Line 11). Subsequently, the replica incre-
ments the sequence number (Line 12), computes the next mes-

sage content𝑚𝑣′ (Lines 7 and 8), and sends the identical message

𝑀𝑖 = (𝑚𝑣′ , (𝑣, 𝑣 ′), 𝑠 + 1)𝑖 to replicas in 𝑅(𝑣 ′) (Line 9). □

5.3.2 Communication Complexity. We next analyze the communi-

cation complexity of Repl-Max-Sum. In the minimum configuration,

Repl-Max-Sum places 2𝑘 + 1 replicas for each node in the factor

graph. Because replicas multicast to all replicas of neighboring

nodes, in each iteration, they transmit𝑂 (𝑘2) messages per original

message defined in the standard Max-Sum. Therefore, letting ℓ de-

note the maximum degree of the factor graph, the total number of

message transmissions per iteration is 𝑂 (𝑘2 ℓ |𝑉 |).
Note that Repl-Max-Sum is practically more efficient than adopt-

ing general replication methods for Max-Sum. First, Repl-Max-Sum

requires only 2𝑘 + 1 replicas per node, whereas general replication
methods require 3𝑘 + 1. Furthermore, unlike those methods, Repl-

Max-Sum does not need Byzantine consensus protocols for message

ordering, which typically incur a heavy coordination process such

as the three-phase commit [3].

6 EXPERIMENTAL EVALUATION
This section experimentally compares the performance of the stan-

dard Max-Sum algorithm and the proposed Repl-Max-Sum algo-

rithm in the presence of Byzantine faulty agents
2
. First, we show

that, when faults are present, Max-Sum suffers substantial degra-

dation in solution quality, and its convergence is impeded by in-

correct messages, potentially increasing runtime. Next, we show

that Repl-Max-Sum masks the effects of faults via replication and

consistently achieves high-quality approximate solutions whose

behavior is identical to that of Max-Sum in the fault-free case.

6.1 Experimental Setup
We evaluate the algorithms on two problem domains: graph col-

oring problems (GCPs), a standard DCOP benchmark, and truck

appointment scheduling (TAS), a realistic scenario described in

Section 4.1.

In the DCOP formulation of both problems, we define utility

functions based on their domain-specific constraints. Let 𝑋𝑖 be

a subset of variables, 𝐶𝑖 (𝑋𝑖 ) a constraint, and 𝜀𝑖 (𝑋𝑖 ) a function

returning a small value for tie-breaking. A utility function 𝑓𝑖 is

defined as follows:

𝑓𝑖 (𝑋𝑖 ) =
{
1 + 𝜀𝑖 (𝑋𝑖 ) if 𝐶𝑖 (𝑋𝑖 ) holds,
𝜀𝑖 (𝑋𝑖 ) otherwise.

(4)

This formulation assigns higher utilities to variable assignments

that satisfy more constraints.

2
The source code is available at https://github.com/nossie0360/ft-dcop-aamas2026.

6.1.1 Graph Coloring Problems. A graph coloring problem assigns

a color to each node in a graph such that adjacent nodes do not

share the same color. In our DCOPmodel, variables represent colors

assigned to nodes, and a binary utility function is defined for each

edge. Specifically, the scope of a utility function 𝑓𝑖 is 𝑋𝑖 = {𝑥 𝑗 , 𝑥 𝑗 ′ },
where 𝑥 𝑗 and 𝑥 𝑗 ′ denote the variables at the edge’s endpoints, and

the constraint prevents those two nodes from sharing the same color,

i.e., 𝐶𝑖 (𝑥 𝑗 , 𝑥 𝑗 ′ ) ≡ 𝑥 𝑗 ≠ 𝑥 𝑗 ′ . Therefore, the optimal DCOP solution

yields a coloring with the minimum number of color conflicts.

For data generation, we used 𝑛 ∈ {12, 24, 36, 48} nodes and, for
each 𝑛, generated 50 random graphs with an average degree of 3

that are 3-colorable. The number of available colors (i.e., the domain

size of each variable) was fixed at 3. Since all graphs are 3-colorable,

the number of violations in the optimal solution is 0.

6.1.2 Truck Appointment Scheduling. Truck appointment schedul-

ing plans the visit time (time slot) of each truck to the terminals,

considering truck availability and terminal capacity. Each truck has

two delivery tasks, each visiting a single terminal. Each terminal

has 𝑇 time slots, and at most one task can be assigned to a slot.

Moreover, each task has a set of available time slots, and the two

tasks belonging to the same truck cannot be scheduled at the same

time. The goal is to find a schedule that satisfies these constraints.

In the DCOP formulation, each variable 𝑥𝑖 represents the time

slot of task 𝑖 . Based on the generic utility function in Eq. (4), we

encode three types of constraints as utilities:

• Terminal capacity constraints. For the set 𝑋𝑖 of variables

corresponding to tasks associated with the same terminal,

all variable assignments must be pairwise distinct.

• Intra-truck collision constraints. For a pair of tasks 𝑥 𝑗 and 𝑥 𝑗 ′
belonging to the same truck, 𝑥 𝑗 ≠ 𝑥 𝑗 ′ must hold.

• Per-task availability constraints. For a single variable 𝑥𝑖 , 𝑥𝑖
must be within the set of available time slots for task 𝑖 .

For generating problem instances, we set the number of trucks to

𝑛 ∈ {12, 24, 36, 48}, the number of terminals to 𝑛/2, and the number

of time slots per terminal to 𝑇 = 8. Thus, the total number of tasks

is 2𝑛 and the total number of time slots is (𝑛/2) · 8 = 4𝑛, keeping

the ratio of tasks to time slots fixed at 0.5. For each task, we first

chose the number of available time slots uniformly at random from

{2, 3, 4, 5, 6} and then sampled that number of time slots uniformly

at random to form the allowable set. For each 𝑛, we randomly

generated 50 feasible instances.

6.1.3 Algorithms and Fault Model. We set the number of agents

executing the algorithms to 𝑛 (equal to the number of graph nodes

for GCPs and the number of trucks for TAS). Each agent is assigned

to at least one node in the factor graph and executes the algorithmic

procedures of its assigned nodes in parallel. Specifically, for Max-

Sum, we assign one agent to each node. In contrast, for Repl-Max-

Sum, we partition the agents into 𝑛/3 sets of three and assign one

set to each node as its replica set. Each replica set tolerates at most

one Byzantine fault (𝑘 = 1). Under this bound, we varied the total

number of faulty agents, 𝑏, up to 𝑛/3 relative to the problem size 𝑛.

A Byzantine faulty agent generates each value of 𝑞 and 𝑟 mes-

sages uniformly at random from the range [0, 1). To avoid trivial
fault detection by correct agents, faulty agents then normalize 𝑞
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Figure 3: Number of Constraint Violations on GCPs (𝑛 = 24)

values as in the Max-Sum procedure. This constitutes a stringent

setting that models hard-to-detect faults.

Furthermore, to reduce redundant messages and enable a fair

comparison, we also employed synchronous message passing for

Max-Sum, identical to Repl-Max-Sum: in each iteration, an agent

sends messages only after it has received messages from all neigh-

bors. The termination condition uses an iteration limit of 1000 and

terminates early if the updates of all 𝑞 and 𝑟 values fall below a

prescribed threshold. For GCPs, a classical Max-Sum implemen-

tation performed poorly; therefore, we introduced damping with

a damping factor of 0.9 [5]. For TAS, sufficient performance was

obtained without damping.

6.1.4 Evaluation Metrics. We evaluate the algorithms in terms of

solution quality, iterations to convergence, and communication

load. We measure solution quality by the total number of con-

straint violations under the obtained assignment. For both problem

domains, the optimal solution has zero violations. Iterations to con-

vergence are measured as the number of iterations until all correct

agents terminate. Communication load is measured as the total

number of exchanged messages per iteration, thereby quantifying

the overhead due to replication and multicast in Repl-Max-Sum.

We report medians and interquartile ranges (IQRs), which are

more robust than means and standard deviations. We adopt these

statistics because the randomly generated problem instances have

highly heterogeneous characteristics, which can induce large stan-

dard deviations and mask true performance gaps.

6.2 Results on Graph Coloring Problems
We systematically varied the number of faulty agents (𝑏) and the

number of agents (𝑛) and compared solution quality, iterations to

convergence, and communication load. All statistics were computed

over 50 instances for each condition.

6.2.1 Solution Quality. Figure 3 presents the number of constraint

violations of the algorithms while fixing 𝑛 = 24 and varying 𝑏 ∈
{0, 2, 4, 6, 8}. Max-Sum without faults (𝑏 = 0) achieved a median

violation count of 1.5 and obtained optimal solutions (zero viola-

tions) on 40% of the instances. In contrast, when faults are present

(𝑏 > 0), the violation counts clearly increase. Notably, even with

a small number of faults (𝑏 = 2, i.e., fewer than 10% of agents), at

least 75% of the instances exhibited 6 or more violations, indicating

a pronounced deterioration in solution quality. Conversely, Repl-

Max-Sum showed the same violation distribution as Max-Sum with

𝑏 = 0, regardless of 𝑏, demonstrating that replication effectively

masks the impact of faults.

Figure 4: Number of Constraint Violations on GCPs (𝑏 = 𝑛/3)

Figure 5: Terminated Iterations on GCPs (𝑛 = 24)

Figure 6: Terminated Iterations on GCPs (𝑏 = 𝑛/3)

Next, Figure 4 shows the number of constraint violations when

varying 𝑛 ∈ {12, 24, 36, 48} and fixing the fault scale at 𝑏 = 𝑛/3. In
this figure, Repl-Max-Sum achieves lower violation counts than

Max-Sum for all 𝑛. Although both algorithms show increasing

violations with growing 𝑛, the growth rate is markedly higher for

Max-Sum. For example, in medians from 𝑛 = 12 to 𝑛 = 48, Repl-

Max-Sum increases by about 2.5 times, whereas Max-Sum increases

by more than 4 times. These results indicate that Max-Sum, without

any fault-tolerant mechanism, becomes increasingly sensitive to

faults as the problem size grows, causing significant degradation in

solution quality.

We also compared the violation counts of the algorithms on

each problem instance. The results show that in over 80% of the

instances with 𝑛 = 24 and 𝑏 ∈ {2, 4, 6, 8}, Repl-Max-Sum obtained

better solutions thanMax-Sum.We discuss this comparison in detail

in Section B of the supplementary material.

6.2.2 Iterations to Convergence. Under synchronous message pass-

ing, we measured the number of iterations until all correct agents

terminated, as shown in Figures 5 and 6. Repl-Max-Sum (and Max-

Sum with 𝑏 = 0) converged on some instances and stopped before

reaching the iteration limit of 1000. In contrast, Max-Sum with

faults (𝑏 > 0) did not converge under any tested condition and
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Figure 7: Number of Constraint Violations on TAS

Figure 8: Terminated Iterations on TAS

always reached the iteration limit. Random messages from faulty

agents destabilize the updates of 𝑞 and 𝑟 messages in Max-Sum,

effectively preventing convergence. Conversely, Repl-Max-Sum

blocks such adverse effects through replication and suppresses the

impact of faults on convergence.

6.2.3 Communication Load. We compared the number of messages

per iteration to assess communication overhead. For the representa-

tive condition 𝑛 = 24 and 𝑏 = 0, Max-Sum averaged 144.6 messages

per iteration, while Repl-Max-Sum averaged 1301.5, i.e., approxi-

mately ninefold. This aligns with the algorithm design and exper-

imental setting, where each node in a factor graph is replicated

threefold and each replica multicasts to the three replicas of its

neighbor, yielding a theoretical scaling factor of 3 · 3 = 9.

6.3 Results on Truck Appointment Scheduling
We compare the algorithms in TAS, a realistic scenario, in the

presence of Byzantine faults. In this scenario, we vary the number

of agents, 𝑛 ∈ {12, 24, 36, 48}, and fix the fault scale at 𝑏 = 𝑛/3.

6.3.1 Solution Quality. The number of constraint violations are

presented in Figure 7. Across 𝑛 ∈ {12, 24, 36, 48}, Repl-Max-Sum

achieves the optimal solution on almost all instances. Specifically,

only one instance for 𝑛 = 36 and three instances for 𝑛 = 48 had

1 or 2 violations. By contrast, Max-Sum exhibits violations in all

instances, with magnitudes roughly proportional to 𝑛. For 𝑛 = 48,

the median violation count reaches 39, representing severe degra-

dation compared to Repl-Max-Sum. In TAS terms, these violations

correspond to infeasible time-slot assignments for tasks or sched-

ules that concentrate excessive arrivals at terminals, undermining

operational reliability. Therefore, deploying Max-Sum directly in

real systems can carry high risk, highlighting the importance of a

fault-tolerant method such as Repl-Max-Sum.

6.3.2 Iterations to Convergence. Figure 8 shows the terminated

iterations of the algorithms. Repl-Max-Sum terminated within 100

iterations in more than 90% of the instances for all 𝑛. Conversely,

Max-Sum did not converge and reached the iteration limit of 1000

in all instances. Thus, random messages generated by faulty agents

destabilize the computation in Max-Sum, significantly increasing

the number of iterations to termination. As in GCPs, Repl-Max-Sum

can block these effects via replication and therefore provide fault

tolerance with respect to both solution quality and convergence.

6.4 Discussion
We compared the behavior of Max-Sum and Repl-Max-Sum with

Byzantine faults present on twoDCOP domainswith distinct charac-

teristics, GCPs and TAS. The results are consistent across domains:

when faults are present, Max-Sum suffers substantial degradation

in solution quality and fails to converge within the iteration limit,

whereas Repl-Max-Sum effectively masks the impact of faults, re-

producing the solutions and iteration counts of fault-free Max-Sum.

Additionally, we observe a communication cost of Repl-Max-

Sum: it increases messages per iteration by roughly ninefold due

to three replicas per node and replica-to-replica multicast. Repl-

Max-Sum messages are, however, small (in our implementation for

GCPs, below 256 bytes each), and send/receive operations across

replicas can be processed with high parallelism. Preliminary mea-

surements on our testbed with two physical servers (see Section B

of the supplementary material for details) showed that even when

the number of concurrent messages increased ninefold, the total

runtime increased by less than a factor of two. These results imply

that the practical runtime overhead of Repl-Max-Sum can scale

more favorably than the increase in message count.

Overall, while Repl-Max-Sum incurs a higher communication

load, its improvements in solution quality and convergence dom-

inate. This yields an acceptable trade-off, particularly in realistic

systems such as TAS, where the risk of deploying Max-Sumwithout

fault tolerance is substantial.

7 CONCLUSION
This paper addressed Byzantine fault tolerance in DCOPs. We first

introduced a novel DCOP class, FT-DCOP, to handle the presence

of Byzantine faults. We also established an impossibility result for

solving FT-DCOPs, implying a strict majority of agents with knowl-

edge of each utility function must be correct. Building on this, we

proposed Repl-Max-Sum, which integrates replication into Max-

Sum while avoiding Byzantine consensus and relaxing assumptions.

Experiments on graph coloring and truck appointment scheduling

showed that, with Byzantine faults present, the standard Max-Sum

degrades markedly in solution quality and fails to converge within

iteration limits, whereas Repl-Max-Sum masks faults and matches

the fault-free performance with manageable communication over-

head. Future work includes more extensive experiments on real

systems and further development of algorithms robust to settings

where faulty agents can directly manipulate variable assignments.
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