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ABSTRACT
Reinforcement learning (RL) agents in adversarial environments
risk being modeled and exploited by opponents that infer their
goals or policies. We introduce Surrogate-Augmented Deception in
Reinforcement Learning (SAD-RL), a framework that trains agents
to resist such modeling by embedding a surrogate predictor into the
learning loop and penalizing its accuracy. Rather than emphasizing
mere unpredictability, SAD-RL promotes strategic opacity—learning
behaviors that remain effective while defying opponent inference.
We evaluate SAD-RL in two representative domains: a discrete
Adversarial Grid World (AGW) and a continuous Sharks and Min-
nows (SaM) pursuit-evasion task. Across both settings, SAD-RL
agents maintain high task performance while exhibiting measur-
able deception against surrogatemodels, achieving a better trade-off
between effectiveness and opacity than conventional RL agents.
We further analyze the trade-off between goal achievement and
opacity, identifying distinct modes of balanced and over-deceptive
behavior. Together, these results establish SAD-RL as a general
and domain-agnostic approach for inducing emergent deception in
reinforcement learning.
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1 INTRODUCTION
Agents competing in adversarial or head-to-head settings may learn
highly effective strategies. However, if those strategies become
predictable, they can be exploited by opponents that infer their
underlying decision rules. For instance, in cybersecurity, a defense
agent that always responds to a specific threat in the same manner
can be circumvented by an adaptive attacker. Initial success may
give way to failure as adversaries learn and counter known tactics.
To succeed in repeated encounters, an intelligent defender must
plan effectively while actively defying opponent modeling efforts.

This work is licensed under a Creative Commons Attribution Inter-
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Reinforcement learning (RL) provides a powerful framework for
discovering complex, high-performing policies through trial and
error. Yet these policies are often opaque: their internal logic may be
difficult to interpret, even for their designers. Explainable RL (XRL)
seeks to address this opacity by constructing surrogate models, such
as decision trees or linear approximators, that mimic an agent’s
behavior in an interpretable form [15, 16]. These surrogates sacrifice
fidelity for transparency, offering valuable insight into a learned
policy’s structure and priorities.

In adversarial environments, however, interpretability can be
a double-edged sword. If an opponent can accurately model and
understand a policy, it gains the power to anticipate, manipulate, or
exploit it. Many domains—from autonomous defense systems and
competitive robotics to economic negotiation—therefore require
agents that are not only competent but also strategically opaque.
In such cases, predictability becomes a liability.

This work reverses the usual XRL objective. Instead of using sur-
rogate models to make our policies interpretable, we embed them in
training as adversarial observers to be defeated. By penalizing how
well a surrogate can imitate the agent, we explicitly incentivize the
policy to behave in ways that are harder to model. This approach
encourages emergent deception: the spontaneous generation of be-
havior that misleads predictive models while still accomplishing
the task at hand.

Overview of Contributions
We introduce SAD-RL (Surrogate-Augmented Deception in Reinforce-
ment Learning), a general framework for training reinforcement
learning agents to resist modeling and exploitation. The method
integrates surrogate predictors directly into the learning loop, trans-
forming interpretability tools into adversarial training instruments.
Our key contributions are as follows:

Formulation: We define the SAD-RL objective and training
procedure, which augment the learner’s rewardwith a penalty
proportional to surrogate model accuracy. This transforms
explainability into a controllable deception mechanism via a
tunable weight 𝜆.

Architecture and Algorithm: Wepresent a domain- and policy-
agnostic training loop (Algorithm 1) and architecture dia-
gram (Figure 1) illustrating how surrogate feedback inte-
grates seamlessly with standard RL pipelines.

Empirical Validation: We evaluate SAD-RL in two represen-
tative adversarial domains—a discreteAdversarial GridWorld
(AGW) and a continuous Sharks and Minnows (SaM) pursuit-
evasion task—showing that SAD-RL agents maintain strong
task performance while achieving measurable deception
against decision and regression tree surrogates.
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Analysis and Metrics: We analyze the trade-off between task
performance and deception using 𝜖-tolerant surrogate ac-
curacy, identifying distinct modes of balanced and over-
deceptive behavior.

Together, these contributions establish SAD-RL as a principled,
domain-agnostic foundation for studying strategic opacity and
deception in reinforcement learning.

2 RELATEDWORKS
2.1 Predictability and Explainability
Gil et al. investigate methods for making agent behavior more
predictable and legible to teammates in collaborative settings [6].
Although the goals of predictability and deception are at odds, their
discussion of the trade-offs between legibility and unpredictability
is relevant, especially in adversarial or mixed-motive environments.
Notably, their introduction of a tunable 𝜆 parameter to control
behavioral predictability could be inverted to generate intentionally
deceptive trajectories.

Xiong et al. introduce XRL-Bench, a benchmark and taxonomy
for evaluating explainability in reinforcement learning [16]. They
focus on objective metrics such as fidelity, stability, and fairness,
and critique over-reliance on subjective measures like user satisfac-
tion. Their work reinforces the need for quantitative metrics when
evaluating surrogate models and explainability mechanisms in RL.

Sieusahai and Guzdial propose the use of interpretable surrogate
models—specifically decision trees combinedwith sprite visualizations—
to explain deepQ-networks (DQNs) trained on pixel-level input [15].
They introduce a fidelity metric based on perturbing important fea-
tures and measuring resulting action changes, which provides a
useful technique for surrogate validation.

Taken together, theseworks view surrogatemodeling as a tool for
transparency. SAD-RL inverts this perspective: rather than seeking
faithful surrogates, it leverages surrogate fidelity as an adversarial
pressure that the agent must learn to minimize. This inversion
transforms interpretability from a post hoc analytic tool into an
online, dynamic training mechanism.

2.2 Deception
Schneider et al. examine how machine learning models can deceive
users through selective or misleading explanations [13]. While
their focus is on the misuse of XAI tools in human-AI interaction,
their findings suggest that deception can emerge not only through
behavior but also through interpretability mechanisms—a concern
that warrants attention in safety-critical settings.

Kim et al. formalize two classes of deceptive strategies—diversionary
and targeted—by defining optimization problems with a tunable
deception parameter 𝛽 [8]. Their work evaluates deception in a
multiagent moving target defense (MTD) setting, assuming that
the adversary learns via inverse reinforcement learning (IRL). They
track opponent misclassification rates as their metric for deception.
However, the assumption of uniform agent capabilities may limit
generalization to broader adversarial scenarios.

In another work, Kim et al. introduce equivocal deception, where
the goal is to leave the opponent equally uncertain about the agent’s

true intent and another possible goal [7]. They compare this ap-
proach to targeted and diversionary deception and find that equiv-
ocal deception offers a no-regret tradeoff, albeit under the same IRL
adversary assumption.

Nichols et al. propose Adversarial RRT*, a planning algorithm
that generates near-optimal but less predictable paths [12]. Their
framework measures deception using observer confidence and mod-
els the planner-observer interaction as a form of recursive reasoning
akin to level-𝑘 thinking. This structure parallels adversarial rein-
forcement learning in settings where agents must anticipate how
their intentions will be inferred.

Birmpas et al. explore optimal follower strategies in Stackelberg
games [1].While their analysis yields useful theoretical insights, the
assumptions of fixed leader-follower roles and static environments
with full observability diverge significantly from the dynamic and
partially observable adversarial scenarios studied in this work.

Collectively, prior deception research defines deception as an ex-
plicit optimization objective or information asymmetry engineered
by the designer. In contrast, SAD-RL induces deception implicitly
through a secondary learning signal that rewards being hard to
model, allowing deceptive behavior to emerge naturally during
training rather than being hand-crafted.

2.3 Adversarial Attacks
Fujimoto et al. study an adversarial setting in which an attacker
maximizes the entropy of a victim’s action distribution, effectively
inducing confusion or unpredictability in the victim policy [5]. The
attacker may do this to slow the progress of the victim in order to
buy time for its own policy’s success. This entropy-maximization
objective does not require modeling the victim’s reward function
and serves as a valuable baseline for evaluating robustness against
“reward-free” adversarial policies. Though most effective against
static victims, this work highlights a minimal-assumption approach
to adversarial interference.

While such approaches focus on destabilizing external agents,
SAD-RL embeds the adversary within the agent’s own training
loop, transforming external attack pressure into an internalized
regularizer. This reframing bridges adversarial robustness, explain-
ability, and deception, filling a gap between interpretability-focused
XRL and opponent modeling in multiagent RL.

Across these areas, no prior work explicitly integrates surrogate
modeling into the reinforcement learning process as a source of
deceptive pressure. SAD-RL unifies insights from explainable RL,
adversarial training, and deceptive planning to produce agents
that are both effective and strategically opaque. The next section
formalizes this framework and describes how surrogate fidelity can
be operationalized as a deception-aware training signal.

3 METHODOLOGY
3.1 Surrogate Models in Adversarial RL
Surrogate models are lightweight, interpretable learners, such as
decision or regression trees, commonly used in explainable rein-
forcement learning (XRL) to approximate and interpret complex
black-box policies. For example, Coppens et al. distill deep RL poli-
cies into soft decision trees to reveal which features drive agent
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Figure 1: SAD-RL architecture diagram. The blue components represent our agent’s RL training loop, while those in red
represent the adversary. The dotted green shapes are our novel augmentations to the training process, where the surrogate
model is trained to mimic our agent’s policy.

behavior [2]. These models offer transparency in high-stakes envi-
ronments, enabling oversight, debugging, and human-agent coordi-
nation.

The same tools that make policies explainable can also render
them vulnerable. In adversarial or multi-agent settings where oppo-
nents observe behavior across repeated interactions, it is plausible
that they would train surrogates to predict and exploit an agent’s
decision-making strategy. This risk is especially relevant in mixed-
initiative systems, where interpretability is not just a feature but
also a potential vector for manipulation.

We invert this typical use: rather than interpreting our agents
with surrogates, we treat surrogates as stand-ins for adversarial
models. Assuming an intelligent opponent might use a decision
tree (or similar learner) to model our policy, we proactively train
the agent to resist such modeling.

Operationally, we integrate a surrogate into the training loop.
At the end of each episode, a surrogate is trained on the agent’s
observed state-action pairs, and its predictive accuracy determines
an additional penalty in the reward function. This introduces a sec-
ondary objective: in addition to maximizing task performance, the
agent is incentivized to minimize surrogate fidelity. The resulting
policies not only perform well, but do so through behavior that is
harder to model, enabling emergent deception.

3.2 Threat Model and Design Objectives
We adopt a static-observer threat model during training: the op-
ponent does not learn online but is assumed to fit a predictive
surrogate to recent episodes and exploit that model. SAD-RL there-
fore treats the surrogate as a proxy for the opponent’s modeling
capability and penalizes the agent whenever the surrogate attains
high predictive fidelity. This isolates the effect of modeling pressure
without confounds from co-adaptation.

Our design goals are threefold: (i) preserve task competency, (ii)
reduce modelability (strategic opacity), and (iii) remain algorithm-
and domain-agnostic. In practice, SAD-RL augments the terminal
reward with a deception term weighted by 𝜆 ∈ [0, 1], enabling a
smooth performance-opacity trade-off and yielding interpretable
Pareto-like fronts in evaluation.

3.3 SAD-RL Architecture
SAD-RL enhances a standard reinforcement learning pipeline by
incorporating a surrogate-based deception mechanism into the
training loop. During training, the agent interacts with the environ-
ment by observing its current state, selecting an action according
to its policy, and transitioning to a new state while receiving a re-
ward. Each transition (𝑠𝑡 , 𝑎𝑡 , 𝑟𝑡 , 𝑠𝑡+1, 𝑑𝑡 ) is stored for policy updates.
After an episode concludes, the RL algorithm computes returns and
updates the policy.

SAD-RL modifies this process by introducing a surrogate during
the update phase. The surrogate is trained on the episode’s state-
action pairs to approximate the agent’s policy. Its fidelity (how
accurately it mimics the agent’s behavior) is then used to augment
the reward signal. Specifically, the agent receives a penalty propor-
tional to the surrogate’s fidelity, incentivizing behaviors that are
harder for the surrogate—and, by extension, a modeling opponent—
to predict. This yields a multi-objective RL setup: maximize task
performance while minimizing predictability (equivalently, maxi-
mize deception). Figure 1 summarizes the full pipeline.

SAD-RL is compatible with a wide range of reinforcement learn-
ing paradigms (e.g., PPO, DQN, DDPG), as it modifies only the re-
ward structure rather than the underlying policy optimization pro-
cedure. To formalize this process, Algorithm 1 presents a domain-
and policy-agnostic description of the SAD-RL training loop. The
algorithm mirrors the standard RL cycle shown in Figure 1. This
pseudocode highlights how the surrogate’s predictive accuracy is
translated into a deception penalty that modifies the terminal re-
ward before the policy update, making the approach compatible
with both on- and off-policy algorithms.

Algorithm 1 illustrates how SAD-RL can be integrated into any
standard RL architecture without altering the underlying optimiza-
tion paradigm. The surrogate and policy operate asynchronously:
the surrogate is trained only after each episode and does not inter-
fere with step-by-step action selection. This separation ensures that
SAD-RL remains algorithm-agnostic, allowing it to be implemented
alongside diverse training strategies such as PPO, DQN, or DDPG
with minimal modification.
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Algorithm 1 SAD-RL Training Procedure
Require: policy 𝜋𝜃 , surrogate 𝑔𝜓 , deception weight 𝜆 ≥ 0, accu-

racy metric Acc(·) ∈ [0, 1], horizon 𝐻

1: for episode 𝑒 = 1, 2, . . . , 𝐸 do
2: Initialize environment; receive 𝑠1
3: Initialize episode buffer B𝑒 ← ∅
4: for 𝑡 = 1 to 𝐻 do
5: Observe 𝑠𝑡
6: Sample 𝑎𝑡 ∼ 𝜋𝜃 (· | 𝑠𝑡 )
7: Execute 𝑎𝑡
8: Observe 𝑟𝑡 , next state 𝑠𝑡+1, terminal flag 𝑑𝑡 ∈ {0, 1}
9: Append (𝑠𝑡 , 𝑎𝑡 , 𝑟𝑡 , 𝑠𝑡+1, 𝑑𝑡 ) to B𝑒
10: if 𝑑𝑡 = 1 then break
11: end if
12: end for
13: Compute outcome reward 𝑅task ∈ R for the episode
14: Select disjoint subsets T𝑒 ,V𝑒 ⊆ B𝑒
15: Fit 𝑔𝜓 on T𝑒 to predict actions from states: 𝑔𝜓 : 𝑠 ↦→ 𝑎

16: 𝐴𝑒 ← Acc
(
{(𝑔𝜓 (𝑠), 𝑎) | (𝑠, 𝑎, ·, ·, ·) ∈ V𝑒 }

)
17: 𝑅final ← 𝑅task − 𝜆 · 𝐴𝑒 ⊲ task–deception trade-off
18: Replace terminal reward:
19: Let 𝑇𝑒 be the index of the last tuple in B𝑒
20: Set (𝑠𝑇𝑒 , 𝑎𝑇𝑒 , 𝑟𝑇𝑒 , 𝑠𝑇𝑒+1, 𝑑𝑇𝑒 ) ← (𝑠𝑇𝑒 , 𝑎𝑇𝑒 , 𝑅final, 𝑠𝑇𝑒+1, 𝑑𝑇𝑒 )
21: Update 𝜋𝜃 using B𝑒 ⊲ if off-policy: add to replay buffer
22: end for

In our experiments, the abstract terminal reward 𝑅final in Algo-
rithm 1 is instantiated using the following formulation:

𝑅final = [(1−𝜆)𝑅task+𝜆(1−2𝐴𝑒 )] (𝐻−𝑇𝑒 ), 𝑅final ∈ [−𝐻,𝐻 ] . (1)

Here, 𝐴𝑒 ∈ [0, 1] is the predictive accuracy of the surrogate model,
measured on a held-out validation split as

𝐴𝑒 =
1
|V𝑒 |

∑︁
(𝑠,𝑎) ∈V𝑒

1
[
∥𝑔𝜓 (𝑠) − 𝑎∥∞ ≤ 𝜖

]
, (2)

where 𝜖 = 0.5 in all continuous-action experiments and equality is
used for discrete actions. Additionally, 𝜆 ∈ [0, 1] controls the trade-
off between task performance and deception, 𝐻 is the maximum
episode length, and 𝑇𝑒 is the terminal timestep. This formulation
rewards early task completion while penalizing predictability, en-
couraging agents to remain effective yet difficult to model.

We instantiate 𝑔𝜓 as lightweight learners that balance inter-
pretability and efficiency. For discrete action spaces, we use decision
trees of depth 3; for continuous control, regression trees of depth 7.
Surrogates are trained offline after each episode on the agent’s state-
action pairs, so fitting does not interfere with online exploration.
Accuracy 𝐴𝑒 ∈ [0, 1] is computed with the 𝜖-tolerant criterion
above, and deception weight 𝜆 governs the performance-opacity
trade-off. Unless stated otherwise, we sweep 𝜆 to produce trade-off
curves in Section 4. To verify that deception is not simply a by-
product of higher policy entropy, we later analyze the relationship
between per-episode entropy and deception (Section 4.3).

Figure 2: Snapshot of an AGW episode.

3.4 Adversarial Grid World (AGW)
3.4.1 Environment Summary. The AGW domain is a discrete 2D
environment where a navigating agent starts in the top-left corner
and aims to reach a randomly placed goal that is sufficiently far
away. An adversarial observer, unaware of the goal’s location, at-
tempts to block the agent by placing obstacles with a 15% chance
each timestep. The observer starts by placing obstacles randomly,
then as the episode progresses, it attempts to block the agent’s
progress based on its recent history and most common directions.
The navigator’s outcome state 𝑠𝑛 is encoded as a 1 for reaching the
goal and -1 for failing to do so. Each episode lasts for a maximum of
100 steps. Figure 2 shows a single timestep from an AGW episode.

3.4.2 Observation and Action Spaces.

• Observations: 13 dimensions normalized to [−1, 1]
• Actions: 4 discrete moves (up, down, left, right)

3.4.3 Surrogates. We use decision trees of maximum depth 3—
which measure impurity using entropy—as surrogates.

3.4.4 Training Setup. We trained nine deep Q-network (DQN)mod-
els [10], each with a different 𝜆 value. Each uses a standard architec-
ture: two hidden layers of 64 nodes with ReLU activations, 𝜖-greedy
exploration, and an Adam optimizer with a learning rate of .001.

3.5 Sharks and Minnows (SaM)
3.5.1 Environment Summary. SaM is a continuous 2D arena with
a minnow trying to reach the opposite boundary while a shark
attempts to intercept it. Both agents spawn at random locations
on opposite walls, obey Dubins path constraints [3], and move at
constant speeds. Entities that collide with an outer wall are elimi-
nated, except for minnows who reach the goal wall. The minnow’s
terminal reward 𝑅task is encoded as -1 if it dies, 0 if it survives
without reaching the goal, and 1 if it successfully reaches the target
wall. Each episode spans a simulated duration of 10 minutes, with
updates occurring at 10 Hz, resulting in a maximum of 6000 dis-
crete timesteps per episode. Figures 6a and 6b in the Results section
display final agent trajectories within the SaM environment.
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Figure 3: Analysis of AGW training on nine different SAD-RL models. The left plot portrays goal rate over time, the middle
shows deception over time, and the rightmost plot shows the tradeoff curve between the two metrics.

3.5.2 Observation and Action Spaces.

• Observation: 12 features normalized to [−1, 1]
• Actions: 2D continuous control (speed, heading change)

3.5.3 Surrogates. We use regression trees of maximum depth 7
that are evaluated using 𝜖-tolerant accuracy as described above.

3.5.4 Dense Rewards. In addition to the sparse SAD-RL rewards
at the end of each episode (Equation 1), the minnow is rewarded
at each timestep for its normalized proximity to the goal. This
encourages forward progress and penalizes excessive stagnation or
retreating.

3.5.5 Curriculum Training. To establish a robust baseline policy for
the minnow agent, we employed curriculum learning, a common
approach for creating stable strategies in RL [11]. Thus, the minnow
learns against increasingly difficult sharks:

(1) Stationary shark
(2) Slow pure pursuit shark
(3) Half-speed pure pursuit shark
(4) Equal-speed pure pursuit shark

Here, a pure pursuit shark attempts to point directly at the min-
now’s position every timestep. This fixed policy is just difficult
enough to both allow minnows to learn evasive strategies while
facing consequences for failure.

3.5.6 Training Setup. We initially tried deep deterministic policy
gradient (DDPG) [9] and twin delayed DDPG (TD3) [4] approaches,
but with little success. Instead, we trained four agents using proxi-
mal policy optimization (PPO) [14] by varying the value of 𝜆:

(1) Baseline (𝜆 = 0.00) — no surrogate augmentation
(2) 25% SAD (𝜆 = 0.25)
(3) 50% SAD (𝜆 = 0.50)
(4) 75% SAD (𝜆 = 0.75)

Each agent was trained from the same post-curriculum base policy
for 5000+ episodes with seven checkpoints, producing 28 models.
Each uses a standard architecture: actor and critic neural networks
comprised of two 64-node hidden layers with tanh activations, an

𝜖 clipping factor of .2, and an Adam optimizer with a learning rate
of .0003.

4 RESULTS
4.1 Adversarial Grid World (AGW)
Figure 3 summarizes the effect of varying the deception weight 𝜆
across nine DQN-trained models. The left subplot shows mean goal
rate, the middle shows mean deception, and the rightmost shows
the trade-off curve between the two objectives. Each curve is a
rolling mean over 50 episodes. As 𝜆 increases, surrogate accuracy
drops and trajectories become more irregular, indicating that higher
deception pressure produces harder-to-model behavior.

Figure 4 aggregates training episodes into four categories: good
and deceptive, good but predictable, bad yet deceptive, and bad and
predictable. The green (successful and deceptive) mass peaks near
𝜆 = 0.8, suggesting a sweet spot where agents achieve both objec-
tives concurrently. Orange episodes (bad yet deceptive) also grow
at high 𝜆, reflecting occasional over-deception (see Section 5).

Figure 5 visualizes three representativemodels (𝜆 ∈ {0.0, 0.8, 1.0})
in the two-objective space. Each point is a rolling mean over 75
episodes. The 𝜆 = 0.8model concentrates near the top-right quadrant—
a Pareto-like frontier of performance and opacity—whereas 𝜆 =

1.0 begins to trade effectiveness for unpredictability. This convex,
frontier-like trend matches the controllable trade-off implied by
Equation 1.

4.2 Sharks and Minnows (SaM)
Figures 6a and 6b show representative trajectories. The baseline
minnow follows a relatively direct route, pulling the shark inward
before veering toward the goal. By contrast, the SAD-RL minnow
with 𝜆 = 0.50 advances briefly toward the shark, then executes
a gentle sinusoidal diversion before slipping past—qualitatively
resembling baiting and luring tactics in predator-prey pursuit.

Each model was evaluated over 300 randomized test episodes
with equal-speed sharks. Figure 7 plots average win proportion
versus deception (1 − 𝐴, where 𝐴 is mean surrogate accuracy).
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Figure 4: AGW training episodes categorized by their ability
to jointly achieve task success and deception. Green bars
indicate episodes succeeding at both objectives, red indicate
failures at both, and yellow/orange indicate partial success.

Figure 5: AGW win rate vs. deception over training time.
Darker lines represent later episodes. Dotted lines denote
median values across all models. The 𝜆=0.8 agent approaches
the top-right “good and deceptive” region.

The 𝜆 = 0.50 model consistently occupies the top-right quadrant,
indicating high task success and strong resistance to modeling. El-
liptical contours (one to three standard deviations) reveal distinct
behavioral modes as 𝜆 increases: low-𝜆 models cluster near pre-
dictable success, whereas high-𝜆 models drift toward deceptive but
inconsistent play.

(a) Baseline minnow trajectory.

(b) SAD-RL minnow trajectory with 𝜆 = 0.5.

Figure 6: SaMminnow trajectories under different 𝜆 settings.

4.3 Not Just Randomness
A potential concern is that SAD-RL’s deception might arise from
higher action entropy—that is, stochasticity rather than structured
misdirection. We therefore computed per-episode action entropies
and surrogate deception scores for each trained model. Within each
fixed 𝜆, the Spearman correlation between entropy and deception
was negligible (|𝜌 | < 0.17). Pooling all episodes produced a mod-
erate positive correlation (𝜌 ≈ 0.50), but this effect disappeared
when controlling for 𝜆 (partial 𝜌 = 0.017, 𝑝 > 0.8), indicating that
the pooled trend reflects differences between policy families rather
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Figure 7: Win proportion vs. deception for all SaM models. The 𝜆 = 0.50 agent lies in the top-right quadrant, balancing
effectiveness and opacity.

than random variation within them. An entropy-matched control—
constructed by injecting Gaussian noise into the baseline agent to
reproduce SAD(0.50)’s mean entropy—failed to achieve comparable
deception, confirming that SAD-RL yields structured, goal-directed
opacity rather than random dithering. Together, these analyses
provide quantitative evidence that SAD-RL yields structured, goal-
directed opacity rather than entropy-driven stochasticity.

4.4 Cross-Domain Trends
Across both environments, moderate deceptionweights (𝜆 ∈ [0.5, 0.8])
yield the best balance between goal achievement and surrogate mis-
prediction. Higher values push agents toward erratic, low-reward
behaviors, while 𝜆 = 0 reproduces standard RL. These results col-
lectively demonstrate that SAD-RL’s surrogate penalty induces
controllable, emergent deception that generalizes across discrete
and continuous domains.

5 DISCUSSION
Our experiments in both AGW and SaM domains support SAD-
RL’s central claim: penalizing surrogate-model accuracy during
training encourages the emergence of deceptive yet performant
agent behaviors.

In AGW, the trade-off between deception and performance (Fig-
ure 3) follows a nonlinear, convex trend similar to a Pareto frontier,

where improvement in one objective often comes at the expense of
the other. Adjusting the surrogate weight 𝜆 enables flexible naviga-
tion of this frontier. Models trained with 𝜆 = 0.80 achieved the best
balance, spending the largest proportion of training episodes in the
“good and deceptive” quadrant (Figure 4) and clustering near the
top right of the objective space (Figure 5).

In the SaM domain, we observed qualitatively distinct patterns
between baseline and SAD-RL agents. The baseline minnow (Fig-
ure 6a) pursues a direct, high-speed path—effective but predictable
once observed. By contrast, the SAD-RL minnow (Figure 6b) ad-
vances briefly toward the shark before curving away in a faint
sinusoidal pattern, baiting the predator inward before escaping
along the boundary. This illustrates emergent deception: mislead-
ing an opponent through subtle, structured deviations rather than
random noise.

Figure 7 quantifies this effect. Baseline models tend to occupy
the “good but predictable” or “bad but deceptive” regions, while
SAD-RL agents—especially at 𝜆 = 0.50—concentrate in the top-
right quadrant, balancing task success with opacity. These findings
confirm that deception-aware training can produce agents that are
both effective and resilient to adversarial modeling.

Across both environments, we also observe agents that are de-
ceptive but poor performers. As shown in the lower-right quadrants
of Figures 5 and 7, excessive deception pressure can lead to erratic
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or evasive behaviors that harm performance. This underscores the
inherent tension between competence and opacity and the need
to carefully tune 𝜆. Future extensions could automate this balance
through meta-learning or adaptive weighting.

SAD-RL reframes strategic opacity in reinforcement learning.
Whereas prior work often equates unpredictability with entropy,
SAD-RL shows that opacity can emerge systematically from ad-
versarial pressure on modelability. The framework thus bridges
explainability and deception: the same surrogate tools that reveal
policies can also be repurposed to teach them how to hide intent.

Methodologically, surrogate fidelity was quantified via 𝜖-tolerant
accuracy, counting a prediction as correct only if it laywithin a small
threshold of the true action. This binary metric enabled consistent
cross-domain comparison and avoided scale-dependent measures
such as 𝑅2. It grounds deception in a reproducible statistic rather
than subjective interpretation, aligning SAD-RL with the rigor of
modern XRL evaluation frameworks.

Together, these results suggest that SAD-RL induces emergent
deceptive behavior without domain-specific heuristics. Embedding
modeling pressure directly into the reward structure generalizes
across tasks and architectures, allowing agents to learn deception
organically as a byproduct of resisting predictability.

These findings also rule out the possibility that SAD-RL’s decep-
tion merely reflects randomness. Even when action entropy was ar-
tificially matched to that of a SAD-RL agent, baseline policies failed
to achieve similar deception. This supports the interpretation that
SAD-RL produces goal-directed opacity—strategic unpredictability
tuned to mislead modeling adversaries—rather than noise-driven
stochasticity.

Several limitations remain. The adversaries in our experiments
followed static policies and the surrogates were intentionally shal-
low to isolate the effects of deception pressure. These design choices
clarify causality but limit generality: deeper or adaptive surro-
gates could alter the dynamics substantially. Real-world opponents
also learn and co-adapt, introducing non-stationarity absent from
our setup. Examining SAD-RL under co-evolving or competitive
regimes is an important next step toward robust multiagent decep-
tion.

A key open question is how SAD-RL-trained agents perform
when both sides actively learn to model and counter each other. We
hypothesize that agents trained to minimize surrogate fidelity will
exhibit greater robustness against adaptive opponents, though this
remains to be tested. Exploring these interactions—and the equilib-
rium between opacity and adaptation—offers a promising direction
for future research on deception in reinforcement learning.

6 CONCLUSION
We introduced SAD-RL (Surrogate-Augmented Deception in Rein-
forcement Learning), a framework that trains agents to resist adver-
sarial modeling by penalizing surrogate fidelity during learning. In
contrast to traditional explainable RL approaches that seek trans-
parency, SAD-RL inverts this paradigm to promote strategic opacity:
behavior that remains effective while defying opponent inference.

Across two adversarial environments—a continuous pursuit-
evasion task and a discrete adversarial grid world—SAD-RL agents

outperformed baseline RL in both deception and task performance.
Intermediate surrogate weights (𝜆 = 0.50 or 0.80) produced themost
balanced outcomes, forming a controllable Pareto frontier between
performance and opacity. These results confirm that surrogate-
driven training pressure alone can induce emergent deceptive be-
havior without adversarial imitation, handcrafted strategies, or
domain-specific assumptions.

SAD-RL thus provides a principled, domain-agnostic method
for training resilient RL agents. By transforming interpretabil-
ity mechanisms into adversarial training tools, it redefines trans-
parency as a controllable design variable rather than a fixed prop-
erty. This perspective opens the door to agents that are not merely
high-performing but strategically elusive—laying a foundation for
deception-aware AI in competitive and safety-critical domains.

Supplementary Material. All simulation code, trained models,
analysis scripts, and any other supplementary materials are hosted
in a dedicated GitHub repository, found here:
https://github.com/Shymkis/SAD-RL.

7 FUTUREWORK
Several extensions merit further exploration:

Training the Adversary: Train the opposing agent (e.g., the
shark) with its own surrogate penalty, enabling symmetric
deception and co-evolutionary dynamics.

Adaptive Opponents: Evaluate SAD-RL-trained agents against
adaptive adversaries that iteratively refine surrogates during
play, testing robustness under non-stationary learning.

Surrogate Diversity: Investigate alternative surrogate types—
random forests, LIME, SHAP, or neural predictors—and their
impact on emergent deception styles.

Multiagent Scenarios: Extend SAD-RL tomultiagent systems
(e.g., teams of minnows or sharks) to study coordinated or
collective deception.

Cross-Domain Validation: Apply SAD-RL to new adversar-
ial domains such as automated negotiation, moving-target
defense, or capture-the-flag to assess generality.

Comparative Benchmarking: Conduct head-to-head com-
parisons with other deception-aware approaches, including
policy regularization, entropy shaping, and goal obfuscation.

Policy-Gradient Integration: Incorporate surrogate loss di-
rectly into actor-critic or policy-gradient updates to improve
stability and sample efficiency.

Adaptive 𝜆 Optimization: Developmethods to automatically
tune the deception weight 𝜆 via meta-learning or Pareto-
based adaptive scheduling.

Overall, SAD-RL establishes deception as a first-class optimiza-
tion signal in reinforcement learning, demonstrating that the ability
to resist being modeled can itself be learned—laying the ground-
work for future systems that are both intelligent and intentionally
inscrutable.
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