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ABSTRACT
This paper studies output-feedback security tracking control for

robotic systems under denial-of-service (DoS) attacks, unknown

nonlinearities, and external disturbances. A finite-time state ob-

server based on radial basis function neural networks (RBFNNs)

is developed to reconstruct unmeasured states and approximate

the lumped uncertainty from output measurements. An adaptive

nonlinear filter is then introduced to attenuate disturbance effects

and approximation errors, and an output-feedback security con-

troller is synthesized using observer and filter signals. Lyapunov

analysis shows that, under an average dwell-time condition on DoS

intervals, all closed-loop signals remain bounded, the tracking error

is uniformly ultimately bounded, and the state estimates converge

in finite time. Comparative simulations on a nonlinear unmanned

marine system show consistent improvements in tracking accuracy,

disturbance rejection, and resilience to packet dropouts.
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1 INTRODUCTION
Output tracking with partially or fully unmeasured states arises in

many control applications. A wide range of motion control plat-

forms, including robotic manipulators, unmanned aerial vehicles,
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and unmanned marine vessels, can be cast into networked second-

order nonlinear forms [3]. When such systems communicate over

networks, they are exposed to packet dropouts [39], quantization

effects [21], time delays [24], and, most critically, malicious attacks

[6, 8]. Network attacks may severely deteriorate performance or

even destabilize the closed loop, which has motivated extensive

research on security control over the past decade.

Among typical attack patterns, deception, false-data injection,

and denial-of-service (DoS) are frequently studied [15, 29]. Recent

years have seen comprehensive results for cyber-physical systems

[19, 22, 25, 31] and, in particular, for networked nonlinear plants. For

example, resilient model-free iterative learning control was devel-

oped to achieve output tracking under DoS andmeasurement fading

[35]. State approximation and transmission management against

DoS were addressed by multi-observer and resilient event-triggered

designs in [18, 34]. For uncertain nonlinear dynamics under DoS,

𝐻∞ tracking and filtering were investigated via probabilistic and

event-triggered strategies [17, 32]. Asymptotic stabilization was

studied using adaptive event-based fast terminal sliding-mode con-

trol and quantized linearization [14, 26]. Observer-based adaptive

control coping with DoS together with deception/replay attacks

was reported in [30]. Security of nonlinear complex networks and

multi-agent systems under DoSwas also examined in [13, 16, 33, 36].

Many of the above results assume Lipschitz-type nonlinearities

[33, 35] or known smooth mappings [13, 36]. To broaden applicabil-

ity, neural-network and fuzzy-logic models have been adopted, lead-

ing to observation and control schemes, often linear matrix inequal-

ity (LMI)-based, that handle unknown nonlinearities [1, 9, 28, 37].

However, these observers typically do not guarantee finite-time
recovery of unmeasured states. Moreover, anti-attack mechanisms

may introduce estimation/approximation errors that, if not prop-

erly compensated, degrade the closed-loop performance. Therefore,

achieving finite-time state estimation while mitigating the pertur-

bations induced by anti-attack designs remains a key challenge.

Disturbance rejection is another essential aspect. Secure control

methods that jointly consider disturbances and DoS have emerged,

e.g., adaptive observer-based fuzzy consensus for multi-agent sys-

tems [38]. In that line, the considered disturbance is state-dependent

and vanishes as the state approaches zero. 𝐻∞ performance via
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LMIs under external disturbances was studied in [27], yet distur-

bance effects were not explicitly compensated. Extended-state-

observer-based designs were explored in [4] but rely on Bernoulli

DoS assumptions. Norm-bounded disturbances were analyzed in

[7], where the residual error scales with the disturbance magnitude

and disturbance mitigation was not fully addressed.

Filtering is commonly employed in backstepping-type secure

designs to avoid repeated differentiation [1, 9, 28, 37]. Nevertheless,

existing linear filters underuse their potential for perturbation rejec-
tion. Adaptive nonlinear filters exploiting derivatives of the input
and measured states were proposed in [10, 12] to enhance rejection

capability, but the need for accurate derivative information renders

the design conservative. This motivates new filters with strong

anti-perturbation properties that do not rely on precise derivatives.

Motivated by these gaps, this paper tackles two issues: (i) con-

structing finite-time observers that estimate unavailable states from

output measurements; (ii) developing anti-attack and perturbation-

rejection control with reduced conservatism. We study output-

feedback security tracking for disturbed second-order nonlinear sys-

tems under DoS. A radial-basis-function neural network (RBFNN)

finite-time observer is employed to reconstruct the states and ap-

proximate unknown dynamics. Adaptive nonlinear compensation

filters are designed within a backstepping framework to supply

auxiliary signals that attenuate disturbances and RBFNN approxi-

mation errors. Controller parameters are selected via a set of LMIs to

further reduce conservatism. Combining observer and filter outputs,

an RBFNN-based security controller is derived to ensure bounded

closed-loop signals and accurate tracking, which is validated by

comparative simulations.

The main contributions are threefold. (I) We develop RBFNN-

based finite-time observation strategies that estimate unmeasured

states for a class of disturbed second-order nonlinear systems, ex-

tending beyond Lipschitz or known smooth cases [13, 33, 35, 36]. (II)

We propose adaptive nonlinear compensation filters that strengthen

steady-state behavior by suppressing perturbations, relaxing distur-

bance assumptions compared with [7, 38] and going beyond linear

filters in [1, 9, 28, 37]. (III) By integrating observation and filtering

signals, we design output-feedback security tracking controllers

that simultaneously address perturbation rejection and anti-attack

objectives with less conservative tuning.

The remainder of the paper is organized as follows. Section 2

formulates the problem. Section 3 presents the adaptive observer

and the nonlinear filtering-based security control design. Section 4

reports comparative simulations. Section 5 concludes the paper.

2 PRELIMINARIES
2.1 Notations
Given a vector 𝜂 = [𝜂1, 𝜂2, . . . , 𝜂𝑚]𝑇 and a constant 𝜍 > 0, de-

fine sig
𝜍 (𝜂) =

[
sgn(𝜂1) |𝜂1 |𝜍 , . . . , sgn(𝜂𝑚) |𝜂𝑚 |𝜍

]𝑇
and sgn(𝜂) =

[sgn(𝜂1), . . . , sgn(𝜂𝑚)]𝑇 , where sgn(·) is the sign function. The

notation diag(𝜂) denotes a diagonal matrix with diagonal entries

𝜂1, . . . , 𝜂𝑚 . The Kronecker product of 𝐺 ∈ 𝑅𝑚×𝑛
and𝑊 ∈ 𝑅𝑝×𝑞 is

written as 𝐺 ⊗𝑊 .

2.2 Dynamics of Robotic Systems
For a broad class of robotic motion-control platforms, the disturbed

standard second-order model is written as

¤𝛼 (𝑡) = 𝛽 (𝑡), (1a)

¤𝛽 (𝑡) = 𝑔
(
𝛼 (𝑡), 𝛽 (𝑡), 𝑡

)
+ 𝑟

(
𝛼 (𝑡)

) (
𝑢 (𝑡) + 𝑑 (𝑡)

)
, (1b)

𝑦 (𝑡) = 𝛼 (𝑡), (1c)

where {𝛼 (𝑡), 𝛽 (𝑡)} ∈ 𝑅𝑚 denote position and velocity states, 𝑦 (𝑡) ∈
𝑅𝑚 is the measured output, and 𝑢 (𝑡) ∈ 𝑅𝑚 is the control input. The

unknown nonlinear mapping 𝑔(·) ∈ 𝑅𝑚 aggregates plant uncertain-

ties, 𝑟 (𝛼) is a bounded input gain, and the exogenous disturbance

𝑑 (𝑡) satisfies ∥𝑑 (𝑡)∥ ≤ ¯𝑑 for some unknown constant
¯𝑑 > 0. Only

the position 𝑦 = 𝛼 is measurable.

DoS model. Let {𝑞 𝑗 } 𝑗∈𝑁 be the DoS starting instants and 𝑄 𝑗 :=

[𝑞 𝑗 , 𝑞 𝑗 + 𝜏 𝑗 ) the 𝑗th attack interval. Define the active/sleeping sets

𝐻 (𝜏, 𝑡) := ∪𝑗∈𝑁𝑄 𝑗 ∩ [𝜏, 𝑡] and Δ(𝜏, 𝑡) := [𝜏, 𝑡] \ 𝐻 (𝜏, 𝑡). The avail-
able measurement is𝑦𝑎 = 0 if 𝑡 ∈ 𝐻 (0,∞) and𝑦𝑎 = 𝑦 if 𝑡 ∈ Δ(0,∞).
Following [23], the DoS duration is constrained by

|𝐻 (𝜏, 𝑡) | ≤ 𝜄 + 𝑡 − 𝜏
𝑇

, (2)

with 𝜄 ≥ 0, 𝑇 ≥ 1, and the DoS frequency satisfies

𝑛(𝜏, 𝑡) ≤ 𝜍 + 𝑡 − 𝜏
𝜏𝑑

, (3)

with 𝜍 ≥ 0, 𝜏𝑑 > 0.

2.3 Radial Basis Function Neural Networks
Following [2], an RBFNN is written as

ℜ(𝜉) =𝑊𝑇Ψ(𝜉), (4)

and is used to approximate the unknown term 𝑔(·) in (1). Let 𝜉 :=

[𝛼𝑇 , 𝛽𝑇 ]𝑇 and
ˆ𝜉 := [𝛼𝑇 , ˆ𝛽𝑇 ]𝑇 . The approximation is

𝑔( ˆ𝜉) = 𝑊̂𝑇Ψ( ˆ𝜉), (5)

where Ψ(·) is the basis vector and 𝑊̂ is the adaptive weight. Define

the optimal weight

𝑊 ∗
:= arg min

𝑊̂



𝑔( ˆ𝜉) − 𝑔(𝜉)


. (6)

Introduce theminimum approximation error 𝜄 (𝑡) and the estimation

error 𝜗 (𝑡):

𝜄 (𝑡) = 𝑔(𝜉) − 𝑔( ˆ𝜉 |𝑊 ∗), (7a)

𝜗 (𝑡) = 𝑔(𝜉) − 𝑔( ˆ𝜉 |𝑊̂ ), (7b)

which satisfy ∥𝜄 (𝑡)∥ ≤ 𝜄 and ∥𝜗 (𝑡)∥ ≤ ¯𝜗 for some positive constants

𝜄, ¯𝜗 . Moreover, the activation satisfies ∥Ψ(·)∥ ≤ Ψ̄ with a constant

Ψ̄ > 0.

2.4 Finite-Time Stability
Consider the nonlinear system

¤𝑧 (𝑡) = 𝑓 (𝑧 (𝑡)), 𝑓 (0) = 0, (8)

where 𝑧 ∈ 𝑅𝑛 and 𝑓 (·) is continuous. Assume a unique forward

solution exists for any initial condition.
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Lemma 1. [11] Suppose there exists a 𝐶1 positive-definite function
𝑉 (𝑧) such that

¤𝑉 (𝑧) ≤ −𝛼𝑉 (𝑧) − 𝛽𝑉 𝑏 (𝑧) + 𝜄, (9)

where 𝛼 > 0, 𝛽 > 0, 0 < 𝑏 < 1, and 𝜄 > 0. Then 𝑧 (𝑡) is finite-time
stable and the settling time satisfies

𝑇 (𝑧) ≤ 1

𝛼 (1 − 𝑏) ln

𝛼𝑉 1−𝑏 (𝑧0) + 𝛽
𝛽

, (10)

where 𝑉 (𝑧0) is the initial value. Moreover, the convergence region is

Δ =
{
𝑧
�� 𝑉 (𝑧) ≤ min

{
2𝜄
𝛼 , (

2𝜄
𝛼 )

1/𝑏}} . (11)

2.5 Main Objective
Let 𝑦𝑟 (𝑡) be the reference trajectory and define

𝑥1 (𝑡) = 𝑦 (𝑡) − 𝑦𝑟 (𝑡). (12)

The goal is to ensure uniformly ultimately bounded tracking for

the robotic system (1) under disturbances, unknown nonlinearities,

and DoS attacks, and to drive 𝑥1 (𝑡) into a small neighborhood of

the origin. To this end, two designs are pursued: (i) construct an

effective RBFNN-based finite-time observation strategy to recover

unmeasured states from output signals; (ii) develop an adaptive

output-feedback security tracking controller, together with a filter-

ing technique, to compensate the effects of disturbances, nonlin-

earities, and DoS attacks.

3 RBFNN-BASED OBSERVATION AND
BACKSTEPPING TRACKING CONTROL
DESIGNS

3.1 RBFNN-Based Observer
Consider the robotic model (1). We design

¤̂𝛼 = ˆ𝛽 + Ω
𝜌
𝛼 , (13a)

¤̂
𝛽 = 𝑢 + 𝑔( ˆ𝜉) + Ω

𝜌

𝛽
, (13b)

where
ˆ𝜉 = [𝛼𝑇 , ˆ𝛽𝑇 ]𝑇 , and 𝑔( ˆ𝜉) = 𝑊̂𝑇Ψ( ˆ𝜉) is the RBFNN approxi-

mation of the lumped unknown dynamics in
¤𝛽 (Sec. 2); 𝜌 = 0 on

𝐻 (0,∞) (DoS active case) and 𝜌 = 1 on Δ(0,∞) (DoS sleep case).

Define the estimation errors and an auxiliary signal as

𝑒 =

[
𝑒𝛼
𝑒𝛽

]
=

[
𝛼 − 𝛼
ˆ𝛽 − 𝛽

]
, 𝜖𝛼 =

{
𝛼 − 𝛼, 𝑡 ∈ Δ(0,∞)
𝛼, 𝑡 ∈ 𝐻 (0,∞)

,

𝛼 =

{
𝛼, 𝑡 ∈ Δ(0,∞)
𝛼, 𝑡 ∈ 𝐻 (0,∞) .

(14)

Case 𝜌 = 0 (DoS active). Choose Ω0

𝛼 = 𝐾0

𝛼𝜖𝛼 , Ω
0

𝛽
= 𝐾0

𝛽
𝜖𝛼 , set

A =

[
0 𝐼𝑚
0 0

]
⊗ 𝐼𝑚, 𝐾0 =

[
(𝐾0

𝛼 )𝑇 (𝐾0

𝛽
)𝑇
]𝑇
,

and denote by 𝜗 the NN approximation error and by 𝜛 the distur-

bance in (1). Then

¤𝑒 = A𝑒 + 𝐾0𝜖𝛼 − 𝜗 −𝜛. (15)

Consider𝑉0 = 1

2
𝑒𝑇 𝑃0𝑒 with 𝑃0 = 𝑃0𝑇 > 0. Using Young’s inequality

gives

¤𝑉0 = 1

2
𝑒𝑇 (𝑃0A +A𝑇 𝑃0)𝑒 + 𝑒𝑇 𝑃0𝐾0𝜖𝛼 − 𝑒𝑇 𝑃0 (𝜗 +𝜛)

≤ 1

2
𝑒𝑇
(
𝑃0A +A𝑇 𝑃0 + 2𝑃0𝐾0𝐼1 + 𝑙2𝑃0𝐾0𝐾0𝑇 𝑃0 + 2𝑙1𝑃

0
2

)
𝑒

+ 𝜄 + 1

2𝑙2
∥𝛼 ∥2,

where 𝑙1, 𝑙2 > 0, 𝐼1 = [𝐼𝑚 0] ∈ R𝑚×2𝑚
, and 𝜄 = 1

2𝑙1
(∥ ¯𝜗 ∥2 + ∥𝜛̄∥2).

Case 𝜌 = 1 (DoS sleep). Use the finite-time corrections

Ω1

𝛼 = −𝑘𝛼 𝜉𝛼 (𝑒𝛼 ), (16a)

Ω1

𝛽
= −𝑘𝛽 𝜉𝛽 (𝑒𝛼 ), (16b)

with 0.8 < ℎ < 1, 𝜉𝛼 = 𝜇𝛼 sig

3ℎ−2

ℎ (𝑒𝛼 ) + 𝜇𝛽𝑒𝛼 , and

𝜉𝛽 = 3ℎ−2

ℎ
𝜇2

𝛼 sig

5ℎ−4

ℎ (𝑒𝛼 ) + 4ℎ−2

ℎ
𝜇𝛼 𝜇𝛽 sig

3ℎ−2

ℎ (𝑒𝛼 ) + 𝜇2

𝛽
𝑒𝛼 ,

where 𝜇𝛼 , 𝜇𝛽 , 𝑘𝛼 , 𝑘𝛽 > 0. Let

𝜁 =

[
𝜉𝛼
𝑒𝛽

]
, 𝐴𝑚 =

[
−𝑘𝛼 𝐼𝑚 𝐼𝑚
−𝑘𝛽 𝐼𝑚 0

]
, 𝐵𝑚 = diag(𝐼𝑚, 𝐼𝑚),

and Λ = diag

(
|𝑒𝛼,1 |

2ℎ−2

ℎ , . . . , |𝑒𝛼,𝑚 |
2ℎ−2

ℎ
)
. Then from (13)–(16),

¤𝜁 = 3ℎ−2

ℎ
𝜇𝛼 (Λ⊗𝐼2)𝐴𝑚𝜁 + 𝜇𝛽𝐴𝑚𝜁 − 𝐵𝑚 (𝜗 +𝜛) . (17)

Proposition 1. Suppose there exist 𝑃1 = 𝑃1𝑇 > 0 and 𝑄 = 𝑄𝑇 >

0 such that

𝑃1𝐴𝑚 +𝐴𝑇𝑚𝑃1 +𝑄 < 0, 𝑃1𝐴𝑚 +𝐴𝑇𝑚𝑃1 +2𝑙1𝜇
−1

𝛽
𝑃1𝐵𝑚𝐵

𝑇
𝑚𝑃

1 < 0,

(18)

with 𝑙1 > 0. Then 𝑒𝛼 , 𝑒𝛽 converge to small neighborhoods of the origin
in finite time.

Proof. Choose 𝑉0 = 1

2
𝜁𝑇 𝑃1𝜁 . From (17),

¤̄𝑉0 =
3ℎ − 2

2ℎ
𝜇𝛼 𝜁

𝑇
(
(Λ⊗𝐼2)𝑃1𝐴𝑚 +𝐴𝑇𝑚𝑃1 (Λ⊗𝐼2)

)
𝜁

+ 1

2

𝜇𝛽 𝜁
𝑇
(
𝑃1𝐴𝑚 +𝐴𝑇𝑚𝑃1

)
𝜁 − 𝜁𝑇 𝑃1𝐵𝑚 (𝜗 +𝜛) .

(19)

Using 𝑃1𝐴𝑚 + 𝐴𝑇𝑚𝑃1 ≤ −𝑄 (first inequality in (18)) and Young’s

inequality yields

¤̄𝑉0 ≤ −3ℎ − 2

2ℎ
𝜇𝛼 𝜁

𝑇 (Λ⊗𝑄)𝜁 − 1

2

𝜇𝛽 𝜁
𝑇𝑄𝜁

+ 𝑙1 𝜁𝑇 𝑃1𝐵𝑚𝐵
𝑇
𝑚𝑃

1𝜁 + 1

2𝑙1

(
∥ ¯𝜗 ∥2 + ∥𝜛̄∥2

)
.

(20)

Since ∥𝑒𝛼 ∥ ≤ ∥𝜁 ∥/𝜇𝛽 , we have ∥𝑒𝛼 ∥
2ℎ−2

ℎ ≥ 𝜇
2−2ℎ
ℎ

𝛽
∥𝜁 ∥

2ℎ−2

ℎ and

hence

𝜁𝑇 (Λ⊗𝑄)𝜁 ≥ 𝜆min (𝑄) 𝜇
2−2ℎ
ℎ

𝛽
∥𝜁 ∥

4ℎ−2

ℎ .

Using the second inequality in (18), we obtain

¤̄𝑉0 ≤ − 3ℎ − 2

2ℎ
𝜇𝛼 𝜇

2−2ℎ
ℎ

𝛽
𝜆min (𝑄)︸                         ︷︷                         ︸

:=𝛽0

∥𝜁 ∥
4ℎ−2

ℎ

−
(

1

2
𝜇𝛽𝜆min (𝑄) − 𝑙1𝜆max (𝑃1𝐵𝑚𝐵

𝑇
𝑚𝑃

1)
)

︸                                            ︷︷                                            ︸
:=𝛼0

∥𝜁 ∥2 + 𝜄.
(21)

Noting 𝑉0 ≥ 1

2
𝜆min (𝑃1)∥𝜁 ∥2

and

𝑉
2ℎ−1

ℎ

0
≤ 𝜆max (𝑃1)

2ℎ−1

ℎ ∥𝜁 ∥
4ℎ−2

ℎ /2

2ℎ−1

ℎ ,
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we infer

¤̄𝑉0 ≤ −𝛼 ′
0
𝑉0 − 𝛽′0𝑉

2ℎ−1

ℎ

0
+ 𝜄, (22)

for some 𝛼 ′
0
, 𝛽′

0
> 0 explicitly determined by (𝑃1, 𝑄, 𝜇𝛼 , 𝜇𝛽 ). By

Lemma 1, 𝜁 converges in finite time to a compact set, hence so do

𝑒𝛼 , 𝑒𝛽 . □

3.2 Backstepping Tracking Control
Introduce

𝑥1 = 𝛼 − 𝑦𝑟 , 𝑥2 = ˆ𝛽 − 𝜃2, 𝑧2 = 𝜃2 − 𝛼1, (23)

where 𝛼1 is a differentiable virtual control and 𝜃2 is an adaptive

nonlinear filter:

¤𝜃2 = − 1

𝜌2

𝜃2 +
1

𝜌2

𝛼1

− 𝛽12𝑧2

∥𝑧2∥2 ˆ𝑘12 + ˆ𝑘22 + ∥𝑧2∥∥ ¤𝛼∗
1
∥ + 𝜉

2𝑙2
∥𝛼 ∥2 + Φ2

∥𝑧2∥2 + 𝛽22

,

with Φ2 =
𝜇

2𝛾22

ˆ𝑘2

22
, 𝜌2 > 0, 𝛽12 > 1, 𝛽22 > 0, 𝜉 > 1. The adaptive

laws are

¤̂
𝑘12 =

𝛾12 (∥𝑧2∥2 − 𝜆12
ˆ𝑘12), ∥𝑧2∥ ≥

√︂
𝛽22

𝛽12−1
,

0, otherwise,

(24a)

¤̂
𝑘22 =

𝛾22, ∥𝑧2∥ ≥
√︂

𝛽22

𝛽12−1
,

0, otherwise,

(24b)

with 𝛾12, 𝛾22, 𝜆12 > 0.

Step 1. From (1) and (23), we have

¤𝑥1 = 𝛽 − ¤𝑦𝑟 = ˆ𝛽 − 𝑒𝛽 − ¤𝑦𝑟 = 𝑥2 + 𝑧2 + 𝛼1 − 𝑒𝛽 − ¤𝑦𝑟 .
Choose

𝛼1 = −(𝛽1 + 1)𝑥∗
1
+ ¤𝑦𝑟 , 𝑥∗

1
= 𝛼 − 𝑦𝑟 , 𝛽1 > 1. (25)

Let 𝑉1 = 1

2
𝑥𝑇

1
𝑥1 +𝑉0. Using (16) and Young’s inequality,

¤𝑉1 ≤ 1

2
𝑒𝑇 Υ0𝑒 + 1−𝛽1

2
∥𝑥1∥2 + ∥𝑥2∥2 + ∥𝑧2∥2 + 𝜄 + 𝜙1, (26)

where

Υ0 = 𝑃0A +A𝑇 𝑃0 + 2𝑃0𝐾0𝐼1 + 𝑙2𝑃0𝐾0𝐾0𝑇 𝑃0 + 2𝑙1𝑃
0

2

+ 2𝐼𝑇
2
𝐼2

and 𝐼2 = [0 𝐼𝑚], while 𝜙1 collects the constant bounds from ∥𝛼 ∥2

terms.

Step 2. On 𝐻 (0,∞), ¤𝑥2 = 𝑢 + 𝑔( ˆ𝜉) + Ω0

𝛽
− ¤𝜃2. Augment 𝑉1 by

𝑉2 = 1

2
𝑥𝑇

2
𝑥2 + 1

2
𝑧𝑇

2
𝑧2 + 1

2𝛾12

˜𝑘2

12
+ 1

2𝛾22

˜𝑘2

22
to form 𝑉2 = 𝑉1 +𝑉2, and

choose

𝑢 = −(𝛽2 + 3

2
)𝑥2 − 𝑔( ˆ𝜉) − Ω0

𝛽
+ ¤𝜃2, 𝛽2 > 0. (27)

Assume ∥ ¤𝛼1∥ ≤ 𝜒21∥𝑧2∥+𝜒22 for some unknown constants 𝜒21, 𝜒22 >

0 (due to (25)), and take 𝜌2 = 2

2+𝜇 . Then, by direct differentiation

and completing the squares,

¤𝑉2 ≤ 1

2
𝑒𝑇

(
Υ0 + (3 + ¯𝛽)𝐼𝑇

1
𝐼1
)
𝑒 + 1−𝛽1

2
∥𝑥1∥2 − 𝛽2∥𝑥2∥2 − 𝜇

2
∥𝑧2∥2

− 𝜆12

2

˜𝑘2

12
− 𝜇

2𝛾22

ˆ𝑘2

22
+ 𝜑2,

(28)

where
¯𝛽 > 0 is a tuning scalar and𝜑2 lumps bounded constants from

the NN/disturbance terms via 𝜄. On Δ(0,∞), by Proposition 1 we

have
¤̄𝑉0 ≤ −𝛼 ′

0
𝑉0 −𝛽′

0
𝑉

2ℎ−1

ℎ

0
+ 𝜄; combining with the same (𝛼1, 𝜃2, 𝑢)

yields an inequality of the form (28) with the 𝑒-dependent part

replaced by negative terms in 𝑉0.

3.3 LMI Computation and Main Results
To compute the observer gains and certify (16)–(28), solve

𝑃0A +A𝑇 𝑃0 + 2𝑃0𝐾0𝐼1 + 𝑙2𝑃0𝐾0𝐾0𝑇 𝑃0 + 2𝑙1𝑃
0

2

+ 2𝐼𝑇
2
𝐼2

+ (3 + ¯𝛽)𝐼𝑇
1
𝐼1 ≤ 𝜈𝑃0, (29)

𝑃1𝐴𝑚 +𝐴𝑇𝑚𝑃1 + 2𝑙1𝜇
−1

𝛽
𝑃1𝐵𝑚𝐵

𝑇
𝑚𝑃

1 + 2𝜇−1

𝛽
𝐼𝑇
2
𝐼2 ≤ −𝜇𝑃1, (30)

for some 𝜈 ≥ 𝜇 > 0. By the Schur complement, these are equivalent

to [
Υ1 ∗√
2 𝑃0 − 1

𝑙1
𝐼

]
< 0,

[
Υ2 ∗√

2𝐵𝑇𝑚𝑃
1 − 𝜇𝛽

𝑙1
𝐼

]
< 0, (31)

with Υ1 = 𝑃0A +A𝑇 𝑃0 + 2𝑃0𝐾0𝐼1 − 𝜈𝑃0 + (3 + ¯𝛽)𝐼𝑇
1
𝐼1 + 2𝐼𝑇

2
𝐼2 and

Υ2 = 𝑃1𝐴𝑚 +𝐴𝑇𝑚𝑃1 + 2𝜇−1

𝛽
𝐼𝑇
2
𝐼2 + 𝜇𝑃1

.

Theorem 2. Consider the system (1) under DoS described by (2)–
(3). Let the observer (13)–(16), virtual control (25), filter (24) with
(24), and input (27) be applied. If (31) holds for some 𝜇, 𝜈 > 0 and
there exists 𝛾∗ such that

1 − 𝛽1 < −𝜇, −𝛽2 < − 𝜇
2
,

𝜇 − 𝛾∗
𝜇 + 𝜈 >

1

𝑇
, 𝛾∗ >

ln 𝜆

𝜏𝑑
,

(32)

with 𝜆 ≥ 1, then all closed-loop signals are uniformly ultimately
bounded and 𝑦 = 𝛼 tracks 𝑦𝑟 with a bounded steady-state error.

Proof. On 𝐻 (0,∞), (28) and (29) imply

¤𝑉2 ≤ 𝜈𝑉0 + 𝑐1 − 𝛽2∥𝑥2∥2 − 𝜇

2

∥𝑧2∥2,

for some constant 𝑐1 > 0. On Δ(0,∞), Proposition 1 and (30) yield

¤𝑉2 ≤ −𝜇𝑉0 + 𝑐2, 𝑐2 > 0. Let 𝜎 (𝑡) = 𝜈 on 𝐻 (0,∞) and 𝜎 (𝑡) = −𝜇 on
Δ(0,∞). Repeating the standard dwell-time integration over [0, 𝑡]
and inserting (2)–(3), we obtain

𝑉2 (𝑡) ≤ 𝜆𝑛 (0,𝑡 ) exp

(
− 𝜇 |𝐻 (0, 𝑡) | + 𝜈 |Δ(0, 𝑡) |

)
𝑉2 (0)

+ (𝑐1 + 𝑐2)
∫ 𝑡

0

𝜆𝑛 (𝜏,𝑡 ) exp

(
− 𝜇 |𝐻 (𝜏, 𝑡) | + 𝜈 |Δ(𝜏, 𝑡) |

)
𝑑𝜏 .

(33)

By (32) the exponent is strictly negative; hence

𝑉2 (𝑡) ≤ 𝜆𝜍
[
𝑒−𝜅𝑡𝑉2 (0) +

𝑐1 + 𝑐2

𝜅

(
1 − 𝑒−𝜅𝑡

) ]
(34)

for some 𝜅 > 0, which proves uniform ultimate boundedness of 𝑉2

and thus of 𝑒𝛼 , 𝑒𝛽 , 𝑥1, 𝑥2, 𝑧2. Consequently, 𝑥1 is ultimately bounded

and 𝑦 = 𝛼 tracks 𝑦𝑟 with bounded error. □

The adaptive nonlinear filter (24) explicitly attenuates pertur-

bations (disturbances and NN approximation errors), improving

steady-state accuracy compared with linear filters. The LMIs (31)

allow tuning 𝑙1, 𝑙2 to reduce conservatism without enlarging the

error bounds.
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4 NUMERICAL EXAMPLE
We validate the proposed observer-and-filter-based controller on

an unmanned surface vessel (USV) under DoS and disturbances.

Let the position and velocity states be

𝛼 := (𝑥𝑠 , 𝑦𝑠 ,𝜓𝑠 )𝑇 , 𝛽 := (𝑢𝑠 , 𝑣𝑠 , 𝑟𝑠 )𝑇 ,
so 𝑦 = 𝛼 . The 3-DOF model is [5]{

¤𝛼 = 𝐽 (𝜓 ) 𝛽,
𝑀 ¤𝛽 + 𝐶 (𝛽)𝛽 + 𝐷 (𝛽)𝛽 = 𝜏 +𝜛,

(35)

where 𝜏 = [𝜏𝑥 , 𝜏𝑦, 𝜏𝜓 ]𝑇 is the body-fixed input, 𝜛 = [𝜛𝑥 , 𝜛𝑦, 𝜛𝜓 ]𝑇
is an unknown disturbance, and

𝐽 (𝜓 ) =

cos𝜓 − sin𝜓 0

sin𝜓 cos𝜓 0

0 0 1

 .
Parameters follow [20]:

𝑀 =


25.8 0 0

0 33.8 1.0948

0 1.0948 2.76

 , 𝐶 =


0 0 𝑐13

0 0 𝑐23

− 𝑐13 − 𝑐23 0

 ,
𝐷 =


𝑑11 0 0

0 𝑑22 0

0 0 𝑑33

 ,
with

𝑐13 = −33.8 𝑣𝑠 − 1.098 𝑟𝑠 , 𝑐23 = 25.8𝑢𝑠 ,

𝑑11 = 0.7225 + 1.3274|𝑢𝑠 | + 5.8864𝑢2

𝑠 ,

𝑑22 = 0.8896 + 36.4728|𝑣𝑠 | + 0.805|𝑟𝑠 |,
𝑑33 = 1.9 − 0.08|𝑣𝑠 | + 0.75|𝑟𝑠 |.

Setup. The reference signal is

𝑦𝑟 (𝑡) =

2 sin(𝑡) m

cos(𝑡) m

0.3 rad

 .
The disturbance signal is selected as

𝜛(𝑡) =


0.2 sin(𝑡)
0.5 cos(0.1𝑡)

0.3

 .
Observer/filter-controller parameters are: 𝑘𝛼 = 5, 𝑘𝛽 = 10, 𝜈 = 6,

𝜇 = 4, 𝛽1 = 5.1, 𝛽2 = 3, 𝜉 = 1.5, 𝜆 = 580, 𝑙1 = 𝑙2 = 0.5. Initial states:

𝛼 (0) = [1.5, 1, 0.1]𝑇 , 𝛽 (0) = 0. Adaptive/NN settings: ℎ = 0.9,

𝜇𝛼 = 𝜇𝛽 = 40, 𝜌2 = 1

3
, 𝛾12 = 𝛾22 = 0.1, 𝑟𝑝,𝑙 = 0.1, 𝜆12 = 40,

𝜂𝑣,𝑙 = 40, 𝛽12 = 1.2, 𝛽22 = 0.01. Number of neurons 𝐿 = 15;

centers uniformly in [−2, 2] × [−2, 2]; width 𝑑𝑙 = 3. Initial values:

ˆ𝑘12 (0) = ˆ𝑘22 (0) = 2.5, 𝑊̂𝑣,𝑙 (0) = 0. DoS windows:

𝐻 (0, 𝑡) = [6, 6.5] ∪ [12, 12.8] ∪ [22, 22.4]
∪ [27, 27.6] ∪ [35.1, 35.6] s.

Results. Figures 1–9 summarize the outcomes and comparative

results. To complement the visual evidence, Table 1 reports three

quantitative metrics against the baselines in [1, 37].

Figure 1 shows that 𝑥1 (𝑡) remains bounded and decays after

each DoS burst. Figure 2 provides trajectory-level consistency with

the reference motion in the 3-D space. Figure 3 indicates lower

steady-state error for the proposed method under simultaneous

DoS and disturbances compared with [1, 37]. Figures 4–5 confirm

accurate finite-time observation of both position and velocity de-

spite measurement dropouts. Figure 6 demonstrates convergence of

𝑥2, 𝑧2 (cf. (23)), consistent with the analysis. The control input (Fig-

ure 7) is smooth without chattering. Adaptive gains and NNweights

remain bounded (Figures 8–9). Overall, the RBFNN-based finite-

time observer combined with the adaptive nonlinear filter achieves

bounded output tracking and improves steady-state accuracy over

the baselines in [1, 37]. Table 1 summarizes three quantitative com-

parisons: root mean squared error (RMSE) on [0, 40] s, steady-state
RMSE on [38, 40] s, and mean error on [1, 40] s, which further

illustrates the superiority of our proposed method. These statis-

tics are consistent with the visual trends in Figures 3–6: the pro-

posed scheme suppresses burst-induced excursions more rapidly

and maintains smaller residual tracking fluctuations in the late

stage.

Figure 1: Tracking error 𝑥1 (𝑡) = 𝛼 (𝑡) − 𝑦𝑟 (𝑡).

Figure 2: Position trajectory of the USV and reference trajec-
tory in the 3-D space.
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Figure 3: Error index 𝐸 (𝑡) = ∥𝑥1 (𝑡)∥/3 (comparative).

Figure 4: Position states: observer 𝛼 (𝑡) vs. plant 𝛼 (𝑡).

Figure 5: Velocity states: observer ˆ𝛽 (𝑡) vs. plant 𝛽 (𝑡).

Figure 6: Auxiliary signals 𝑥2 (𝑡) and 𝑧2 (𝑡) in (23).

Figure 7: Control input 𝑢 = 𝐽 (𝜓 )𝑀−1𝜏 (𝑡).

Table 1: Quantitative comparison with two baselines.

Metric Baseline A [1] Baseline B [37] Proposed Improvement

RMSE of 𝐸 (𝑡 ) on [0, 40] s 0.2141 0.1772 0.1548 12.6%

Steady-state RMSE of 𝐸 (𝑡 ) on [38, 40] s 0.03760 0.007726 0.001114 85.6%

Mean 𝐸 (𝑡 ) on [1, 40] s 0.05326 0.04552 0.03262 28.3%

5 CONCLUSIONS
This work addressed output-feedback security tracking control

for robotic (second-order nonlinear) systems subject to denial-of-

service (DoS) attacks, unknown nonlinearities, and external distur-

bances. A finite-time RBFNN observer was designed to reconstruct

unmeasured states and approximate the lumped uncertainty from

output data. An adaptive nonlinear filter was then employed to
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Figure 8: Adaptive estimates ˆ𝑘12 (𝑡) and ˆ𝑘22 (𝑡).

Figure 9: Estimated RBFNN weights (partial channels).

attenuate disturbance effects and approximation errors, and an

output-feedback security controller was synthesized via backstep-

ping using the observer and filter signals.

Lyapunov analysis established that, under an average dwell-time

condition on the DoS intervals, all closed-loop signals are bounded

and the tracking error is uniformly ultimately bounded, while the

state estimates converge in finite time.

Comparative simulations on a nonlinear unmanned marine sys-

tem corroborated the effectiveness of the method, showing lower

tracking error and stronger disturbance rejection than the base-

lines in [1, 37], while maintaining resilience to packet dropouts.

These results support combining finite-time RBFNN observation

with adaptive nonlinear filtering for secure tracking in networked

robotic systems.
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