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ABSTRACT
Deep Reinforcement Learning (DRL) is often used to generate con-
trol policies for autonomous agents. These policies are trained to
control agents when they operate normally. Thus, unexpected faults
may cause agents controlled using these policies to fail. When this
occurs, it is important to understand and explain the root cause of
such failures. In this paper, we define this diagnosis problem under
different settings and assumptions. We also provide a benchmark
suite for evaluating algorithms for solving this problem based on
environments from AI Gym, a popular DRL framework.
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1 INTRODUCTION
Deep Reinforcement Learning (DRL) is widely employed for con-
trolling systems where either no reliable model of the environment
exists, or the available model is too complex to analyze effectively.
Typical examples of such environments include autonomous cars
and UAVs [3, 21], algorithmic trading [8] and game AI agents [18].
In such systems, an agent is situated in an environment where
it can perform actions to collect reward and change its and the
environment’s state. The agent’s goal is usually to interact with
the environment in a way that maximizes the cumulative reward
gathered by executing its actions. To achieve that, such systems
assume available data collected through the agent’s interaction
with the environment or through simulations. Using this data, DRL
approaches train policies that guide the agent to perform a series of
actions that maximize its cumulative reward.

Such policies assume the agent operates normally. Normal op-
eration means that the outcomes of the actions performed during
policy training have similar probabilities of occurring during policy
execution under similar environment states. Conversely, when an
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agent operates abnormally, some of its actions have unexpected
effects, leading it to transition to different, often undesirable states
during policy execution. Techniques in the DRL field, such as fault
shielding [5, 22] and others [14], address those needs to some extent.
However, with no understanding that this discrepancy is caused
by faulty actions, those unexpected states are seen by the policy as
the normal outcomes of its execution, and the policy continues to
choose the next actions based on these faulty states, and so on. This
may cause the agent to collect fewer rewards and fail to achieve
its goals. In this work, we consider the problem of identifying the
root cause of abnormal behavior in the execution of policy-guided
systems, using a process called diagnosis. The result of such a di-
agnosis can then be used to guide more efficient repair processes
and to complement the tasks of subsequent policy training with the
gained knowledge of the new possible action outcomes. Moreover,
such diagnostic results can enable learning of faulty action models,
a complementary task to traditional learning of action models [28].

The problem of automated diagnosis has been extensively stud-
ied in the AI literature, and a variety of approaches have been pro-
posed to address it. Diagnosis approaches include Data-Driven [6],
Model-Based [15, 36], Rule-Based [23], and others [46]. Such ap-
proaches have been used formany problems ranging from industrial
systems [10] to software [40]. To the best of our knowledge, utiliz-
ing diagnosis methods to find the root cause of a failure in systems
that are guided by a DRL-generated policy has yet to be addressed.
Diagnosis in such systems is challenging because they are often ap-
plied in domains where existing approaches to automated diagnosis
are not directly applicable.

The contribution of this work lies in introducing a new
research direction: the diagnosis of RL-based systems. In par-
ticular, (1) we present the problem of RL Diagnosis (RLDX). (2) We
describe variants of the problem that depend on assumptions made
about the environment, the policy, the faults, and the observations.
(3) We provide benchmarks that include faulty executions of RL
policies that can be used to test fault diagnosis algorithms.

2 BACKGROUND
Fault diagnosis focuses on identifying the root cause of faults that
occur during the system’s execution. Some notable approaches in-
clude Data-Driven [6, 44], Rule-Based [23], Model-Based [36] and
Fault-Tree Analysis [46]. Diagnosis approaches address a wide va-
riety of settings, including static and temporal systems, full and
partial observability, and others. They are relevant to a wide variety
of systems, from industrial [9, 10] to infrastructure [16, 35], UAVs
[26, 39, 41], Software [1, 13, 40], and so on. Many of the approaches
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mentioned assume that the planned execution of the task is known
before the actual execution, as in [7, 19]. Only a recent work [31] has
tackled diagnosing faults in systems where the agents are guided
by a policy. However, that work is based on many limiting assump-
tions, such as persistent faults and deterministic environments and
policies. To that end, this paper lays some foundations and provides
initial benchmarks for research in this direction.

Related to the problem of diagnosis is the problem of adaptability
to failures, i.e., its ability to maintain or quickly return to operation
in the presence of failures. Control approaches involve reacting
in real-time to unexpected observations by dynamically adjusting
the system’s behavior to minimize disruptions [2, 20]. Replanning
methods aim to modify the system’s original plan when a failure
or disturbance occurs by creating a new feasible plan to achieve
the intended goal [25, 38, 48]. Robust planning aims to create plans
that can handle failures without requiring significant real-time
adjustments [4, 33]. Diagnosing failures is expected to help these
methods by allowing them to focus on the root cause.

3 PROBLEM SETTINGS
We consider an autonomous agent situated in an environment that
can be described as a Markov Decision Process (MDP). Formally:

Definition 1 (Markov Decision Process). An MDP is defined
by a tuple ⟨𝑆,𝐴, 𝑃𝑎 (𝑠, 𝑠′), 𝑅𝑎 (𝑠, 𝑠′)⟩ where:

• 𝑆 is a set of states.
• 𝐴 is the set of actions the agent can perform.
• 𝑃𝑎 (𝑠, 𝑠′) = 𝑃𝑟 (𝑠′ |𝑠, 𝑎) is the probability of reaching state 𝑠′

after the agent executes action 𝑎 in state 𝑠 .
• 𝑅𝑎 (𝑠, 𝑠′) is the immediate reward gained by executing action
𝑎 from 𝑠 and reaching 𝑠′.

DRL algorithms, such as DQN [42], AC3 [27], and PPO [37], aim to
return a policy that guides the agent in an MDP to choose actions
that maximize its cumulative reward.

Definition 2 (Policy). Given an MDP ⟨𝑆,𝐴, 𝑃𝑎 (𝑠, 𝑠′), 𝑅𝑎 (𝑠, 𝑠′)⟩,
a policy is a function 𝜋 : 𝑆 → 𝐴 mapping a state 𝑠 to the action the
agent should take when in 𝑠 .1

DRL algorithms require interacting with the environment in
order to output effective policies. Since this is not always possible,
DRL algorithms often use a simulator of the environment.

Definition 3 (Simulator). An environment simulator for an
MDP ⟨𝑆,𝐴, 𝑃𝑎 (𝑠, 𝑠′), 𝑅𝑎 (𝑠, 𝑠′)⟩, is a stochastic function 𝜒 : 𝑆 ×𝐴 → 𝑆

such that 𝑃𝑟 (𝜒 (𝑠, 𝑎) = 𝑠′) = 𝑃𝑎 (𝑠, 𝑠′).
We use 𝜒𝑖 (𝑠, 𝜋) to represent the sequential execution of 𝑖 actions

starting from state 𝑠 and acting according to a policy 𝜋 . That is,
𝜒𝑖 (𝑠, 𝜋) = 𝜒 (𝜒𝑖−1 (𝑠, 𝜋), 𝜋) for 𝑖 > 1 and 𝜒1 (𝑠, 𝜋) = 𝜒 (𝑠, 𝜋).

The main premise of this work is that during execution, some
actions may fail, which means that executing them may transi-
tion the agent to a state very unlikely according to the transition
function. To be able to detect and diagnose such failures, we as-
sume a given sequence of observations 𝑂𝑏𝑠 = (𝑜1, . . . , 𝑜𝑛), col-
lected while the agent executed its policy, and an observation con-
sistency function consistent(𝑂𝑏𝑠, 𝜋, 𝜒) → [0, 1], which quantifies
1This definition of a policy assumes deterministic action selection for ease of presenta-
tion. We discuss stochastic policies later.

how likely it is that 𝑂𝑏𝑠 were collected while the agent executed
actions using 𝜋 and the resulting states were generated by the sim-
ulator 𝜒 . Here consistent(𝑂𝑏𝑠, 𝜋, 𝜒) = 0 means 𝑂𝑏𝑠 could not have
been collected by the agent when choosing actions according to
𝜋 and observing states according to 𝜒 . If the agents follow 𝜋 then
consistent(𝑂𝑏𝑠, 𝜋, 𝜒) = 0 indicates at least one action has failed.

Definition 4 (RLDX). Given a policy 𝜋 , a simulator 𝜒 , a set of
observations 𝑂𝑏𝑠 = (𝑜1, . . . , 𝑜𝑛), and a threshold value 𝑇 ∈ [0, 1], an
RL Diagnosis (RLDX) problem arises when consistent(𝑂𝑏𝑠, 𝜋, 𝜒) ≤
𝑇 . A solution to an RLDX problem is a diagnosis that explains the
observation and identifies the root causes of the failure.

3.1 What is a Diagnosis in RLDX?
To define the notion of diagnosis more accurately, we adopt the
consistency-based definition of a diagnosis as an assumption over
the fault modes of the system components that is consistent with the
observations. Next, we propose several alternatives to define fault
modes and system components in the context of RLDX.

Fault modes in RLDX. It is common in MBD to distinguish be-
tween the two types of fault models: Weak Fault Model (WFM) and
Strong Fault Model (SFM) [34]. WFM means the diagnoser only
knows the expected behavior of system components. Consequently,
every component in WFM has a single fault mode, indicating that
it is abnormal. Thus, a diagnosis in WFM is an assumption about
which subset of components is abnormal that is consistent with
the observations. WFM can be a sufficient assumption for RLDX
applications where removing or replacing faulty components must
be done urgently, for example, to maintain a production process.

SFM assumes precise descriptions of how faults behave. Ap-
proaches that assume this often use mathematical or logical equa-
tions to precisely describe the effects of the fault over the sys-
tem [45]. Such an assumption provides a layer of explainability to
how the faulty components led to the overall failure — a thing that
is useful for updating future policies or calculating compensation.

System components in RLDX. System models define the set of
components that interact with one another. This definition can vary
in granularity, which can affect the granularity of the resulting
diagnoses. A possible definition is to treat each action execution
in a specific state as a separate system component. In this case, a
diagnosis would identify both the action type and the state in which
it was executed. One may also define components more coarsely,
considering only the action type regardless of the state in which
it occurred. Naturally, the complexity of the diagnosis process is
directly influenced by the chosen definition of system components.

3.2 Variants and Assumptions
RLDX problem instances may vary based on the assumptions they
make about (1) the given policy, (2) the environment, (3) the types
of faults that may occur, and (4) the observations we have.

Deterministic vs. stochastic environments. The standard definition
of an MDP (Def. 1) suggests the environment is stochastic: the state
transition function 𝑃𝑎 (𝑠′, 𝑠) defines the probability that an agent
reaches state 𝑠′ given its current state 𝑠 and the chosen action 𝑎.
Indeed, many real-world applications have elements of randomness
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which are naturally modeled as stochastic environments [17, 24, 43].
There are, however, important real-world applications that can be
sufficiently represented as a deterministic environment [11, 12, 47].
Deterministic environments assume that the next state and reward
are fully determined by the current state and the current action
chosen by the agent. That is, the transition function 𝑃𝑎 (𝑠′, 𝑠) returns
either one or zero for any action and pair of states.

Solving RLDX problems having a deterministic environment
is expected to be easier since diagnosis algorithms can use the
simulator to compute the exact next state given an observed state
and action. If the next state is observed to be different, a diagnosis
algorithm will immediately identify the performed action as part
of any diagnosis. Conversely, diagnosis in stochastic environments
can be significantly harder since the diagnosis algorithms may need
to account for multiple outcomes of an observed action.

Deterministic vs. stochastic policies. Definition 2 implies that the
agent’s policy is deterministic. While deterministic policies are ade-
quate in some cases, there are domains in which stochastic policies
are preferred. A stochastic policy is a probability distribution over
the actions the agent can take. When an agent executes a stochastic
policy, it samples an action in each state from this distribution.

Solving RLDX problems having deterministic policies is expected
to be easier since, given the policy and an observed state, we can
uniquely identify the action performed in that state. Then, we can
use the simulator to sample the possible next state and check if it
matches the available observations, thus isolating the root cause.
Diagnosis is still not trivial if observations are incomplete or noisy.

Solving RLDX problems with a stochastic policy is significantly
more complex, since for every observed state, the diagnosis process
may need to reason about multiple possible actions. Problems with
both stochastic policies and stochastic environments are expected
to be even more complex, potentially involving reasoning about
multiple possible actions and the outcomes of each.

Intermittent vs. non-intermittent faults. The faults in a diagnosed
system can be either intermittent or persistent (non-intermittent).
Persistent faults persist until they are resolved or the task execution
is complete. The persistence of non-intermittent faults makes them
more predictable and easier to address using traditional monitoring
or diagnostic systems such as model-based diagnosis. On the other
hand, intermittent faults can occur unpredictably and may appear
at varying intervals or when specific conditions are met. Examples
include software bugs or systems with components periodically
failing, for example, due to overheating. This makes detecting and
reproducing intermittent faults more difficult. Methods such as
model-based diagnosis will have to address two possibilities at
every state - one where the fault occurred and one where it did not.
In addition, if the observations appear normal, intermittent faults
may lead to false negatives.

Full vs. partial observability of trajectories. Observability on the
level of a trajectory focuses on whether all the states of a trajectory
are observed (called full observability) or where some states are
missing from the observed trajectory (called partial observability).
In terms of the observation set 𝑂𝑏𝑠 defined in Definition 4, par-
tial observability on the trajectory level means that a subseries
(𝑜𝑖1 , . . . , 𝑜𝑖𝑘 ) of the observations 𝑂𝑏𝑠 might be missing.

In a fully observed setting, the diagnosis algorithm can access
the complete series of states that make the trajectory. With such an
assumption, diagnosis can be made easier since full observability
provides diagnosis methods with more states to use for validation
purposes during diagnosis generation. The setback of this assump-
tion is that it is not always realistic. Domains that involve high
communication costs, privacy-oriented components of the system,
and limited observability capabilities may not always be able to
provide a full series of states. When the trajectory is partially ob-
servable, the diagnosis engine does not have access to the entire
series of states that make up the trajectory. Examples where such an
assumption is valid include diagnosing space exploration tasks, ro-
botics in dynamic environments, or GPS tracking. While diagnosis
algorithms that assume partial trajectory observability can address
more real-world cases, they are usually more complex, as they must
infer the missing states, often leading to multiple diagnoses.

Full vs. partial observability of states. Partial observability on the
state level means that some of the observed states in 𝑂𝑏𝑠 may be
observed partially. For example, if a state 𝑠 is represented by 𝑣 state
variables, then when 𝑢 < 𝑣 of those variables are observed, we say
that the state is partially observable.

Assuming fully observed states means that every state that is ob-
served provides full state information to the diagnosing algorithm.
The advantage of this assumption is that there is no ambiguity
regarding which state the system is currently in. Using this as-
sumption, simpler and faster diagnosis algorithms can be employed,
and the diagnoses returned can be more accurate, with fewer false
negatives. The diagnosis community often makes this assumption,
especially when the diagnosed system is in a controlled environ-
ment with reliable sensors [30]. However, in applications that are
not controlled, such as space exploration or logistic chains, this
assumption is not realistic. Assuming partial observability means
that the diagnosing engine can access only parts of every state.
This is especially useful when diagnosing systems distributively,
where multiple diagnosis engines must diagnose part of the system
[29, 32]. The limitations of this assumption are that the diagnosis
algorithms may output more false negatives - diagnoses that are
consistent only with the information provided by the observed
states. This may require more complex diagnosis algorithms.

4 BENCHMARKS
This work provides a benchmark package of policy-guided execu-
tions for seven well-known DRL domains where faults were intro-
duced during execution. For each domain, we run the environment
using either a deterministic or stochastic policy while introduc-
ing faults using different predefined fault modes and varying fault
probabilities. We next elaborate on the environments, policies, fault
modes, and the benchmark generation steps.

4.1 Environments and Policies
The package includes the environments Acrobot, CartPole, Moun-
tainCar, Taxi, FrozenLake, Breakout and Pong, all of which are part
of the Gymnasium benchmarks2. Figure 1 illustrates these environ-
ments. The benchmarks involve execution trajectories of determin-

2https://gymnasium.farama.org/
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Figure 1: TheAI Gym environments in our RLDX benchmark,
from top to bottom and left to right: Acrobot, MountainCar,
CartPole, Taxi, FrozenLake, Pong and Breakout.

istic and stochastic policies in environments with discrete sets of
actions and deterministic and stochastic state transition functions.
The details are shown in Table 1, and include the Gym environ-
ment name; the version of the environment; the number of actions
an agent can perform; whether state variables are continuous or
discrete; whether the environment is dynamic or static, where “dy-
namic” means the state may change even if the agent does not act,
e.g., due to external forces operating over the agent; whether the
state transitions function is deterministic or stochastic; and the
DRL model used to train the policy we use for that environment.

Env. Act. State Env. State
Name Ver. Num. Type Type Trans. Policy
Acrobot v1 3 Cont. Dyn. Det. PPO10

CartPole v1 2 Cont. Dyn. Det. PPO10

MountainCar v0 3 Cont. Dyn. Det. DQN20

Taxi v3 6 Disc. Stat. Det. PPO30

FrozenLake v1 4 Disc. Stat. Sto. PPO40

Breakout v4 4 Disc. Dyn. Sto. A2C10

PongNoFrameskip v0 4 Disc. Dyn. Sto. A2C50

Table 1: General statistics of our benchmark domains.

Policies. For each environment, we either trained a policy or used
a publicly available one from the HuggingFace model repository.
The algorithms used to train the policies were DQN [42], PPO [37],
and A2C [27]. The policies are provided as part of the benchmarks.

Fault Modes. For each environment we define different fault
modes. The fault modes are functions that, given an action provided
by the policy, return another, possibly the same, but not always,
actual action to be executed. For the CartPole environment, we
define three fault modes due to the low number of agent actions.
For each of the other environments, we define ten fault modes. The
fault modes are specified in the input files we provide, which we
used to generate the benchmarks package.
10Trained by the authors of this paper.
20https://huggingface.co/sb3/dqn-MountainCar-v0/tree/main
30https://huggingface.co/zap-thamm/PPO-Taxi-v3/tree/main
40https://huggingface.co/clement-w/PPO-FrozenLakeV1-rlclass/tree/main
50https://huggingface.co/mrm8488/a2c-PongNoFrameskip-v0/tree/main

4.2 Benchmarks Generation
For environment we defined an input file with the following inputs:

• domain_name - The name of the environment.
• model_name - the DRL model used to generate the policy.
• policy_type - stochastic or deterministic.
• seeds - the seeds used to determine the starting states.
• modelled_fault_modes - the set of fault modes we modeled.
• fault_probabilities - for a fault to occur in each step.
• instances - the instance numbers for each setting.

To create each environment benchmark, we:

(1) Set a seed that determines the starting state.
(2) Set the fault mode for the execution.
(3) Set the probability of a fault occurring in every step of the

execution. Probability of 1.0 means persistent faults.
(4) Execute ten instances of each such combination, up to 200

steps. For each instance, we run the corresponding policy
from a starting state determined by the seed and using the
instance’s corresponding fault mode and fault probability.

We generate a total of 10000 trajectories for the domains Acrobot,
MountainCar, Taxi, FrozenLake, Breakout and Pong, and 3000 trajec-
tories for CartPole. The trajectories are fully observed but can be
masked to generate partially observable problems. We record the
problem instances in Excel files. Among the recorded information
is the domain (environment) name, the DRL model used to train the
policy, and so on. The benchmarks are available on the following
anonymous repository: https://github.com/avi-natan/benchmarks.
The repository includes the benchmarks and the necessary policies
and code to replicate or extend them.

5 CONCLUSION
Systems guided by DRL generated policies are rising in popularity,
but there is not sufficient research done to address faults that can
happen during the execution of such systems. To that end, we pre-
sented the problem of diagnosing faults in systems that are guided
by policies generated by DRL models (RLDX). We described the
different variants the problem can have — deterministic vs. stochas-
tic policy, deterministic vs. stochastic environment, intermittent
vs. non-intermittent faults, and full vs. partial observability on the
level of the trajectory and states. We provided benchmarks of four
deterministic domains (Acrobot, MountainCar, CartPole, Taxi), and
of three stochastic domains (FrozenLake, Breakout, Pong). For each
domain, we provided trajectories generated by the execution of a
deterministic policy on a number of different starting states, with
different rates of probability for faults to occur.

We expect this paper to spark interest in the diagnosis commu-
nity and in the broader RL community. One research direction that
can leverage the benchmarks provided in this work is the learning of
fault modes. By doing so, future research can relax the assumption
of candidate fault modes while still proposingmethods for diagnosis
that assume the presence of SFM. Another approach involves relax-
ing the assumptions of the existing policy and simulator, thereby
utilizing observations obtained solely from the environment. Since
we designed our execution code to be general, we believe such
extensions will be easy to integrate into our proposed framework,
should such a need arise.
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