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ABSTRACT

Falsification has been widely used to find failure cases for cyber-
physical systems (CPS). In the domain of autonomous driving, falsi-
fication has recently been applied to find adversarial driving maneu-
vers which cause other vehicles to crash. In this work, we propose
a reinforcement learning (RL)-based falsification framework that
can discover complex adversarial maneuvers in diverse driving sce-
narios. We compare our approach to existing falsification methods,
both in terms of their efficiency at finding counter-examples as
well as the diversity and quality of their counter-examples. Our
results suggest that RL-based falsification can be an effective tool
for testing and validating autonomous vehicle systems.
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1 INTRODUCTION

Autonomous driving has shown significant progress in recent years.
While autonomous driving CPS work under ideal conditions, real-
world scenarios often introduce disturbances that can affect system
performance [5]. Ensuring the safety and reliability of these systems
is crucial, as failures can have catastrophic consequences. Sampling-
based methods, such as cross-entropy (CE) [2] and Multi-armed
bandit (MAB) [14], have been widely used for falsification. However,
sampling-based search techniques are limited by their ability to
explore the input space effectively, especially in high-dimensional
spaces, which could result in convergence to local minima in black-
box optimization.
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Figure 1: Overview of our falsification framework.

Our work addresses these limitations by introducing an RL-based
falsification framework that can generate diverse and meaningful
counter-examples across a variety of driving scenarios, including
those involving lateral dynamics. Prior work on falsification to find
adversarial maneuvers focused on single-lane highway scenarios,
only considering longitudinal dynamics to stress test ACC [5, 9,
13]. Moreover, we train a soft actor-critic (SAC) agent to learn a
continuous control policy, whereas prior work has used discrete
action spaces or low-fidelity observation spaces [6, 9, 13].

We demonstrate our approach by stress-testing adaptive cruise
control (ACC) equipped with lane-changing (MOBIL) [10]. We com-
pare our RL-based approach against sampling-based methods (CE)
using quality, efficiency, and diversity (QED) metrics to evaluate the
discovered counter-examples. Our results suggest that RL-based
falsification can be an effective tool for testing and validating AV
systems. In summary, our contributions are as follows:

e We introduce a RL-based falsification framework that lever-
ages Scenic [3] to create diverse scenarios.

e We optimize ScenicGym [12] to increase the throughput of
samples, which allows us to find more failure points in AV
systems in customized driving scenarios.

e We systematically analyze our derived counter-examples by
using quality, efficiency, and diversity metrics, showing that
SAC discovers more realistic counter-examples than CE.

2 METHODOLOGY

Metric Temporal Logic (MTL) is a logic that extends Linear Tempo-
ral Logic and can be used to reason about system properties over
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time [7]. We use MTL to formalize the specification of our attacker.
The robustness value, p (p : X X MTL — R) provides a measure
for "how close" the attacker is to inducing a system failure. Given 7~
and an MTL specification (i), robustness returns a real value where
p(T,y) >0 < T | ¢.Following Hernandez et al. [5], the
attacker is successful if it induces an accident among the victim ve-
hicles while remaining safe. More formally, 1/; = Oadv A Osafes Where
Qadv = F \/fil_1 —¢; and gfe = G@o [5]- Oadv specifies that at some
point, a victim vehicle’s safety specification (¢;) must be violated.
@; is the atomic proposition defined as (d; j+1 > dsafe), Where dgafe
is the safety distance between any two vehicles. ps,fe means the
adversary’s specification ¢, must always hold true.

We model our RL agent as the adversarial vehicle in the scenario.
The RL agent’s goal is to learn a policy, 7g(a;|s;), that generates
throttle and steer commands that violate . The state space, S, is
a stacked vector of size 346, containing LiDAR point-cloud data
from multiple LiDAR scanners. The action space, A, consists of
continuous control inputs for acceleration and steering commands.

Equation 1 summarizes our reward function in three conditions.

ifp(7,¢) >0andt =T

Ttermination=success

Tt = 4 'termination=fail ifp(7.¢) <0andt=T (1)
CiTforward t C2Vspeed ift<T
€80speed
where 'forward = €g0,, — €go,,  and ropeed = 3 . We use

8Omax speed

SAC [4] to find adversarial driving maneuvers. We train a SAC
agent on two environments: a single-lane platoon scenario and
a multi-lane highway scenario. Both environments place the ad-
versary in front of the victim vehicles. We compare SAC against
CE. Figure 1 illustrates our framework to compare these two fal-
sification paradigms. Given a Scenic script containing a scenario
definition, map specification, and driving behavior, we use SAC and
CE to find counter examples in the system-under-test (SUT).

Our ScenicGym interface follows [1] and [12] with the difference
being that we instantiate the simulator once. To show our Scenic-
Gym’s increased throughput, we conduct an experiment where we
measure the Steps Per Second (SPS) of our ScenicGym interface. On
eight parallel sub-environments, we measure the SPS over 100,000
timesteps across three different map sizes consisting of 84, 200, and
323 road units, averaged over four seeded runs. In each map size,
our ScenicGym version shows an increase in SPS by 82.8%, 47.8%,
and 6.00% for the 84, 200, and 323 road unit maps, respectively.

3 RESULTS

Efficiency: Here we denote the corresponding effectiveness and
computational cost associated with each attack. Table 1 contains
results for each measure. For efficiency the average number of
counter-examples found per attack is displayed along with the
average time per simulation (TPS).

Coverage: We quantify coverage using dispersion and discrep-
ancy metrics as in prior work [2, 11]. Each metric is defined in terms
of a feature vector; different features are considered for each attack
scenario and metric. Features for platoon include: unique crash
pairings between vehicles, time until collision, proportion of hard
accelerations, and average pairwise distance between all vehicles.
Multi-Lane features include: proportion of hard steers/accelerations,
unique crash pairings between vehicles, and velocity at impact
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Counter-Example Counts

Platoon Total TPS (s)
Cross Entropy 527.75 £ 40.917 || 3.6
Soft Actor Critic 103.75 + 49.206 || 7.3
Multi-Lane Total TPS (s)
Cross Entropy 117.75 + 6.41 2.2
Soft Actor Critic 154.75 + 7.984 7.2
Coverage Scores by Metric

Platoon Discrepancy Dispersion
Cross Entropy 0.111 = .001 0.954 +.003
Soft Actor Critic 0.094 + .007 0.903 + .016
Multi-Lane Discrepancy Dispersion
Cross Entropy 0.092 +.023 0.852 + 0.014
Soft Actor Critic 0.147 + .01 0.83 £ 0.012

Quality Scores by Attack Type
Platoon Risk KL-Divergence
Cross Entropy 0.174 = 0.037 1.067 = 0.767
Soft Actor Critic 0.113 £ 0.036 0.883 £ 0.614
Multi-Lane Risk KL-Divergence
Cross Entropy 0.233 +£ 0.015 0.087 + 0.15
Soft Actor Critic 0.402 + 0.064 0.009 £+ 0.171

Table 1: Averaged score for each metric with associated stan-
dard deviation over 4 iterations measured over 1000 samples.

Lower scores in both of these categories correspond to better cov-
erage.

Quality: Quality here is measured using the average QD-score
as defined in [8] along with the KL-divergence measured from a
non-adversarial actor. Table 1 Section 3 shows the computed risk
(QD-score) and KL-Divergence averaged over each unique seed.
Risk features consist of: the minimum distance between any two
victims at the time of collision, the maximal braking at collision
time, and the averaged velocity of the two vehicles upon colliding.
For KL-Divergence features for platoon include: proportion of hard
accelerations and brakes, cumulative time spent outside of a lane
(adversary), and the average pairwise robustness between the ad-
versary and the victim cars. For the multi-lane highway scenario
the same features are considered, however, the proportion of hard
steering action is considered rather than brakes. A higher score and
risk and lower score in divergence correspond to a greater overall
quality rating.

4 CONCLUSION

We find that SAC is more sample efficient (154 examples) with
respect to CE (117 examples) in the multi-lane experiment, but does
worse in the platoon scenario. This may be explained, in part, by the
scenario’s specificity and the template’s behavioral bias. However,
SAC does perform slightly better in terms of coverage (Discrepancy:
0.094, Dispersion: 0.903), with CE scoring (0.111, 0.954). In total
these results show SAC’s ability to discover counter-examples in
both experiments while forgoing the sampler’s template. In sum,
our work applies two distinct falsification paradigms, evaluates
each approach across multiple dimensions, and opens discussion
about the trade-offs between RL and sampling-based falsification.
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