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ABSTRACT

The Model Context Protocol (MCP) enables LLM agents to discover
and invoke tools dynamically, but it also introduces a new threat:
Tool Metadata Poisoning, where adversarial tool descriptions in-
duce semantically incorrect yet syntactically valid invocations. We
propose the Intention-Plan Consistency Paradigm, which protects
agents via post-decision semantic plan verification rather than rely-
ing on potentially compromised agent reasoning. Building on this
paradigm, we introduce VISTA, combining information isolation
to construct a minimal trusted context and hierarchical semantic
assessment to validate tool choice and parameter provenance. We
also present MCPINTENTEVAL, a benchmark for intent-alignment
verification in MCP-enabled agents. Experiments show that VISTA
consistently improves over strong baselines and robustly detects
inconsistent tool-invocation plans.
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1 INTRODUCTION

Large Language Models (LLMs) have rapidly evolved into powerful
coordinators in intelligent systems, enabling agents to integrate di-
verse data sources, services, and devices through natural-language
reasoning [1, 3, 9, 15]. The Model Context Protocol (MCP) further
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accelerates this trend by allowing agents to discover and invoke
external tools dynamically, without tightly coupling the agent to
specific tool implementations [2, 4-6].

New security threat. MCP’s open ecosystem exposes an new
attack surface: agents rely on untrusted natural-language tool meta-
data from external servers. If such metadata is maliciously manipu-
lated, the agent may produce a semantically incorrect plan while
each individual tool call remains syntactically valid and permission-
compliant. We refer to this threat as Tool Metadata Poisoning.

Limitations of existing defenses. Recent LLM-agent security
techniques mainly address malicious user inputs or overtly unsafe
outputs [12, 16]. They are less effective when the attack is hidden in
an apparently benign chain of legitimate tool calls. This challenge
is amplified in MCP settings because tools are provisioned dynami-
cally and metadata is inherently untrusted, which can undermine
context-based reasoning [7] and static tool-profile verification [10].

Our insight. We propose the Intent—Plan Consistency Paradigm:
instead of hardening potentially poisoned reasoning, we validate
whether a generated execution plan is semantically aligned with the
user request. Compared with open-ended plan generation, intent—
plan checking is a constrained, discriminative judgment over a
given plan, and it complements sanitization and filtering defenses
[7, 8,10, 11]. Building on this paradigm, we introduce VISTA, a post-
decision semantic verification framework that intercepts an agent
plan before execution. VISTA combines (i) information isolation to
construct an Isolated Verification Context (IVC) containing only
the user request and candidate plan, and (ii) hierarchical semantic
assessment to validate both tool selection and parameter provenance.
Our main contributions are as follows:

e We introduce the Intent-Plan Consistency Paradigm for se-
curing MCP-enabled agents via post-decision semantic plan
verification.

o We design VISTA, which combines information isolation and
hierarchical semantic assessment to detect both malicious
intent deviations and benign anomalies.

o We present MCPINTENTEVAL and evaluate VISTA on seven
datasets, achieving up to 13.13% higher accuracy and 9.48%
higher F1, with up to 90% fewer false positives.
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Table 1: Main results on the MCPIntentEval benchmark.

Method Dos: Dos: Do D4t Dps Dmr Day
Acc. F1-Score | Acc. Fl-Score | Acc. F1-Score | Acc. F1-Score | Acc. F1-Score | Acc. F1-Score | Acc. F1-Score
MCP-Guard | 60.74 5833 | 7048 6517 |5960 5671 | 7628 7221 |3986 3917 |5791 5483 | 66.67 5410
McCIP | 7128 7237 | 7762 7552 | 7086 7285 | 7946 7667 | 7237 7881 | 6594 6618 | 7743 7258
LLM-D | 8568  89.46 | 83.67 8632 |8514  89.10 | 7844 8176 |90.59 9399 |8123 8651 | 7196 7551
LLM-D+ | 8326 8756 | 8307 8545 | 8577 8931 | 7948 8233 | 8659 9124 | 8636  89.66 | 7945 8148
VISTA | 9839  96.84 | 9595 9638 | 9860  97.64 | 9953  97.93 | 990 9735 | 98.07 9495 | 96.23 9630
40| @ Mcp-Guard 40/ ® McP-Guard Parameter Provenance Validation. We then verify that all argu-
% : K % : e ments passed to 7, are trustworthy. Each parameter p’ is assigned
R A LMD+ B S A LMD+ = one of three provenance labels: User_Query (explicitly stated in
o 20{ @ VISTA (Ours) o 20| @ VISTA (Ours) A . N i
x & q), Tool_Default (specified as a default in the schema of 7;), or II-
w w .. . .
10 10 legitimate (derived from any other source such as hallucinated or
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0 ° e ) 0 e o ~9 injected content). For parameters labeled User_Query, the Judge also
0 20 40 60 80 100 0 20 40 60 80 100 checks that their semantic meaning is preserved without distortion.
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Figure 1: TPR and FPR of VISTA and baselines (left: D5
I'ight: DQH* ).

2 METHODOLOGY

We implement the Intent-Plan Consistency Paradigm with VISTA
(Verification via Isolated SemanTic Assessment), a post-decision
verification framework that checks whether a complete MCP plan is
semantically aligned with the user query q. VISTA operates only on
the finalized plan and is therefore independent of the (potentially
poisoned) planning context.

2.1 Step-level Verification

Given a plan
Tan = a1, an), @ = (15,p"),

where 7! is the selected tool and p' its parameters, VISTA applies
step-level verification and aggregates the results:

V(q, Tcall) =1 & Vi, Vstep(qs ai) =1

2.2 Isolated Verification Context

For each action a;, VISTA constructs an Isolated Verification Context
(IVC) that contains only the trusted information needed for assess-
ment: (1) user query gq; (2) server name; (3) selected tool 7; (4) the
tool’s description; and (5) the generated parameters p'. All other
tool metadata are discarded, so the Judge LLM cannot be influenced
by poisoned descriptions of unrelated tools.

2.3 Dual-Dimension Semantic Validation

Within the IVC, a Judge LLM evaluates each action a; along two
semantic dimensions, and a step is accepted only if both pass.

Tool Intent Validation. We first check whether the selected tool
7l is the appropriate tool to fulfill the user request q. The Judge (i)
extracts the core intent from g, (i) summarizes the behavior of 7!
from its metadata and parameters, and (iii) decides whether the
tool behavior matches the user intent. This detects both malicious
cross-tool hijacking and non-adversarial tool selection errors.

3165

For each step a;, VISTA constructs an IVC, runs both checks, and
accepts the plan only if all steps satisfy them, i.e., V(q, Tean) = 1.

3 EVALUATION

Dataset. We evaluate on MCPINTENTEVAL, derived from MCPTox:
7,967 tool-call responses from seven agent models over 45 MCP
servers and 353 tools. We relabel each plan as intent-aligned or
intent-misaligned (including both maliciously induced and benign
errors) and deduplicate samples for evaluation.

Baselines and metrics. We compare against MCP-Guard [13],
MCIP [7], LLM-D and LLM-D+ [17], and report Accuracy, F1, Pre-
cision, Recall (TPR), and FPR.

Implementation. We use Qwen3-8B [14] as the Judge Model and
run all experiments on a single NVIDIA A100 GPU (3 runs).
Overall performance. Table 1 summarizes the main results on
MCPINTENTEvVAL. VISTA consistently outperforms all baselines
across seven datasets, achieving F1-scores above 94.9% and strong
accuracy. On Do14:, VISTA reaches 97.9% F1, outperforming the
best baseline (89.3%) by a relative improvement of about 9.6%.
TPR/FPR trade-off. Figure 1 reports the detection trade-off on two
representative datasets (left: Dng ; right: Do14¢). VISTA maintains
high TPR while keeping FPR low, yielding a favorable balance
between detection sensitivity and false alarms.

=)}
=

Inference Time (s)
Token Count

0
MCP-Guard!

. 0
LLM-D LLM-D+ VISTA MCP-Guard MCIP

LLM-D LLM-D+ VISTA

Figure 2: Overhead of LLM reasoning (left: time cost; right:
token cost).
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