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ABSTRACT

We present BMC4TimeSec, an end-to-end tool for verifying Timed
Security Protocols (TSP) based on SMT-based bounded model check-
ing and multi-agent modelling in the form of Timed Interpreted
Systems (TIS) and Timed Interleaved Interpreted Systems (TIIS).

In BMC4TimeSec, TSP executions implement the TIS/TIIS envi-
ronment (join actions, interleaving, delays, lifetimes), and knowl-
edge automata implement the agents (evolution of participant
knowledge, including the intruder).

The code is publicly available on GitHub, as is a video demon-
stration.
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1 INTRODUCTION

Timed Security Protocols (TSPs) utilise network latency, tickets
or timestamps, and expiration constraints. The security of these
protocols depends on quantitative temporal relationships, including
freshness and replay resistance. Conventional verification methods
often neglect or oversimplify temporal factors, which hinders the
analysis of attacks that exploit time windows, session interleaving,
and artefact lifetimes.

BMC4TimeSec addresses these vulnerabilities by integrating the
following components: (i) Multi-agent semantics, based on inter-
preted systems, (ii) Interleaving Semantics (IS) [9], (iii) Satisfiabil-
ity Modulo Theories-based bounded model checking (SMT-BMC)
[1, 24] as a practical method for identifying counterexamples to
trace length constraints.

The tool offers an end-to-end demonstration, encompassing the
entire process from protocol specification to the generation of an
interpretable witness.

Relationship to previous work. VerSecTis [26, 27] demonstrated
agent-based verification of security protocols using SMT.
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Subsequently, the paper [24] introduced the first comprehensive
approach to Timed Interpreted Systems (TIS) [23] with dense time,
combined with the SMT-BMC method, and included experimental
evaluation on time protocols. BMC4TimeSec extends this works by
incorporating TIIS and a modular separation between environment
and agent, emphasising interactive analysis and improved usability
for users verifying custom protocols, such as Alice-Bob scenarios
with JSON-based interpretations.

2 AGENT TECHNOLOGY AND TECHNIQUES

BMC4TimeSec adopts a TIIS perspective, where the global state is a
composite of the local agent states and the environment state, and
evolution occurs within interleaving semantics.

The environment is represented by execution automata generated
for protocol sessions/runs.

They control: step order (interleaving multiple sessions), step de-
lays (minimum transfer/execution times), ticket/timestamp clocks
and their lifetimes (validity conditions).

Agents are represented by knowledge automata K (a, t) (for partici-
pants and the intruder), which encode whether agent a knows the
term/message t and when it acquires this knowledge.

For the intruder, we use gating: certain actions are allowed only
after knowledge requirements are met, which models the feasibility
of constructing messages in the Dolev-Yao model.

3 PIPELINE: FROM ALICE-BOB AND JSON TO
SMT WITNESS

The input consists of: (i) a protocol description in Alice-Bob no-
tation, (ii) a JSON file with interpretations (scenarios), i.e., partial
step overrides (e.g., spoofing, sender/recipient switching, deadline
substitutions, intruder message injection), (iii) a session number
parameter k.

The pipeline is as follows:

(1) Generate executions for multiple sessions and instantiate
interpretations (fair and attack).

(2) Generate a model with step delays and lifetimes.

(3) Generating SMT-BMC formulas for reachability prop-
erties, e.g., EF(¢/), where ¢ combines session termination
conditions with knowledge conditions (e.g., K (I, secret)).

(4) Running SMT (e.g., Z3 [4] in SMT-LIB2) and Witness ex-
traction in the case of SAT.

(5) Witness analysis: visualizing TIS/TIIS — knowledge changes
step-by-step.

Figure 1 presents the architecture of the tool.

Technology (software stack). BMC4TimeSec is a tool implemen-
tation (pipeline) that includes: an Alice-Bob parser/specification
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Figure 1: Architecture of BMC4TimeSec.

(implemented in Python), a TIIS generator (implemented in Python),
an SMT-BMC formula generators (SMT-LIB2) (implemented in C++),
an SMT solver launcher (Z3), and a GUI application (implemented
in Python with Flask library).

The demonstration mode emphasises the repeatability of the
experiment: the same protocol can be analysed in multiple inter-
pretations (JSON) and for an increasing number of k sessions.

3.1 System Innovations

Comprehensive implementation of Kurkowski-Penczek’s idea [8].
To the best of our knowledge, BMC4TimeSec is the first such com-
prehensive and extended implementation of this line: it integrates
(a) time-based execution modelling, (b) agent knowledge modelling,
(c) multi-session, (d) SMT-BMC for TIIS, and (e) counterexample
interpretation tools (witness GUI).

Usability: “anyone can verify their protocol.” We include a set
of partial interpretations (scenarios) for many reference protocols,
but the tool is not limited to a library: the user can verify their
own protocol by providing an Alice-Bob description and JSON
with interpretations. Scenarios can be added without modifying
the generator code.

User-friendly specification: ProToc in JSON.. An important ele-
ment of usability is the specification language. Based on ProToc [6],
we have introduced simplifications and standardisations and con-
verted the specification to JSON format (presented on listing 1),
making it easier for users to add interpretations and runtime vari-
ants and to support automatic processing by accompanying tools.
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{
"name": "mitml_lowe",
"overrides": [
{
"sid": 1,
"step": 1,
"kind": "replace",
"edge": "A->I",
"L": "<KB,Ta#1|A>"
3,
{
"sid": 1,
"step": 2,
"kind": "intruder",
"edge": "I->A",
"L": "<KA,Ta#1|Tb#1>"
3,
{
"sid": 1,
"step": 3,
"kind": "replace",
"edge": "A->I",
"L": "<KB,Th#1>"
3,
]
}

Listing 1: Protoc JSON example

More attacks and a broader scope of verification. We have ex-
panded the library of attack scenarios compared to previous work:
we are not limited to basic spoofing variants or single replays, but
also support multi-session and time-dependent scenarios that reveal
errors only when sessions are interleaved and lifetime constraints
are applied. In practice, this means the ability to automatically anal-
yse, amongst others: (i) impersonation and man-in-the-middle at
the step level, (ii) message or component replay between sessions,
(iii) mix-up/mismatch attacks, (iv) non-injective authentication vio-
lations (the same freshness element used in multiple sessions), and
(v) long-term key compromise scenarios. This allows BMC4TimeSec
to verify more than in previous works.

Specification Library (TSP). With the tool, we provide specifi-
cations (Alice-Bob + JSON) for time-based versions of Needham
Schroeder Public Key Protocol (NSPK) [14] and its Lowe’s modifica-
tion [10, 20]; Wide Mouthed Frog Protocol (WMF) [2, 25] its Lowe’s
modification of WMF [12]; the Denning-Sacco Protocol [5]; the
Kao-Chow Protocol [7, 19]; the Carlsen’s Secret Key Initiator Pro-
tocol [3]; the Needham Schroeder Symmetric Key Protocol (NSSK)
[14, 25]; the Yahalom Protocol [2], and its Lowe’s modification [13],
the Paulson’s modification (Yp) [15], and the BAN simplified ver-
sion [2]; the Woo Lam Pi Protocol (WLP) [22, 25]; the WLP 1, 2, and
3 [22]; the Andrew Protocol [16] and its Lowe’s modification [11];
MoblInfoSec [17, 18], and SNEP Protocol [21].

For each protocol, we include a fair variant and a set of attack
scenarios, including new attack classes that were not covered by
VerSecTis.
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