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ABSTRACT
The design of autonomous AI agents that behave responsibly and
foster trust in open multi-agent systems remains a fundamental
challenge. Traditional game-theoretical approaches largely assume
self-interested behaviour, yet real-world collaborations among hu-
mans often rely on prosocial considerations that extend beyond
individual utility. To address this, for the first time in this paper,
we investigate the triad of identity, responsibility, and trust as core
elements shaping responsible multi-agent behaviour. We propose a
novel agent model, building on the notion of Computational Tran-
scendence, which equips agents with an elastic sense of identity, en-
abling them to incorporate the welfare of others into their decision-
making. Our framework integrates subjective (identity-based) and
objective (experience-based and reputation-based) components of
trust. Using Iterated Prisoner’s Dilemma (IPD) simulations on differ-
ent network structures, we analyse how varying levels of identity
and trust affect responsible behaviour. Results demonstrate that the
interplay of these three concepts can promote emergent responsi-
bility, mitigate exploitation, and sustain long-term cooperation in
dynamic multi-agent environments. We argue that this triadic per-
spective provides a principled foundation for designing trustworthy,
responsible, and identity/value aware agents with implications for
future human–AI collaboration.

KEYWORDS
Identity; Coordination; Responsibility; Trust; Ethics; Norms

ACM Reference Format:
Jayati Deshmukh, Vahid Yazdanpanah, Sebastian Stein, and Sarvapali D.
Ramchurn. 2026. The Triad of Identity, Trust and Responsibility in Multi-
Agent Systems. In Proc. of the 25th International Conference on Autonomous
Agents and Multiagent Systems (AAMAS 2026), Paphos, Cyprus, May 25 – 29,
2026, IFAAMAS, 9 pages. https://doi.org/10.65109/VTZX9616

This work is licensed under a Creative Commons Attribution Inter-
national 4.0 License.

Proc. of the 25th International Conference on Autonomous Agents and Multiagent Systems
(AAMAS 2026), C. Amato, L. Dennis, V. Mascardi, J. Thangarajah (eds.), May 25 – 29,
2026, Paphos, Cyprus. © 2026 International Foundation for Autonomous Agents and
Multiagent Systems (www.ifaamas.org). https://doi.org/10.65109/VTZX9616

1 INTRODUCTION
For AI systems to collaborate with humans and ensure trustworthy
collaborations, game-theoretical analysis provides a robust math-
ematical framework for modelling interactions. While traditional
game theory approaches focus on modelling self-interested inter-
acting agents, starting with the pioneering work of Axelrod [5]
and Schelling [35], one open challenge has been to enrich game-
theoretical models so that agents’ interactions better reflect real-life
practices of prosocial collaboration. In principle, as highlighted
by [12], prosocial agents collaborate not purely for individual gain
or utility, but also due to their subjective tendencies (what we call
identity), which in game-theoretical terms could be modelled by
incorporating the utility of others into their decision-making.

In real-life multi-agent systems that involve multiple decision
makers, artificial (and human) agents interact with other agents
to handle complex tasks. For example, robots coordinating with
each other, language agents interacting to complete a shared task,
and autonomous vehicles sharing information with others. Many
of these settings are open-world systems where agents can join
or leave the system at any point in time. Moreover, these agents
may have different strategies based on which they can decide who,
when and how to interact. In such settings, it becomes pertinent
that the agents can trust other agents and act responsibly while
interacting with others. For example, trust flows among a network
of agents in settings like a supply chain, individual agents adapt
their behaviour based on their interactions with agents, as in cyber
security setting and multilateral interactions in realistic scenarios
like climate change agreements. We discuss this in more detail
towards the end of the paper.

The designers of such multi-agent systems want the system to
reach a state (for example, robots or language agents to complete
all the assigned tasks or autonomous vehicles to safely reach their
destinations). There are broadly three ways to ensure that agents
operating in such systems achieve the goal: a) a top-down approach,
where the mechanisms and policies are designed to ensure that
agents act in specific desirable ways aligned with the systemic inter-
est. b) a bottom-up approach, when the agents learn by themselves
and, based on their interactions with others, learn how to operate
in a system. c) a hybrid approach, which combines both top-down
and bottom-up approaches such that some aspects can be specified
while some other aspects can be part of the agent model.
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In these multi-agent systems, the agents might not know all the
other agents they interact with and thus need a framework to trust
them. Specifically, trust refers to the ability of an agent to handle the
risk by delegating a task to another agent and expecting that it will
make choices in the agent’s interest. Trust has been broadly defined
in two ways in multi-agent systems [32]: i) individual-level trust,
which models different ways in which an individual agent trusts
others based on its interactions with others. ii) system-level trust,
which is used to ensure that agents act in a trustworthy manner.
Also, there has been some work on modelling how trust propagates
among different agents in a network [24, 25]. In this paper, we
focus on modelling individual-level trust in agents using learning,
reputation and cognitive-based approaches.

Responsible behaviour in multi-agent systems can be charac-
terised as follows [50]: forward-looking responsibility, which en-
ables agents to take actions to reach a desirable state and backward-
looking responsibility, which ensures that agents take actions to
avoid or prevent certain outcomes. Different techniques have been
developed to enable agents to act responsibly, like machine ethics,
artificial moral agents and normative agents [3, 4, 46]. In this paper,
we build on an innate model of responsibility called Computa-
tional Transcendence (CT), which makes intrinsically responsible
agents [12]. Specifically, in this work, we operationalise responsibil-
ity as the extent to which an agent incorporates the welfare of other
agents into its decision-making, resulting in cooperative behaviour
that improves collective outcomes over repeated interactions.

Unlike prior work on Computational Transcendence, which con-
sidered identity among directly connected agents, our model in-
troduces a mechanism for trust propagation across indirect con-
nections, enabling agents to incorporate trust-mediated identity
beyond their immediate neighbours. The key contributions of this
paper are as follows:

(a) We present an agent model which integrates identity and
trust and leads to responsible behaviour by agents.

(b) We evaluate the proposed model in diverse network settings
and parameters related to their representation of identity
and trust to understand its impact on responsible behaviour.

(c) We provide a comparative analysis of our proposed model
with baseline agent modelling approaches.

(d) Finally, we highlight the relevance of our model across di-
verse applications like supply chain, cybersecurity and in-
ternational climate agreements.

This paper is organised in the following way. In Section 2, we
elaborate on the background and present some of the key work
that has been done in designing computational models of identity,
responsibility and trust. We show how these three concepts con-
nect conceptually to each other in Section 3. Next, in Section 4,
we present our formulation of an agent having an elastic identity
along with a way to model trust towards others, and we show that
it results in responsible behaviour when interacting with others
in a network. We present the simulation setup and experimental
results in Section 5. Next, we discuss and highlight the relevance
of our proposed approach in some real-world applications in Sec-
tion 6. Finally, we conclude in Section 7 with the key takeaways
and potential future directions of this work.

2 RESPONSIBILITY, TRUST AND IDENTITY
In this section, we will discuss some of the key work which has been
done regarding computationally building models of responsibility,
trust and identity in autonomous agents operating in multi-agent
settings.

2.1 Models of Responsibility
There is a shared agreement on the need and importance of respon-
sible AI [14]. However, responsibility is defined in diverse ways
depending on the exact setting, like acting ethically, value align-
ment, social welfare, trustworthiness and accountability [43, 45].

Computational techniques like Artificial Moral Agents (AMA),
Reflective Equilibrium (RE), and Value Sensitive Design (VSD) have
been proposed to formally represent responsible behaviour in au-
tonomous agents [19, 33, 46]. For the ethical or moral interpretation
of responsible AI, there has been significant work around modelling
normative ethics in agents so that they can act as per the appro-
priate paradigms of ethics, like utilitarianism, deontology or virtue
ethics [1, 4, 11, 13, 41, 48].

In this context, the question of what it means for agents in a
multi-agent system to act responsibly toward other human or AI
decision makers remains largely unexplored. This issue is closely
connected to the challenge of determining how, and to what extent,
an AI agent should trust the decision makers with whom it interacts.
Addressing this challenge (which is our focus in this work) not only
requires an examination of the conditions under which trust is
warranted, but also opens up the broader question of how trust
can be formally related to, and integrated into, the modelling and
analysis of responsible AI behaviour.

2.2 Models of Trust
Trust is an important characteristic of autonomous agents, based on
which they can interact with each other in realistic ways [10, 17].
Trust allows agents to rely on other agents in the system, especially
in the face of uncertainty. It also enables them to take calculated
risks and delegate tasks to each other based on the underlying
trust levels. It has been an active research area, and it has been ex-
plored and modelled in diverse ways. Also, it is an interdisciplinary
topic and has been of significance in diverse fields like sociology,
psychology, economics, computer science and artificial intelligence.

Social trust is beyond just trusting an agent to do something. It
involves cognitive components like cognitive evaluations of belief
about others; belief about the context which includes norms, insti-
tutional guarantees, social roles, sanctions and reputation mecha-
nisms; expectations which involve understanding the consequences
of trust and goals to accomplish something by trusting others [10,
17]. Another line of work has been along modelling trust in agents
based on their reputation [21, 32]. The reputation of an agent can be
estimated based on its past actions and alignment to its intentions
and norms [30]. Settings with multiple agents interacting with each
other involve aggregating the opinions of multiple agents. It has
been used in diverse applications like wireless sensor networks,
peer-to-peer networks, auctions, cloud providers, buyers and sellers
on e-commerce platforms and access control.
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This led to the formalisation of trust dynamics in multi-agent
systems. It resulted in logic-based formal models which allow indi-
vidual and groups of agents to reason about other agents in the sys-
tem [15]. Specific circumstances or settings can impact an agent’s
ability to perform a task, despite having a good reputation in the
past. This led to the development of actual trust, which is defined
as the agents’ capacity to deliver tasks in a specific context [2].

These models investigate and formalise trust in MAS, focusing
on a relational view of how agents can reason about trust. While
the impact of trust reasoning on decision making has been studied,
its influence on whether AI systems exhibit responsible behaviour
still requires both conceptual and experimental analysis. In our
view, trust is a dual-natured concept. It depends not only on how
other (potentially trustworthy) agents have treated the agent in
the past, but also on the subjective identity and perception of the
trusting agent, including how flexible they are in deciding whom
to trust and to what extent [8].

2.3 Models of Identity
Humans have an intrinsic notion of an elastic sense of self or elas-
tic identity, using which they identify with others. For example, a
parent identifies with their children, a soldier identifies with their
country, a team member identifies with the team and organisa-
tion. Broadly, approaches to computational modelling of agency
or identity can be categorised as follows [40]: normative, adaptive,
quantitative, and autonomic models of agency.

Normative models of agency model agents having a set of imper-
atives as well as discretionary entitlements. They also implement
logical frameworks that encode different forms of individual and
collective goals [9, 44, 49]. Adaptive frameworks can either learn the
model based on its interactions or purely using positive or negative
reinforcement signals from the environment [28, 37]. Next, agents
can be modelled as per the rational choice theory [18, 31, 36]. In
this approach, agents have a self-interest function, and they obtain
a payoff resulting in a corresponding utility. Rational agents use
utility maximisation to make decisions in this way. Finally, auto-
nomic computing [20, 27] aims to provide computational entities
with self-management properties, called “self-*” properties– like
self-healing, self-tuning and self-recovery. The field of Autopoiesis
was started by Maturana and Varela [29], who developed computa-
tional models of self-referential entities based on biological models
of cognition.

There has been some work in the literature focusing on mod-
elling identity in autonomous agents. However, there is a dearth
of formal computational models which can formulate an abstract
identity of autonomous agents such that they can operate in diverse
settings. In this work, we build on the notion of Computational
Transcendence [12], which endows an elastic identity to agents,
using which they can computationally identify with other aspects
in the system.

In this paper, we connect these three separate lines of work by
proposing a computational model which combines identity, trust
and responsibility in autonomous agents. We present the intuition
of this approach and the formal model in the sections ahead.

3 FROM TRUST TO RESPONSIBILITY
In this paper, we focus on the triad of identity, responsibility and
trust in multi-agent systems. Specifically, we focus on quantifying
the extent of trust among the agents when they interact with each
other repeatedly over time.

Individual level trust is defined as the extent to which an agent
can rely on another agent, and based on this, it decides its interac-
tion strategy with this agent [32]. Individual level trust has been
modelled in three ways: i) learning based, where agents infer how
others have interacted with it in the past and then it learns their
behaviour over time. ii) reputation-based, where the agents share
how other agents have interacted with them, and based on this
collective opinion, agents form a notion of trust towards others.
iii) socio-cognitive based, in which case agents try to infer the moti-
vations of others based on their behaviour and then reasoning on
those beliefs, estimate their trustworthiness score for the agents.
On the other hand, in the field of psychology, trust has been defined
as a subjective notion defined as the probability by which an agent
expects another agent to act towards its welfare [17].

In this work, we combine both these approaches such that agents
have a two aspects of trust: i) a subjective element, which charac-
terises generally the extent to which agents identify and account
for other agents in the system and, ii) an objective element, which
uses learning and reputation based approaches to quantify trust
based on the past interactions with itself and with others. We use a
recently proposed approach called Computational Transcendence
(CT) [12], which endows agents with an elastic sense of self, us-
ing which they can identify with others in the system. It has been
shown that it results in emergent responsible behaviour by the
agents. In this paper, we extend the CT model to incorporate trust
and then evaluate the actions and behaviour of these agents.

Responsible behaviour in human–AI interactions is a complex
and inherently normative concept [32, 38]. In principle, we expect
individual agents (whether human or artificial) not only to pursue
their own utility but also to consider, at least to some extent, the wel-
fare of others. While such behaviour may appear counter-intuitive
if we assume purely self-interested agents in single-shot interac-
tions, long-term iterative interactions in agent societies reveal a
different picture [7, 26]. In these settings, the utility of an individ-
ual depends on what can be achieved collectively, which motivates
the need for models that can explain why collaboration emerges
and for explanatory techniques capable of capturing such relations
realistically. Modelling a notion of elastic identity in agents can
be a potential solution for this [12]. Also, we would like to clarify
that acting responsibly, factoring in others, is different from acting
altruistically. In the first case, the agent maximises its utility while
accounting for the other agents, while in the latter case, the agent
foregoes itself and its utility, and acts for the benefit of the other.
In this paper, we explore the former case where agents continue
to act rationally and act for the collective welfare. This line of re-
search was pioneered by Schelling [35], Axelrod’s foundational
work on collaboration [5] and philosophical foundations on norm
emergence and normative coordination [22, 39, 42].

In this line of work, one approach is to view norms as interme-
diary mechanisms that help resolve the tension between individual
and collective interests, e.g., see [23, 42]. While an agent considers
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Figure 1: Interrelation between identity, trust and responsibility in multi-agent systems

its individual gain, this gain is not determined solely in isolation but
also in relation to the collective benefit. Then, social norms, such
as “be considerate of others”, function as enabling tools that align
individual decisions with collective welfare. This connects directly
to Margalit’s concept of Prisoner’s Dilemma (PD) norms, which
facilitate the resolution of social dilemmas and in an extended form
for coordination (and coordination game scenarios1).

Building on this idea, one may conclude that agents should al-
ways cooperate as a whole (i.e., form the grand coalition in the
game-theoretical sense). However, in real societies, individuals rely
on both experiential factors (past interactions) and subjective or
personal dispositions (e.g., upbringing, biological tendencies) to
decide who they trust and whose utility matters to them. Thus, for
an agent to operationalise a social norm of responsible behaviour,
it must reason explicitly about trust: whom to trust, to what ex-
tent, and how to update trust over time. This motivates our central
perspective in this work that:

Intelligent agents in a social multi-agent setting display
responsible behaviour not only by pursuing individual
gains but also by following social norms that take into
account the welfare of those agents they trust, with trust
itself evolving over time as the system dynamics unfold.

To that end, this work puts forward the perspective that ensur-
ing responsible behaviour of AI agents, particularly in human–AI
collaborations, requires explicit modelling of trust: its scope, ex-
tent, and dynamics across different connections. We argue that
this necessitates representing the social network of interactions,
which allows one to distinguish between (1) agents an individual is
merely able to interact with and (2) those it actually trusts, to vary-
ing degrees. Importantly, while the utility of others is an essential
factor, an agent’s own goals and identity (for example, whether it is
generally open or closed towards others) remain central. Together,
these considerations define the triadic interaction between identity,
trust, and responsibility, which forms the basis of the dynamics we
analyse in this work.

1Although in the remainder of this work we look into Prisoner’s Dilemma settings
with its standard characteristics, the idea to capture different aspects of trust and how
this results in a more realistic explanations for responsible behaviour apply to other
settings such as coordination games too.

Figure 1 shows the interrelation between identity, trust and re-
sponsibility, which is explored in this work. Some of the earlier
work has shown that modelling an elastic identity in agents leads
to responsible behaviour [12]. In this paper, we explore broader
settings, where agents interact with diverse agents whom they
trust to different extents. They identify with their neighbours but
interact with everyone; they formulate a notion of trust towards
other connected agents (whom they don’t identify with) using our
semantic distance aggregation techniques; and finally, we evaluate
their level of responsibility based on the extent to which they co-
operate with other agents in the Iterated Prisoner’s Dilemma (IPD)
setting. Specifically, we model three kinds of connections between
agents: direct connections, indirect connections via multiple agents
and disconnected agents. To investigate this hypothesis formally,
we next introduce a computational model that integrates elastic
identity with trust propagation in a networked multi-agent setting.

4 MODELLING GAME-THEORETICAL
INTERACTIONS ON A SOCIAL GRAPH

In realistic settings, agents interact with different types of agents;
they identify and care about some, indirectly know others based on
their network, and are completely disconnected from others. In this
paper, we extend the previously proposed model of Computational
Transcendence [12], which demonstrated how agents act respon-
sibly with other agents they identify with; we model a notion of
trust linked to the identity among agents, which enables them to
interact with agents with whom they are indirectly connected (but
don’t directly identify with). This is relevant and important, be-
cause in realistic settings it is more likely for agents to come across
different types of connections: agents whom they identify with i.e.
care about them and assist them in their goals; as well as agents
whom they don’t identify with (due to diverse reasons like these
are newly added agents, they have had infrequent interactions with
agents or just that the agents far away from them in the network).

It has been shown that the notion of trust is transitive and can
flow through agents in a network [34]. Intuitively, if agent A trusts
B, and B trusts C, then A can trust C not directly, but indirectly via
B. Thus, in our proposed model, we combine the notions of identity
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along with transitive trust and explore the extent to which it leads
to responsible and cooperative behaviour by agents.

Our proposed approach has three main aspects: formulation of
the agent, 𝑎, (with an identity and trust potentially leading to re-
sponsible behaviour), the utility function of the agent, 𝑢 (𝑎), which
specifies its utility depending on its choices as well as the choices
of other agents in the multi-agent system, and finally, the network
structure,𝐺 , of which the agent is part. Next, we elaborate on each
of these in more detail. We model each agent 𝑎 in the network with
two parameters: first, a subjective element called elasticity denoted
by 𝛾𝑎 , which represents the extent to which it identifies with other
agents in the network, specifically its direct 1-hop neighbours; and
second, an objective element called semantic distance denoted by
𝑑𝑎 (𝑏) which quantifies the relative semantic distance of agent 𝑎
towards one of its neighbouring agent 𝑏 in the network. Elasticity,
𝛾𝑎 , is an agent-level feature which signifies the extent to which an
agent factors others’ utility while making decisions. A low elasticity
value denotes a selfish agent which predominantly cares about its
own utility, and a high elasticity value denotes an agent which
highly accounts for others. On the other hand, semantic distance,
𝑑𝑎 (𝑏), is an edge-level feature, which denotes the proportion with
which the agent identifies with other agents. Its low value denotes
higher identification, while a higher value denotes lower identi-
fication. As discussed in detail ahead, the agent scales the utility
by a factor of 𝛾𝑑 when accounting for the utility of other agents it
identifies with.

Such an agent derives utility not only from its payoffs but also
from the payoffs of other agents that it identifies with. Generally, it
applies to all aspects that the agent identifies with; however, in this
paper, we represent the identity set of an agent by its neighbouring
agents. Different variables of interest are denoted as follows: agent
𝑎 has an identity set 𝐼𝑎 which consists of all its 1-hop neighbours
𝑁𝑎 , semantic distance 𝑑𝑎 (𝑏) → 𝑅+ denotes the directed distance of
agent 𝑎 towards its neighbouring agent 𝑏. Agent 𝑎 derives a scaled
utility based on its interactions with neighbouring agent 𝑏, which
gets a payoff 𝜋𝑖 (𝑏) in game state 𝑖 . In such a setting, the utility of
agent 𝑎 is computed as follows:

𝑢𝑖 (𝑎) =
1

1 +
∑︁

∀𝑏∈𝑁𝑎

𝛾
𝑑𝑎 (𝑏 )
𝑎

©­«𝜋𝑖 (𝑎) +
∑︁

∀𝑏∈𝑁𝑎

𝛾
𝑑𝑎 (𝑏 )
𝑎 · 𝜋𝑖 (𝑏)

ª®¬ (1)

This formulation ensures that an agent’s utility reflects aweighted
combination of its own payoff and those of agents it identifies with
(and the weights depend on both its elasticity and semantic dis-
tance). After every few epochs, agents update semantic distances
to their neighbours based on their interactions with them. Agents
calculate the proportion of rewards, 𝑟𝑎 (𝑏) and costs, 𝑐𝑎 (𝑏), from
each neighbour relative to the aggregated rewards and costs, and
then update the distance by the difference between the propor-
tional reward and the cost. Reward, 𝑟𝑎 (𝑏) represents the part of
the utility, 𝑢 (𝑎) derived from the interaction with b. In the current
simulation, the costs are negligible and thus can be ignored. The
semantic distance update equation is defined as follows:

Δ𝑑𝑎 (𝑏) =
𝑒𝑟𝑎 (𝑏 )∑︁

∀𝑏∈𝑁𝑎

𝑒 |𝑟𝑎 (𝑏 ) |
− 𝑒𝑐𝑎 (𝑏 )∑︁

∀𝑏∈𝑁𝑎

𝑒 |𝑐𝑎 (𝑏 ) |

𝑑𝑎 (𝑏) = 𝑑𝑎 (𝑏) − 𝜆Δ𝑑𝑎 (𝑏)

(2)

In prior work, interactions were limited to neighbours, i.e. agents
interacted with only those agents they identified with. In this pa-
per, we extend the CT model to broader, more realistic settings
where agents interact with neighbouring agents, connected but
non-neighbouring agents and disconnected agents. Agents have a
semantic distance as discussed above to each of their direct neigh-
bours. However, for connected non-neighbouring agents and dis-
connected agents, there is no distance parameter since agents do
not directly identify with these agents. We posit that by incorpo-
rating a notion of trust in these agents, we can also enable them to
interact with agents they do not directly identify with responsibly.
The agents estimate the distance of non-neighbouring connected
agents by aggregating all the pair-wise distances denoted by 𝑥𝑖
between the two agents as follows:

𝑑+𝑎 (𝑏) =
(

𝑏∏
𝑖=𝑎

𝑥𝑖

) 1
𝛼 ·𝑛

(3)

Here, we take the product of all the individual distances on the
path (path with the least number of hops) between agent 𝑎 and
𝑏. To address the impact of variable path length, it is powered to
1/𝛼 · 𝑛, where 𝑛 is the shortest number of hops between the agents
and 𝛼 is a scaling constant. To simplify the computation, it can be
rewritten as follows:

𝑑+𝑎 (𝑏) = exp

(
1

𝛼 · 𝑛

𝑏∑︁
𝑖=𝑎

log𝑥𝑖

)
(4)

Thus a transcended agent 𝑎 can have the distance 𝑑𝑎 (𝑏) to other
agent 𝑏 as per the following three cases:

𝑑𝑎 (𝑏) =

𝑑𝑎 (𝑏) if a and b are neighbours,
𝑑+𝑎 (𝑏) if a and b are connected but non-neighbours,
∞ if a and b are disconnected.

(5)
Finally, the overall formulation is a multi-agent system where

the agents are placed in a network. Specifically, the setup can be
represented as a network of agents 𝐺 = (𝑉 , 𝐸) modelled as an
undirected graph having 𝑉 nodes representing the agents and 𝐸

representing the directly connected neighbours or the identity set
of agents. Every agent interacts with every other agent in the sys-
tem; neighbours, connected and disconnected agents, over multiple
epochs.

5 SIMULATION RESULTS AND DISCUSSION
Prisoner’s Dilemma is a well-known game in game theory which
denotes the consequences of agents acting only based on their self-
interest. As shown in Table 1, we have two agents, A and B, and
both of them have two choices: either to cooperate, C or defect, D,
with each other. If they both cooperate, then they both get a payoff
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Agent A
C D

Agent B C R = 6, R = 6 S = 0, T = 10
D T = 10, S = 0 P = 1, P = 1

Table 1: Payoff Matrix for 2-player Prisoner’s Dilemma

of R=6. However, as long as the other agent cooperates, there is
an incentive for the agent to switch to defecting and gain a higher
payoff of T=10 while the other agent still cooperating gets S=0. That
makes the other agent also choose to defect, and the game ends
in a DD state where both agents get a payoff of P=1. This state
is the Nash Equilibrium of the game, and defection is the strictly
dominant strategy of the game since, irrespective of what choice
the other agent makes, it is always better for an agent to defect as
compared to cooperate.

In this game, choosing to cooperate can be termed as the re-
sponsible choice since if both agents cooperate, it results in a better
outcome for both of them. However, it is very difficult to ensure
that the agents reach the CC state of the game due to the tempta-
tion to defect. On the other hand, defection can be termed as the
irresponsible choice, since it results in either a large disparity in
payoffs (in CD or DC state) or very low payoff for both the agents
(in DD state). And yet, agents might choose to defect since it is the
rational choice.

One of the ways to enable cooperation in this game is to make the
agents play the prisoner’s dilemma with each other repeatedly, over
multiple iterations [5]. It is called the Iterated Prisoner’s Dilemma
(IPD). In a one-shot game, the agents are more likely to defect since
there are no long-term consequences of their choice. However, in
a repeated setting, there is a notion of memory by which agents
remember the choices of other agents in the earlier rounds. Thus,
the IPD setting brings in long-term consequences of the agents’
choices as the game progresses over multiple epochs. And this in
turn, leads to more cooperative and responsible behaviour by the
agents.

In our simulation, agents play Iterated Prisoner’s Dilemma (IPD)
with all other agents over multiple epochs, and after every game, the
agents receive payoffs based on the game state as shown in Table 1.
We simulate the game for some epochs, then the agents update
their semantic distances to their neighbours till it settles (when the
changes in semantic distances are < 𝜖 = 0.01), and then we run the
simulation again for a fixed number of epochs and present those
results.

The simulation is developed using the NetworkX library in
Python2. We generate a random network (Erdős–Rényi network)
of 25 agents. The agents play IPD with every other agent in the net-
work for 100 rounds. After which, the agents update their semantic
distances to each other based on their interactions. Next, we repeat
the simulation for 100 rounds with the updated semantic distances.
For each setting, the simulations are run for 10 different random
seeds (in order to avoid outlier results due to a specific seed), and
the aggregated results over multiple runs are presented. Next, some
of the simulation results are presented in further detail.

2https://networkx.org/

5.1 Compare proposed approach with other
baseline strategies

Figure 2: Reward distribution across different strategies

First, we start by comparing our proposed approach with other
baseline agent strategies. We initialise all the agents with the se-
lected strategy and let the simulation run for the maximum number
of epochs. The network structure remains the same across all the
simulation runs. The simplest strategy is the Random strategy,
where all the agents in the network choose with a random proba-
bility of 0.5 whether to cooperate or defect with the other agent.
In this case, each game is independent and does not depend on
past or future games. Next, we simulate the popular Tit-for-Tat
(TFT) strategy. All the agents start with cooperation and continue
to do so when everyone has a TFT strategy. So we introduce a 10%
randomness such that agents respond as per the TFT strategy 90%
of the time and respond randomly for the rest 10%. This brings
some variation in the game.

We compare our proposed approach called 𝐶𝑇+ with the two
strategies Random and TFT (0.9) as shown in Figure 2. We plot the
minimum, maximum and average reward of all the agents in the
network. In terms of the value of rewards, we note that CT+ agents
get a higher reward than the other two types of baseline agents.

Figure 3 shows the proportion of times the game is one of the
three game states over all the runs across all the agents in the
network. Any game can be in either CC, CD (includes both CD

Figure 3: Distribution of states across different strategies
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(a) Erdős–Rényi Network (NP:3.06e-18) (b) Watts–Strogatz Network (NP:2.98e-18) (c) Barabási–Albert Network (NP:2.64e-18)

Figure 4: Distribution of utility and its Nash Product (NP) for Erdős–Rényi, Watts–Strogatz and Barabási–Albert networks

(a) Low elasticity (b) Medium elasticity (c) High elasticity

Figure 5: Results for low, medium and high elasticity (𝛾 )

and DC) or DD game state. We observe that Random and TFT (0.9)
have similar distributions across the three game states. While the
distribution of game states for CT+ is different, where almost 60%
of the time the game ends in the CC state. These results demon-
strate that integrating identity and trust enables agents to achieve
higher collective welfare and more equitable outcomes compared
to baseline strategies.

5.2 Simulations in different types of networks
Next, we explore the impact of different networks between the
agents. We hypothesise that network structure affects the interac-
tion with connected agents since the distance is estimated based
on the individual distances of the shortest path.

We explore the following three types of networks: a) Erdős–Rényi
network [16]: It is a random network, which first generates all the
nodes and then every pair of nodes is either connected or dis-
connected with a probability 𝑝 . The probability of each edge is
independent of the other edges in the network. b) Watts–Strogatz
network [47]: It is a network which has small-world properties
like small path lengths and high clustering coefficients, which are
observed in many real-world networks. It models triadic closures,
i.e. if an agent is connected to two different agents, then there is a
high probability that those two agents are also connected to each
other. In order to build this network, first, all the agents are ar-
ranged in a circle with k connections on each side, and next, some

of these connections are removed and connected to a random agent
in the network. c) Barabási–Albert network [6]: It is a network
which has a scale-free property and is generated using preferential
attachment. This network is generated by adding agents one by
one to the network. Every time a new agent is added, it connects
to one of the existing agents in the network proportional to the
degree of that agent. It results in the creation of a few hubs having
a high degree and a lot of spokes having a low degree.

Figure 4 shows the results of our proposed approach on the three
types of networks. We note that the rewards are fairly distributed
in the Erdős–Rényi network with the highest Nash Product (NP)
of normalised agent utilities. In the Watts–Strogatz network and
Barabási–Albert network, we observe that there are a few agents
with high rewards and a lot of agents with very low rewards. In fu-
ture, we will also explore other alternatives to selecting a path with
the lowest number of hops, such as the most reliable path or the
minimum distance path, which is relevant in networks with multi-
ple paths between agents, like the Erdős–Rényi or Watts–Strogatz
network. For the remaining simulations, we utilise the Erdős–Rényi
network to model the network structure among the agents.

5.3 Simulation for varying elasticity
Next, we vary the elasticity of the agents and evaluate the extent
to which it affects the choices of the agents. To recap, elasticity
is the extent to which agents identify with other agents, where a
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low value denotes predominantly selfish agents and a high value
denotes agents which highly identify and care about others. We
simulate agents with three elasticity levels, which is randomly
sampled as follows: low elasticity in [0.05, 0.35], medium elasticity
in [0.35, 0.65] and high elasticity in [0.65, 0.95].

Figure 5 shows the variation in average agent rewards for low,
medium and high elasticity settings. We keep the colour scales fixed
across the three plots to ensure that the results are comparable. As
the elasticity increases, agents act more cooperatively and respon-
sibly, and this in turn, leads to higher rewards. The average reward
per agent for low elasticity is 18031, for medium elasticity it is 26125
and for high elasticity it is 27803. Thus, an interesting observation
here is that agents perform well and receive significantly high re-
wards even when operating with medium elasticity. Additionally,
the proportion of games ending in the CC state increases from 22%
to 64% to 83% for low, medium and high elasticity, respectively.

6 THE TRIAD IN PRACTICE
While in earlier sections, we showed how this perspective on iden-
tity and trust modelling results in collaborative responsible be-
haviour in experimental settings, this section discusses three sce-
narios with specific characteristics. We first look at a supply chain
scenario and show how our approach allows for modelling “indirect
trust”, then look into a cyber-security example where the presented
model shows “adaptivity and tolerance” (against malicious agents),
and finally discuss a climate change agreement scenario to show
how our approach expands (from abstract 1-1 prisoners’ dilemma
cases) to responsible behaviour in “multilateral collaborations”.

6.1 From Direct to Indirect Trusting
Let’s take a simple example of three suppliers in a supply chain, 𝑆𝐴 ,
𝑆𝐵 and 𝑆𝐶 . Assume that supplier 𝑆𝐴 supplies a product to 𝑆𝐵 , who
further processes it and then dispatches it to 𝑆𝐶 . In this scenario,
since 𝑆𝐴, 𝑆𝐵 and 𝑆𝐵, 𝑆𝐶 directly interact with each other, they build
a relation over time and thus they trust each other. In case of oc-
casional exceptions like delayed payments or defects in products,
they trust each other and respond accordingly.

In the same setting, let’s say 𝑆𝐶 needs some products from 𝑆𝐴 . It
has not directly interacted with 𝑆𝐴; however, 𝑆𝐵 conveys whether
𝑆𝐴 is a good supplier or not. Based on this information, 𝑆𝐶 can
make a more informed decision regarding how to interact with 𝑆𝐴 .

Our proposed approach can be useful in this process. It helps
agents to formally convey how their interactions have been with
the agents they identify and directly interact with in terms of their
semantic distances towards them at the current instant. And based
on this information, we can estimate transitive trust, based on
which agents can take better, well-informed decisions.

6.2 Adaptively Responsible Agents
Next, let’s take the example of agents in cybersecurity. Let there be
the following two types of agents: attacker agent, 𝐴𝐴 , who tries to
exploit network vulnerabilities and defender agent, 𝐴𝐷 , who tries
to learn to predict and block attacks. The interaction between these
two agents is defensive and different from the interaction among
the agents in the prisoner’s dilemma.

In this scenario, the distance update feature of our approach is
useful. Initially, the defender agent,𝐴𝐷 , can start by being sceptical
about 𝐴𝐴 and trust it by 0.5. Then, based on its interactions with
𝐴𝐴 , it can update its semantic distance towards it; it can increase
its semantic distance if 𝐴𝐴 acts maliciously and reduce its semantic
distance if 𝐴𝐴 acts non-maliciously.

Also, since the semantic distances are updated after every few
interactions, even if 𝐴𝐴 is intentionally changing its behaviour
from malicious to non-malicious or vice versa, the model can easily
identify and respond to such tactics.

This example highlights the following key features of our pro-
posed approach. First, adaptivity, as the model continuously adapts
the semantic distances based on its interactions with the agents.
Also, the need to label agents in the network as ’malicious’ or
’non-malicious’ is avoided. Instead, the model can infer the type
of agent based on its neighbours’ interactions with this agent over
time. Second, resilience, since the agents cannot game the model,
for example, by being non-malicious in the beginning to sway the
model’s opinion. Third, it works without any prior information
or with partial information regarding the agents. And fourth, the
network of defender agents can share the details regarding their
interactions with other agents over time in the trusted network.

6.3 Scalability to Multilateral Collaborations
Finally, we demonstrate that the Iterated Prisoner’s Dilemma (IPD),
which has been used to illustrate our approach, is a setting which
commonly occurs inmultiplemulti-lateral collaborations.We demon-
strate this using the example of multiple countries taking steps to-
wards climate change. Climate is a “global common”, no one owns
the climate, everyone benefits from a stable climate, but everyone
can contribute to its degradation through greenhouse gas (GHG)
emissions. Each country gains short-term economic benefits by
emitting (for example, through industrial growth, energy access,
and transportation). But the costs (for example, warming, extreme
weather, biodiversity loss) are shared globally.

Our proposed approach can be used by countries to track their
interactions individually, as well as evaluate the actions taken by
countries impacting climate change over time. They can also share
these details with other trusted countries. Identity and trust among
the countries can be one way of enabling them to act responsibly
towards the global climate change problem.

7 CONCLUSIONS
In this paper, we introduced an agent model that integrates identity
and trust to promote responsible behaviour in multi-agent systems.
Through evaluations across diverse network conditions, the model
demonstrates its capacity to enhance cooperation and responsibility
among agents. Furthermore, the model’s applicability to domains
such as supply chain management, cybersecurity, and international
climate governance underscores its broader relevance. Currently,
we focus on a specific understanding of “responsible behaviour”, and
this motivates looking into using this triad framework to explore
its impact on other ethical principles. Overall, this work provides a
principled foundation for advancing responsible and trustworthy
agent design in complex socio-technical environments.
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