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ABSTRACT

Recent studies show that data poisoning attacks can degrade the per-
formance of offline reinforcement learning (RL) policies by strate-
gically tampering with training datasets. However, existing meth-
ods generally assume the acquisition of reward signals during the
generation of poisoning data, thus limiting their applications in
real-world scenarios when the reward signals are not available.
In this paper, we propose a novel method, called Shapley Action-
Poisoning Attack (SAPA), which calculates the contribution of each
state-action pair in a trajectory to identify key actions for poisoning
attacks without dependence on reward signals. Theoretical analy-
sis proves that SAPA can degrade the performance of the learned
policy below a specified threshold by tampering with key actions.
Numerous experimental results demonstrate that SAPA surpasses
state-of-the-art poisoning methods in the attack performance under
various offline algorithms.
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1 INTRODUCTION

As a general paradigm for addressing sequential decision-making
problems, Reinforcement learning (RL) [9] has achieved remark-
able success in various domains, including autonomous driving [5],
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cooperative robotics [2], video games [1] and recommendation
systems [13]. However, recent studies [10] have shown that RL is
vulnerable to data poisoning attacks, which can degrade the cumu-
lative return of the learned policy by tampering with the training
data. Thus, exploring effective offline poisoning attack methods
and finding secure defense mechanisms have become a hot topic
in offline RL security research. However, existing methods [11, 12]
cannot perform data poisoning on datasets where reward signals
are unavailable, which is common in real life situations, such as
in autonomous driving where the collected offline datasets typi-
cally contain only the observation states and driving actions of the
human drivers.

In this paper, we propose a novel method called Shapley Action-
Poisoning Attack (SAPA) to effectively attack offline RL agents
by manipulating the key actions during the learning process with-
out relying on reward signals. To achieve this, we introduce the
Shapley value to assess the contribution of state-action pairs on
the overall return of the trajectory at different timesteps and use
this assessment to identify the key actions (i.e., high-return actions)
for attack. Building on this metric, we further develop an action
generator that strategically replaces the most influential actions
(ranked by Shapley values) with adversarial actions. In summary,
SAPA conducts computations exclusively based on the existing
states and actions within the dataset during the poisoning process,
which makes SAPA applicable to a wider variety of attack scenarios.

2 METHOD

Shapley values in RL. In RL settings, the return of a single state-
action pair cannot be separated from its temporal dependence,
which leads to the traditional Shapley values failing to accurately
compute the contribution of each state-action pair. To address this
issue, we propose a conditional Shapley value, which incorporates
the conditional expectation of return into the traditional Shapley
value framework to avoid inaccurate value assessments due to time
dependencies. In order to quantify the contribution of state-action
pairs, we can compute the conditional expectation of the reward
model output to precisely capture the joint distribution among
the data. Specifically, for a trajectory © = (s, ao, - . ., S, ar), the
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Table 1: Attack performance of different action-poisoning methods. + denotes the original unpoisoned algorithm.

Datasets Environment * RS AS RFAS TSS SAPA
BCQ 86.7+3.6 248454  24.8+3.4 35.2+3.5 34.4+34 23.2+3.5
Halfcheetah
CQL  92.8+6.1 43.4+6.7 17.4+4.7 21.7+43 38.4+4.7 18.7+4.7
medium-expert Hopper CQL 106.8+3.1 31.5+6.7 26.5+4.7 31.6+£3.7 35.5+4.7 23.4+3.3
IQL 97.4+3.5 32.3+8.5 25.3+3.5 38.5+4.2 33.3+6.1 24.2+4.1
Walker2d IQL 109.9+2.8 62.4+153 27.1£3.3 359453 58.7£10.5 25.7+4.9
DT 107.7£3.2  53.7+£5.4 29.7+44 36.844.7 55.3+6.3 27.6t 4.1
conditional value function of subset C is defined as: where Dk (+||-) represents KL divergence and I is the unit matrix.
T During action generation, a latent vector z is sampled from the
Ueond(C) =E Z 7| Cl, (1) normal distribution, and then this vector together with the current
=0 state s and Shapley value v is input into the decoder Dec(s, v, z) to

where 7 is a value that measures the benefit of a state-action pair
(e.g., an approximate reward value). The conditional Shapley value
@i, is then defined as:

! —1Cl = 1)!
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where N is a collection of state-action pairs in the trajectory, i; is
t-th state-action pair and |C| is the number of state-action pairs in
a subset. By evaluating the contribution of any state-action pair
based on the conditional value function, SAPA can avoid inaccurate
evaluations due to time dependencies when state-action pairings
are added to subset C.

To efficiently evaluate the benefit of state—action pairs, we pro-
pose a scoring function 7 that infers potential rewards solely
from state-action information. By leveraging a small offline ex-
pert dataset Dg, the scoring function F can learn to discriminate
between the expert action a; and suboptimal alternatives d, for a
given state s;:

L =E(sar)~0g [ 10g F (s, @) | +E(s,.a0)~ 0 [-10g(1=F (1, 1)1,

®3)
where D denotes the offline dataset used for data poisoning attacks.
As a result, we redefine the value function veond(C) in Eq. (1) by
replacing 7 terms with ¥ -based scores:

T
D Flsnan|C
t=0

Then, SAPA determines key actions by calculating the marginal
contribution of each state-action pair through Eq. (4).

0cond (C) = E : (4)

Worst-case action. To be able to generate covert and effective
perturbation actions, we design an action generator based on a
conditional variational autoencoder (CVAE) that produces actions
conditioned on states and Shapley values. CVAE consists of an
encoder (Enc) and a decoder (Dec), where Enc outputs the latent
variable z under the Gaussian distribution, and Dec maps z to the
desired space. The training method for the action generator is
to maximize the evidence lower bound, which is equivalent to
minimizing the loss function:

LG = E(s,a,v)~D,z~Enc(s,v) [(a—Dec(s, o, Z))Z] +DKL(EnC(5’ U)”N(O) I))])

®)
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generate an action.

3 EXPERIMENTS

In our attack experiments, five offline RL algorithms BC [6], BCQ [4],
CQL [8], IQL [7], and DT [3] are selected as attack targets due to
their widespread adoption as offline baseline methods. We investi-
gate the impact of SAPA, the traditional Shapley solution (TSS), the
advantage-based solution (AS), the reward-free advantage solution
(RFAS) and the random solution (RS) on the performance of offline
methods.

Table 1 compares the poisoning capabilities of SAPA under dif-
ferent key action selection methods across three environments:
HalfCheetah, Hopper, and Walker2D. As can be seen, while RS
significantly degrades the performance of offline RL algorithms,
its high variance reveals unstable attack patterns. Similarly, due
to neglecting temporal dependencies, TSS fails to capture critical
actions, resulting in attack effectiveness that is merely comparable
to RS. In contrast, AS demonstrates greater efficacy by leveraging
the advantage value function to identify and perturb key actions.
RFAS amplifies # errors due to the Q-function and V-function net-
work, resulting in lower attack performance than AS. Most notably,
SAPA outperforms existing methods by replacing critical opera-
tions without relying on reward signals from offline data, which
can be applied to more scenarios of data poisoning attacks.

4 CONCLUSION

In this paper, we propose a novel method called SAPA, which gen-
erates poisoned data to reduce the cumulative return of offline
methods by identifying and manipulating key actions without re-
quiring reward signals. Future directions include refining the im-
portance calculation of trajectory actions to improve computational
efficiency and extending SAPA to offline multi-agent settings.
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